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Cdoud Computing Far Dummies

Introduction

rir

\ ! 'elcome to Cloud Computing For Dummies, 2nd Edition. The cloud —
/' "\ | public, private, and hybrid — has emerged as the most important
] transformation in computing in decades. The cloud is changing how
organizations are planning to deliver services to their customers, suppliers, and
partners. They're using cloud services to increase the pace of business and to offer

" new and innovative services.

The first edition of this book was written more than ten years agp, anc everything
has changed . Therefore, it is important to understand these changes so that you can
take full advantage of the ways that the cloud can make your business successful.

About This Book

This book is designed provide you with an understanding of the underlying tech-
nologies that are defining the new generation of cloud services. This book explains
how you should approach thess technology changes and how developing a cloud
strategy can lead to success. 2

We wrote this book ta help you understand the nuances of cloud services and how
they can help you transform your organization. We think this book will give you
the context to make informed decisions.

No matter your goal in reading this book, we address the following issues to help
you understand the hybrid cloud environment and the impact it can have on your
husiness:

3 How to determine what types of workloads and data should move ta the
cloud based on compliance and security

3 When it's a good idea to use a single public cloud service or you should select
several

» What critical standards and approackes enable portability of workloads
and data

3 How your IT organization can become a service provider to the business

Introduction 1



» What cloud management means in a multidoud environment

> What you need to know about the economics of the cloud

We i
wrote this book to help you understand the nuances of cloud services and how

t
:;:‘V te:c?tn help you transform your organization. We think the book gives you the
you need to make informed decisions.

: Foolish Assumptions

Try as we mj :
we had to FIE::::E all things to all people, when it came to writing this book,
Here's who we thing ‘;:ui:rt:;lght would be most interested in cloud computing.

» You'resm
ey feeTi:;; You're no du_mmy. yeithe topic of the cloud gives you an
| 6l e you cant quite get your head around it: and if yourre pressed
- You might try to change the subject.

essperson who wants |
Yein the 21st conpy
::.:[ allabout moyj ng to the hybridr:
Hdoutwhat theyre talking about.
You're an t Person w
underlying techng

» You're apysi
n
ttle or nothing to do with technol-
S0 you can't escape it. Evervhody's saying,
nd multicloud,” so you think you'd better

h

o is“::”"_‘fs a heck of a lot about technology. But the
changes on your 1, 3 t M8INE. and you need to understand the impact of
Sound compelfing v, n::c""es - Each vendor presents new offerings that
Oming, and you n 1o understand what's available today and what's

You need to
n. understand how thes- technologies will affect your

Whoever You are, Welcome, We're here tg help,
Icons Used ip This Book

book wi 7

, and without 22

s lhaf';:’:::;a“}f dangeroys P!{::fual.!‘sc::: rﬁ:;“:zng out useful tips, interesting
ON'L miss a thip £ arize yourself with these icons to

j 44
& Pay attention. The bo!
ther You saye
; "eYE May be your gwn,
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You may be sorry if this tidbit slips your mind.

REMEMBER

With this icon, we mark particularly useful points to pay attention to.
TP

@ This material is for the technically inclined.

TECHNICAL

STUFF

Beyond the Book -

LA}

In addition to what you're reading right now, this product also comes with a free
access-anywhere Cheat Sheet that covers key characteristics of both public and
private clouds and the role of emerging architectures. To get this Cheat Sheet,
simply go to www.dummies.com and search for “Cloud Computing For Dummies
Cheat Sheet” in the Search box.

Where to Go from Here

We've created an overview of the -loud and introduced you to all of its significant
components. We recommend that you read the first six chapters to gain some
context on what the cloud is about and see how it changes the way services will be
delivered in the future. The next four chapters break down the different types of
cloud models. The following three chapters give you an understanding of cloud
management while the next four chapters give you guidance on developing and
planning your cloud strategy.

You can read the book from cover to cover, but if you’re not that kind of person,
we've tried to adhere to the For Dummies style of keeping chapters self-
contained, so you can go straight to the topics that interest you most. Wherever
you start, we wish you well.

The cloud is a big focus for us at Hurwitz & Associates. We invite you to visit our
site and read our blogs at https://hurwitz. com.
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INTHIS PART .

Define the cloud,

Explain the different cloyd delivery mindels.
Understand the dynamics of the cioud life cycle,
Embrace the business power of the cloud,

Select i
the most appropriate cloud models for your goals.

| PT G
» Deconstructing cloud

» Discovering resource pools/cloud
models and services

» Evaluating the role of the data center

» Finding out how the public cloud fits
and when the private cloud shines

Chapter 1 | |
Understanding the Cloud

‘here is no debate about it: The cloud is helping to change every business in

every industry. The key attributes of the cloud — on-demand access to

compute and storage, limitless scaling, and flexible pricing — have allowed
startups to challenge well-established industry stalwarts. Likewise, the cloud has
enabled established businesses to add new capabilities and transform business
process at the speed of change.

The first phase of cloud adoption was mostly about cutting costs and changing
technology spend from a capital expense to an operating expense. For many years,
cloud vendors were focused on reducing costs for commodity compute and stor-
age. While reducing costs is still a major driver of cloud adoption, companies are
now leveraging cloud services to transform their businesses. Most companies
have pragmatically adopted a hybrid cloud strategy. They’re managing to use
multiple public and private cloud services depending on the business require-
ments. IT leaders are maintaining key mission critical applications in their data
centers while taking advantage of innovative Software as a Service (SaaS) applica-
tions and cloud infrastructure services. Increasingly, vendors are specializing so
that they can provide differentiated value to cuslomers. Some cloud providers
offer machine learning services while others are providing governance cloud ser-
vices. Other vendors are providing avariety of cloud storage services.

In this chapter, we provide an overview of cloud computing, including the basics

you need to understand in order to move forward in the world of hybrid and mul-
ticloud environments.

CHAPTER 1 Understanding the Cloud 7
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Looking at the Ecosystem
of Cloud Computing

It's important to unde

Thi rstand that an ecosystem of participants define the market.

S ecosystem consists of three categories of players:

» ;?eﬂﬂlﬂ'ters of services: These are the end-users that use cloud services in
M;’rdalr“’dav business activities. They may have little understanding of
vhere the ser\:ice resides or howitis designed; they simply need the capabili-
Uies o get the job done,
» PTWI‘ der of services: These ciuy
ranging from infrastructure servi
¥ Designer of servi
Often services ar,
tan augment a p

d providers offer a variety of functions
ces to applications and tools.

ces: These companies build applications and tools.
e intended to work within a specific cloud ecosystem or
ackaged cloud application,

Unﬂerstanding Cloud Concepts

Cloud computing i

applicatiuns, fam:“‘,',.‘,. g shared computing resources, including

Platforme a5 well ag ﬁé' fmmge' networking, development, and deployment

Tesources easier g use =9 n“? brocesses. Cloud computing makes computing
by Providing standardization and automation.

ethod of providin,

Standardization ; y

Supported by 5 :;:t tol;tt:rrn‘s];;ime?mﬁ““ of services using a consistent approach

that processes ha implem ent interfaces. Likewise, the cloud generally requires
ented through the use of automation.

a'tls s, 5 5 3
Provisioning moej, Automation is required to support a self-sesvice

zia To pmmot .
Provisioned service 25 ‘;ﬁmnyv. automation can ensure that after a
€d, it is returned to the resource pool. This

type of mies_b“m az trw lunger it

$ o :

load managemeny, | LON €A help with capacity planning and overall work-

Mosl businesses today

s dre al ;

don’t think of it a5 4 cloyg, '::;iy USIng some kind of cloud service — even if they

Slack, or DocuSign servica is ample, any company that uses Microsoft 365,

onling dats boclan ot mnab“:s'ing A cloud-based service, 4 company may use
Ces in a commercial cloud. Your organi-

tion Servi
Or recruit new employees on an open

n

REMEMBER

community cloud like LinkedIn. If your company uses Google’s Gmail service, it is
using a cloud email service. Many companies are discovering that having Customer
Relationship Management (CRM) available as a service is a better way to support
the sales team than the traditional on-premises software options.

You should be getting the idea that cloud computing means that everything —
from compute power to computing infrastructure and from applications and busi-
ness processes to personal collaboration — can be delivered to you as a service. To
be operational in the real world, the cloud must be implemented with common
standardized processes and automation,

Clouds come in different versions, depending on your needs. There are two pri-
mary deployment models of cloud: public and private. Most organizations will use
a combination of private computing resources (data centers and private clouds)
and public services, where some of the services existing in these environments
interact with each other — which is what we call a hybrid cloud environment.
In addition, many organizations use a variety of public cloud services to support
different developer and business units — called a multicloud envirenment. Multi-
cloud has grown in popularity because developers want access to the platform cf
their choice, and businesses want the flexibility to move between vendors. -

The public cloud

The public cloud is a set of hardware, networking, storage, services, applications,
and interfaces owned and operaied by a third party for use by other companies or
individuals, These commercial providers create a highly scalable data center that
hides the details of the underlying infrastructure from the consumer. Public
clouds are viable because they offer many options for computing, storage, and a
rich set of other services. With many resources always available, public cloud con-
sumers can quickly select, optimize, and use those resources that match the needs
of the applications they will run in the public cloud. Most public cloud praviders
offer a wide variety of APIs and services, such as security, specialized infrastruc-
ture to support specific workloads like Graphic Processer Units (GPUs) for data
science, application development pipelines, and other technologies to support
customer needs. All of these cloud services are available in an on-demand manner.

Public cloud vendors are increasingly offering dedicated, non-multi-tenancy
instances within their data center. In these instances, you are assigned your own
machines and storage within the cloud vendor’s data center. Although the work-
loads are physically isolated, at some point, you will share some networking with
other cloud customers. Companies that take this dedicated instance approach
typically have governance, compliance, or corporate rules that don't allow
multi-tenancy. However, it is important to consider the fact that you will not have
the same cost savings of a multi-tenancy approach.

CHAPTER 1 Understanding theCloud 9



The private cloud

A private dloud is a set
s and

ees, P::r::::. 07 CUStomers. A private cloud can be created and managed by a third '_
party exclusive use of one enterprize, The private claud is a highly controlted

Muummwmfo:

firewall. The private cloud is highly automated with a focus on governance, secu-

of hardware, networking, storage, services, applications, :
ovwned and operated by an organization for the use of its emplay- -

publlc consumption. Thus, a private cloud sits behind 2

:i;?- and compliance, Automation replaces more manual processes of managing -

Increasingly, public clodd vendors are

appliances that can be 1
behind the mbT;wwMMa

paclaging their cloud services [nto
customer’s on-premises data center

services that the ¢lgy 3 applance typically contains access to all of the cloud ,

for these appliance or offers an the public cloud. The consumption models”

on premises public clouds can — the vendor may

Tdnage and own the appliance and bil! the client in theme way that they bill
CUSkomer may own and maintain the appliance. This
Pabillties behind the firewall is quicldy gaining traction.
get the scalability, ease of use, cost medel and famill-

The hybrig and muiticloud model

ton of a private clogq

U secvices where ¢f;: td combined with the use of public
‘Problems, The gna 1 :om cloud environments work together to solve business
services and dap, from a v:-z:: arhybrm clouii environment that can combine
o well-managed comjhting ey, 2L to Create a unified, automated,

S AP .1
Wdﬂudhamm

environment, end-usecs wop nitent. In a well-orchestrated bybrid cloud _

m%—-itwmaﬂiustbea about whett:er their using on pre_mjses or

technology service,

Ofganiza E0 two or more public.cloud are
amultilony Emnmentheq:;?m businesses initially found that they had

Y

Combining muitiple public services with private clouds and the data center is the
definition of corporate computing. Not all companies that use some public and some
Private cloud services have a hybrid or multi cloud. Rather, a hybrid or multicloud |, |
environment is when multiple public and/or private services are used together to
create value. In the following circurastances, a computing environment is not a
hybrid or multicloud: i
tie .
» 1f a few developers in a company use a public’doud service to prototype a
new application that ls completely disconnéétad from the private cloud or the
+  tiata center, the company does not have’d hybrid environment,

L

t P
! », If a company Is using a Saas application for a project but there is o move-
ment of data from that application into the company's data center, the
, ~ environment is not hybrid. an

» I different divislons within an enterprise are standardized on different public.
doud infrastructires, but each divislon only utllizes andrhanages a single
public doud.

A doud is hybrid or multi in the following situations:

% If a company uses a public devefopment platform that sends data to a private
doud or a data center-based application, the doud is hybrid.

¥ When a company leverages a number of Saa5 applications and moves data
between private or data center resources, the cloud is hybrid.

» When abusiness process s designed as a service so that it can connect with
environments as though they were a single enviranment, the doud is hybrid.

2 When a Saas analytics platform Is usad and data from multiple douds sources
is ingested.

» When your organization can move worklozds to different publlc clouds based

. on ¢ast or parformance concemns.

Cloud Computing Elements: Resource
Pools/Cloud Models and Services

lenr that you have a ot;t;tm for the types of cloud environments, it's important
to understand the common elements required to make clouds functional In this

. section,wegiveyuuﬂmhaﬁpsofwhxyouneedmknuw.Figumx-lﬂlnsu'amsme o

related elements that come together to create clouds. On the bottom of the
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RETRE 1.1,
How differany
doud elements
fit together,

diagram is a set of resource pools that feed a set of cloud delivery services. On the

top of the diagram are the common service elements needed to support these
delivery models.
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48 a shared, multi-epgns Judenvironments, and they are typically constructed

allows customers tq share Y Multi-tenancy i a computing architecture that
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» it Individua) configurations and data are isolated.

For example, 5 )

edicated sewe: s:::ar;;: oo loud provider, 1f each customer had their own
SINESS 10’ support thou . and networldng equipment, scaling your cloud

addition, yoy' sands of customers would be hugely expensive. In

d have to off :
hand, if the clouq vendor ©F your cloud services at very high cost. On the other
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To make resource pooling work, each pooled element needs to be written with
service-oriented constructs in mind. Consequently, each resource is written as an
independent service without dependencies and with well-defined interfaces. For
more details on cloud services, turn to Chapter 6.

Cloud delivery models

Understanding the foundations of cloud comﬁuting calls for an understanding of
cloud delivery models. In this section, we focus on the models that represent
computing environments:

» Infrastructure as a Service
» Platform as a Service

¥ Software as a Service

Part 2 of this book has a chapter on each of these models, but here we cover the
basics of the different cloud computing delivery models. These are illustrated as
infrastructure services, platform services, and software services in Figure 1-1,
earlier in this chapter.

Infrastructure as a Service

Infrastructure as a Service (Iaa8) is the delivery of services, including an operating
system, storage, networking, and various utility software elements, on a request
basis. The easiest way to think of Taa$ is that it provides a virtual server that is
equivalent to a physical server — you have to select an operating system (for
example, Linux, Windows, and so on), and everything “up the stack” to the appli-
cations that will run.

1aas has both public and private versions. In the public 1aa$, the public cloud
provider creates the infrastructure and resources that consumer can use. The user
simply needs a credit card to acquire these resources. When that user stops paying,
the resource may disappear. In a private Iaa$ service, it is usually the IT organiza-
tion or an integrator who creates an infrastructure and resources that internal users
and sometimes business partners can use on demand. Whereas criteria for a public
cloud are based primarily on the ability o pay for a service, a private service applies
company policy to a service request. Some customers will bring their own tools and
software to create applications. For more details on [aas, turn to Chapter 8.

Platform as a Service

Platform as a Service (PaaS) is a mechanism for combining Jaa$ with an abstracted
set of middleware services, software development, and depicyment tools that

CHAPTER 1 Understanding theCloud 13




all izats . :

m“:'c:h'-':rgamutwn to have a consistent way to create and deploy application

s il':uanolr Oh-premises environment. The easiest way to think about PaaS _“
aas, but the operating system and development tools are already I

lace, i
E‘ e Becaus‘f-' a Paas environment is ready for development, productivity and
Ime 1o vajue js greatly increased,

:::;n::i::ﬁz“m}!‘nls are anchored to software platforms. For example:
companies manga cralized Customer Relationship Management (CRM) to helP
Prospective msmge their relationships and interactions with customers 3
specific domain 1. lesforce has a large Paas platform so that partners will
main expertise can use the Salesforce Paas platform to build indust¥

specific CRMs specifi :
- 3 ¢ industries, including i tion
retail clothing, and f e uding pharmaceutical sales, educa

A Paas off, . [
dwe]uper: r}f:vemam“s:fm Set of programming and middleware services that ensure
cloud en\rlmnmen‘:‘c b, and well-integrated way to create applications iri @
together to create a‘rnt Paas environment brings development and deployment
requires an Infragtpyer '¢ manageable way to build and deploy applications. A Pa2’

ure service. For more on Paas, see Chapter 10.

Software as 3 Service:

about the Underlying infrase Services. However, customers do not typically car®
concerned aboyg 1, mmﬁ-omat]:!:u re and platform services. Instead, customers are

nality, performance, and availability, and security of
ails on Saas, tum to Chapter 9.

re :
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Fesourees they 2Ctually yse f: ";hen' they want to and are cnly charged for the
' r the time they use those resources. In that sense,

eourceg for time
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o Cloud g .
platforms to respond Immedjapgl Ervice providers need to design their computing
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S Will make their requests, how many resources
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they will need, the size of those resources, and how long they will keep those
resources, the design must keep many resources available for use at all times,
Moreover, the cloud provider must track all resource usage down to fractions of a
second so that consumers can be billed for exactly what they used on a pay-as-
you-go basis. When consumers finish using resources, the cloud platform must
return those resources to the set of available resources so that other consumers
can use them.

In some situations, a service provider can’t anticipate the needs of a customer.
Therefore, it is common for a service provider to add capacity from a third-party
service provider. Typically, consumers are unaware that they are dealing with an
additional cloud service provider.

Understanding Self-Service Provisioning
and Elasticity

Self-service provisioning is one of the most important capabilities of cloud
computing. With self-service, cloud consumers can use a website in the cloud to
select and purchase cloud services, configure them, launch them into the cloud
environment, and start using them within minutes or perhaps even seconds. In
the traditional data center model, that same consumer might have to file a request
with IT operations for equipment or software, go through approval and payment
processes, and then wait while IT procures the equipment, installs it, and config-
ures it, and finally turns it over to the requesting consumer for use. The data
center procurement process can take days, and often weeks.

For example, consider a developer with a new application that requires testing
with a new server. The delay in waiting for the server not only holds up the devel-
opment process, but delays the time to market for the application, costing the
business for lost revenue and sometimes risking market share by not being a first
mover. We go into more detail about how cloud computing helps with software
development and operations in Chapter 11.

Closely related to self-service is the concept of elasticity, in which cloud resources
can automatically change their own provisioned size. The basic meaning of elas-
ticity is that many cloud resources can be selected at a specific size or quantity,
but when usage of those resourcas starts to approach the original size, they auto-
miatically increase their own size. i

For example, a cloud application that will store customer pictures can Sl?]ect .an
elastic file system to store the pictures. The application can specify a starting size

CHAPTER 1 Understanding the Cloud 15
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Management services are mandatory for ensuring that the operation of your cloud )
workloads and rescurces meets constituent needs (whether they are customer,
employee or parmer) needs. This is the case regardless of the cloud deployment
and delivery model. Some core services are illustrated 4 fhe top of Figure 1-1,
which appears eariier in this chapter. A

P
Network monitoring and management is éitical because outages and slowdowns
can have dramatic impact on the customer experience of cloud applications.
"Application and workload health monitoring can provide wamings of impending
problems and can inform a support organization so they can provide the best sex-
vice to customerg, Security and governance are kzy services that ensure your
applications and data are protected. Data management in a hybrid environment is
also critical since data will be moving among cloud and physical environments.

Finally, since various services will need to be integrated in a hybrid or multicloud
model, the interfaces between clouds are alse important. .

The Changing Role of the Data Center

What happens to the data center when companies begin to implement hybrid
clouds? First, the data center doés st Ec away. After all, almost all medium-size
and large companies run their own data center — which is how many companies
operate thelr systems of record, including accounting systems, inventory records,
and line of business applications, to name a few. Many data centers have grown in
an unplanned manner over many decades. The typical data center supports differ-
ent hardware azchitectures, aperating systems, applications, and hundreds, if not
,thlousands, af different tools. To make matters worse, a lot of the money spent in
supporting a data center is used for maintenance of existing systems, heating, air
conditioning, floor space, and labor.

5o, it's not surprising that many companies have taken the time to streamline their
data centers : through technologies, such as server virtualization. In essence,
virtnalization decouples the software from the hardware. In decoupling, the software
Is put into a virtual machine {much iiks: in the cloud) so it’s isolated from the under-
lylng eperating system. With the use'df virtualization, data center management can
more easily and efficiénily manage the way applications are placed on servers,

However, even though IT has made the data center more efficient, cloud computing
has made it apparent that'more can be done to transform computing. Organiza-
tiens are taking a hard look at what the centralized data center is well suited for

CHAPTER 1 Understanding the Cloud __17
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Seeing how the public cloud fits

Some business initiatives are good matches for the public cloud. In the next
section, we discuss situations that are more appropriate for a private cloud.

First, say that your company is a retailer with a vibrart and well-used Saas
portal for selling products online. The biggest event for the company is its yearly
50 percent-off sale. Although their public cloud has the elastic resources to scale
up the portal to handle the increased demand during the sale, this year they plan
to expand their sale to Europe and the Far East. Each of those regions has its own
inventory to fulfill orders locally, but sales and inventory management is handled
by the SaaS portal. Your company selected its cloud provider partly because they
run worldwide cloud environments. The cloud prm_ri(ler makes it easy to replicate
applications and data to different regions, so it was simple to set up the Saas
application in Europe and the Far East, ensuring that performance for customers
in those regions is as good as in their home market. Furthermore, it was easy lo
take the Saas application down in those other regions after the sale. Because your
company can rely on its public cloud provider, it doesn’t have to buy and install
additional servers for the sale or have to remove them afterward, thus saving time )
and money.

Your company has selected two different software applications from service pro-
viders to replace existing on-premises applications. One application is a customer
relationship management (CRM) that allows the sales force to easily get access to
prospective and current customer information from a cloud-based public service.
In addition, your company uses 1 human resources management platform as a
service. The company has implemented integration software that allows data to be
managed among their on-premises data center and the two cloud Saa$ environ-
ments, forming a hybrid cloud. Both of these Saa$ applications have enabled your
company to avoid purchasing additional hardware and software that would require
IT management. In addition, because the sales team can access their data much
faster from any device they're using, from a business perspective, the sales team’s
performance is much more effective.

Your company is in a new market where getting a series of new services opera-
tional quickly has the potential to leapfrog the competition. Your company hasn’t
been in business very long. Because the company can use a public service, it can
make services available before more established companies can act. At the same
time, the company can use its on-premises data center in a hybrid cloud configu-
ration to monitor the effectiveness of services, manage data privately, and com-
bine with other services that aren't visible to customers. All the information
collected in the on-premises data center is processed to create analytics that your
company sees an opportunity to market and make available in the public cloud,
further enhancing its revenue.

CHAPTER 1 Understanding the Cloud 19
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Knowing when the private cloud shines

In some situations : : .
applications and d;::e private cloud is a better choice than a public cloud, for both
Say that your fj
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technology innovation
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Chapter 2

Embracing the Business
Imperative

7 "he cloud is the most disruptive computing revolution of our times; fostering
dramatic changes in both the technology we live with every day and the way
we use technology to transform business practices. As organizations are

forced to deal with more innovative competitors, it is imperative that manage-
ment can implement change fast. Cloud computing has become the engine of
adaptive change.

If your business hasn’t been on top of the technology curve and disrupting your
competitors, your competitors are probably disrupting your business. Changes are
affecting all businesses very quickly. Taxis have been disrupted by Lyft and Uber.
Physical retail stores have been disrupted by Amazon and Wayfair. Many of these
upstarts that are challerging industry stalwarts will likely be disrupted by even
more agile startups or existing companies that can use their market power to rep-
osition their businesses.
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In this chapter, we 1 e
= ' ore h " izati ces
simply and exp ow IT organizations can harness cloud servi

We also dj streamline operations and transform them for business disrupti®®
keep y, bLscuss how businesses can rethink their business models to not ©
P: butto find and capitalize on new opportunities.

Understanding IT Transformation
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is cml;;:gs::;;::g n:fmal cloud computing vendors and services, the role of_ﬂ
computing rcsnurc.;a y'“n“l.l!e. the IT organization in the past had total contro!
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inesg fﬁquimn?e Dfa?pllcano{:s that no longer have the modularity
multicloug w LS. IT operations has to ensure that performance i
world is consistent and predictable.

Lo provide 5

nology. [t'g hard to be 'ﬂ:la center that wasn't even ready for virtualization

80 percent of their [imee-mw' b“t. two decades ago IT organizations spent Up !

centers. Business Jg, de JUBE k"el?lng workloads up and running in their dat?
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nsform aging applications, The

ransformation g by clowd and ci, successful organizations are on a path to

oud services,

Escaping the IT Legacy Trap
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First, not only does the application itself need to be moved, but also all the related
dependent applications. In addition, these applications were not efficiently devel-
oped because of the technical constraints of an older computing model. Moving
these applications to the cloud will require a massive amount of compute and
storage resources that will be expensive. Equally problematic is that you gain no
strategic advantage of having these out-of-date applications live in the cloud. The
code can't be easily modified to meet new business demands. ; .

What is the solution? The applications have to be transformed and modernized,
which means that dependencies are removed from the applications. The applica-
tion is redesigned as a set of modular services. When possible, frequently used
services are written‘once and reused. The bottom line is that it is imperative that
these legacy applications are updated and modemized to gain the innovation
benefits of the cloud.

A

Preparing for the Cloud

WARNING

While focusing on the technical underpinnings of adopting a cloud strategy is
necessary, you need to take a step back. Your journey needs to begin with the cul-
tural changes that you'll have to embrace. While developers and business leaders
may be excited about rushing to adopt cloud services from their favorite vendor,
the IT organization may be resistant to change. Many organizalions begin lo use
cloud services without a plan. For example, team leaders may want to rush to
adopt cloud services without understarding the requirements for protecting sen-
sitive data for compliance and security. This is asking for trouble.

You have to make sure that everyone is educated about what the cloud can and
can't do. Everyone should understand how the cloud would play a pivotal role in
redefining the pace of business. It should be clear to everyone that adopting the
cloud for the business is a team sport and requires that IT and business units
collaborate. It also means that there needs to be a balance between total freedom
to use whatever cloud or cloud services that seems useful and the need for man-
agement of computing. The more that everyone understands about responsibility
and geals for the cloud, the more successful the company will be. Have a well-
established set of guidelines that are agreed upon and well understood.

The adoption of cloud as a strategy and plan calls for new practices, skills, and
roles. How da you go about modernizing existing applications? Are there Software
as a Service (Saa$) applications that live in the cloud that are a better fit for the
way business is being conducted today? If a SaaS application is the answer, you
need to determine how and where it will be used. There may be a need for adding
new business processes for that SaaS application. If enough departments are all
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As you move forward with connecting your ecosystem together more tightly,
vou'll find an increasing need to manage the myriad data sources your company
and others maintain as though they were a single pool of information. It's a com-
plex task that requires careful business and architectural planning. When these
application, process, and data services are freed from their traditional constraints,
the business benefits will be compelling.

In the previous generation of computing infrastructure, a business would have to
create complex integration software to enable the ability to link customers and
partners into the same set of services. This environment could take an enormous
amount of time to architect and design. With the advent of the cloud, you can
now create an environment where common APIs and cloud services can link an
ecosystem together efficiently without having to build a separate computing
environment. With the advent of agreed-upon cloud infrastructure standards, an
ecosystem can be establish more quickly so that a business can transform business .
practices to increase revenue and satisfaction.

The Business Imperatives

There was a time when a business could design a set of applications and comput-
ing platform that could stand the test of time. The environment could take years

“to develop and could be in place for a decade or more.

Clearly, the competitive environment has ¢ itz aged, driven primarily from advances
in cloud services. No longer does an emerging business have to spend millions of
dollars on designing software and services from scratch. Now, a new company
with an innovative idea can leverage inexpensive cloud services and build a new
service; test it out with early adopters; and take over an established market, as
shown in Figure 2-1. The advantage of these upstart companies is that they have
1o legacy, no installed base to protect, and can afford to take risks with new busi-
ness models in the hope of up-ending an established and lucrative market. In that
sense, bringing your IT organization up-to-date is table stakes — something that
just must be done. The deeper advantage of modemizing IT comes from putting
innovative concepts into action before an unknown competitor has a chance to
lure your customers away.

By establishing a well-defined cloud strategy that is a collaboration between key
constituents across your business, you will be in a good pesition to get started. You
can begin the process of stream}ining your IT organizaticn by modernizing critical
business applications and moving key worldoads to the cloud. You’ll be able to
make well-informed decisions about which workloads should remain on premises
and which services should reside in the cloud. Management as a team will decide
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different suppliers. They don't have the solid reputation of the business that has
been around for a long drue. However, they have something that the established
furniture business deesn't have: a wide selection of products that are not back-
ordered. A customer simply goes onto their commerce site and finds the precise
itern, purchases jt, and waits for two days before it shipped for free,

Can a physical furniture store hope to compete? There is ro arantee. However,
a physical store can create a business model that is a hybtid between the physical
store where a customer can see products they mighf Want to buy, work with a
designer, and create a trusting relationship. At the’same time, the furniture
company can create a companion cloud-based se€/at services where store-based
offerings combined with -third-party furniture and related items can be sold
Customers can onder online and then come to the physical store to pick up items
and potentially see them in the store after they're ordered. In addition, the store
can begin to collect data about which custotners are mostlikély to purchase and
how tastes are changing. Innovative ideas, such as having local artisans custom
build furniture and accessories based on buying patterns, can transform a tradi-
tional furniture store into a competitive businass.

The furniture store has years of best practices experience that can be ‘applied
to the cloud model. With the cloud, the business can build out innovative
services that leaders know are important to their customers and can experiment
with new ideas that are managed in the cloud.

Modern Development and
1.Deployment Strategies

- £ you in Your cloud strategy, take a step back and thiok 2b0%;
terzer W&r:ozguzfmmmers. nowwf:you reachegum’ custo Mr

hh“?dlﬂ'ﬁentw T;'1;‘;'“‘'-‘llﬂomersa:eal:s.:‘;idymn.sumiugclaudservi“"
vices 35 2 key buginess | e Stomers will expect that you're using cloud s&
8 ‘FEY-YouwanttDbeabletodemonsnate ll:atsv\'.ul':“m

How does an established business reove to an innovative cloud strategy? How
do applications get developed so that they're innovative and ready o support a
multicloud environment? DevGps — a combination of modern application
development and deployment techniques — are the requirement for building
cloud-based innovation. With DevOps, developers employ an agile development
approach that assumes an iterative development process, The focus of BevOps and
agile development fs to focus on customer needs and metrics that can predict
success. How do customars use the new software? Is it intuitive? Does it encaurage
customers to stay on the site and purchase. additional merchandise? Is the
application modular and flexibte enough to,pdopt as customers react to the
environiment? Is it easy to partner with businesses that offer complementary
offerings? What is the peﬂorma\liim like once the software is deployed acvoss dif-
ferent cloud platforms and within an on premises environment?
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Revisiting Your Business Model
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Transforming the Business Model

e

Smart businesses aren't afraid to break their business model and experiment with
new approaches to satisfying customers. In fact, the cloud is also the perfect place
to experiment with new ideas. All the agility and flexibility we discuss in this
chapter can be applied to trying new things in the cloud. For examiple, it's rela- -
tively easy to create a new website that takes a different approach, like packaging
your product as a service so that customers can begin by selecting one service and
then adding other options over time. With the flexibility of cloud services, you can
test these ideas with a set of willing customers to see what offerings and
approaches have the best potential for success.

Business models are comprised of a set of characteristics of yopr business that can

be adjusted to change how your company does business and how your customers

and partners interact with you. Who are your partners today? What customers are
you selling to today and can you expand your reach into new market segments? Is
there a way to offer a subset of your products so that customers gain an appreci-
ation of your offerings before they have to spend money? Offering compelling
offerings that solve customer problems encourages them to buy once they get a
taste of success. Being able to leverage the cloud to both offer and manage cus-
tomer interaction transforms your ability to move quickly to increase your
business.

To make such a significant business model change can be hard to do, but it is
worth it if it gives your business a new life. The cloud can help you by making it
easy to experiment with your business modei via the agility and flexibility. Instead
of changing your business completely overnight, you can set up a subsidiary divi-
sion or even stand-alone business, perhaps with a different name and brand.
Treat it as a real business, but limit the number of customers or services to keep
it less complicated, and see whether you get the traction you need. If you do, you
can grow the new business at your own rate. On the other hand, if you don’t get
the traction you need, ytfu can close that experiment and try anather until you find
something that works for your business.

29
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i » Planning for deployment

» Setting the right policies and business
A rules

» Navigating the choices in a hybrid
4 1 world

» Optimizing for workloads
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Inspect doug Services,

I nderstanding all the different models available for cloud deployments is

| important, but to be successful in the hybrid cloud world, you need to

" understand the architectural view. The architectural view includes both
the underlying processes and computing elements combined with best practices
needed to create a model that can stand the test of time. Start by asking these
questions:

3» Who are the constituents that will be served by the cloud?
¥ What functions are needed ta meet your company’s requirements?

» What's the nature of the workloads that you need to support in the cloud?

¥ What are the range of on-preinises services that need tc interact with your
cloud services?
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FIGURE 3-1:

The NIST Cloud
Reference Model
provides a
depiction of the
various services
needed to
cperate in cloud,

A cloud service provider can be a commercial vendor selling services, or it cculd_he
a private cloud designed for the use of employees and partners. The l:](')lld service
provider has to create an entire environment that can easily connect with an eco-
system of partners.

t serve the best interest of your internal and external ws‘ﬂmﬁ;*‘ Putti ng the Pieces Together
Rethinking the T

How do all the camponen-ts of a cloud model fit together from an architectural
perspective? The National Institute of Standards and Technoh?gy Cloud Refergnce
Model (www.nist .gov/index.html), shown in Figure 3-1, depicts how the various
cloud services are related to support the needs of businessés. On the left side
Figure 3-1, the cloud service consumer represents the types nf‘use_s u§ c!oud_s_er-
vices. No matter what the requirements of the particular constltucnt: it is critical
to bring together the right type of services that can support both internal land
external users. Management of these consumers must be ablc:' to make services
easily available to support changing business needs. Within this cate‘gorgr are the
applications, middleware, infrastructure, and services that are built based on
on-premises computing models. In addition, this model depicts tl}e role of the
cloud auditor. This organization provides the oversight either hy. an mt'emal oran
external group that makes sure that the consumer group meets its obligations.

! i il e Cloud
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Cloud service providers (see the center of Figure 3-1) represent all the '“"r‘lil;je":
cloud services that we discuss in Chapters 8, 9, and 10. A cloud service pits i
might be a commercial company or a corporation that decides to become

i i l¢ nvi nent 5
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definitions and dependencies. But the issues don’t stop with dependency. In a
perator. Cloud providers may provide the underlying physical o world where you're going to leverage services based on different physical and vir-

cloud service ¢

SRR ! . : :
irtualized resources needed t0 run various cloud services. They also may cr® tual envitonments, you need to think about how the entire environment behaves

t icati g g F
he actual applications ang business services that operate in these environme® under different circumstances. A well-designed hybrid cloud environment has to
These vat 4 be built to support change, Change can be the addition of another cloud service,
| various v g = ot 4 £ z
! o 1 ad::;t?oud lnndlel:. d(m’tl exist in isolation — they’re all related to @ such as a SaaS application, or a new business partner and its set: of services. In
| on, there's an entire ecosystem of partners that support var essence, hybrid models have four primary architectural considerations:

! vendars wi ; A )

4 Suppo‘:g“h t;ifenni,:.. The cloud service provider provides a unified architect™ |
services is L2 _manag‘.: these services in a consistent manner. Managing tb i % latency and performance

latfore > 2 Major requirement for any cloud service provider. These managemé _ .
Platforms haye 1 provide both < A & ces » Security

well as manage the e both support for the operation of the various servi
Be Way lhw_ perform to support business requirements. f ¥ Governance
The cloy : ) o
1 in chapledr: rgn"ullﬂer has to support al the important cloud models that we disc””
tonment, jp j *0Ugh 10. In addition to supposting the physical and virtual eV )
porting ' ° 'S Important to remernber that all these cloud models and the 9 We discuss each one throughout this section,
Enviro - . s d
Without semrﬂmem have to be linked together in the form of service orchestrati
© Orchestration, each service would become an independent sil0:

3 Reliabllity in the context of change

Latency: Performance matters

When planning your hybrid model, you need to consider the overall performance
of your platform, which means that you have to monitor and measure your entire
environment. Latency, or slow response or performance, is a constant concern for
customers. For example, say that a critical issue for your business is the speed at
¢ 4 which customers’ orders are confirmed. If you don't handle this issue efficiently,
customers won’t be happy and may move @ another supplier. So, you may want

planning fOr De pl ﬁyment to keep transaction management running within a private cioud or data center

c]eadY| all the Ci s
have to be servicl:‘smtio::ms A the cloud provider model must be managed. TH'

the right fesources gn dpmpuann the business, manage configurations, and provi ;
erability 5 " d. Management services must also support inter? 1

nd service 7
look at Chapter 4 portability. For more details on ¢loud management, t@

environment. If you were to use a public cloud transaction management service,
the latency involved in moving data between networks would cause service delays.

e hybriq cloud isn't 4 . i Tn addition, some applications require regular access to and manipulation of com-
lot of differen; S€IVices -,_h"'gle architectura] model; rather, it's a combination © Plex data. If this were to happen on a regular basis, you may not be able to perf?m'l
't a simple way to deﬁna‘ 174 loc_ated on different platforms. Therefore, thf 45 customers expect. In this situation, stick with either your current on-premises
Perspettive, i1y WipSriom € a hybrid architecture. instead, from an architectV’, solution or a well-architected private cloud environment. On the other hand, you
Used together, To be effpe: 0 look at the relationship among the services that may discover that for other applications, such as customer management or human
2 be considereq 45 part ;;“i:’ the usage of cigug management technologies ne* resource management workloads, a Saa$ application provides acceptable latency
Chapter 4 g5, more delails‘n; fn a‘llrf-;!ﬁltec;urai framework of the hybrid cloud. ( to meet the needs of your constituents,
Icloud management.)
In e iybrig cloud, you'y . i In addition to the performance of a specific cloud service, you need to consider the
! ;:;EY Were pne System, lnsre.::t bring all Services and elements together as thOU’E{’ location of a service. A service in a public cloud may be fine for one type of use but
E]:rted Setvices ang how they'ri;’;enfed to have a clear understanding of the d* may have unacceptable latency when several services need 1o exchange data very
2 b?::;: of best_p ctices tEmp]at‘Z each other, Many of the approaches req o rapidly. Therefore, part of the hybrid architecture requires that yc:u understand
1 Services, g § that can be used to create the right lin”, what role each service plays and how those services need to interact with each other.
of what tagyc a spedﬁc‘se:fi of the best Practices needed is to be able to keep tr3 :
€€ executes, the rules for how it can be used, as well Determining when to use a public versus private service depends on the context of
what service is being delivered to the customer. The choices you make will depend
on the task being executed. Therefore, you need to build flexibility into the way you
!
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Security: Pianning in context

When planning your hybrid environment, at the outset, you need to think about
the security requirements for customers. What type of environment are you pro-
viding for your customers? Are you creating an informational resource that might
be tied to a set of product data sheets? However, if you've created a platform that
manages private health data, you must ensure that you've created the level of
protection and privacy your customers demand. (Check Chapter 15 for more details
about security and governance.) You need to understand these considerations
before you begin your design. So, make sure your cloud providers can match your
requirements.

Governance: Getting the right baliance

Like security, governance requirements will determine how you plan and architect
your hybrid cloud environment. Many industries have rules of engagement
that are considered best practices. If you’re part of an industry that's required to
meet sophisticated governance requirements, it's important to select partners
that meet your needs. You may discover that you can’t use a third party for this
part of your environment.

Likewise, many countries have strict guidelines and requirements for how private
data must be handled. In some countries, for example, an individual’s data must
be stored physically within that country. These types of governance requirements
demand that IT organizations plan their pi# form with this in mind. This means
including process management services that determine where data must be
stored — which means that, in some countries, data is stored in a single physical
data center. In other countries, data may be highly distributed across geographies
without violating rules. Some cloud providers can implement automated policies
that ensure that certain services run based on these rules.

Again, it's critical to validate that vour cloud vendors can meet your business
requirements. For example, you must make sure that you can deploy your appli-
cation and data in a specific country or region if necessary. The bottom line is that
you have to match your architectural plan with the governance requirements in
bath your company and the industry.

Managing colocation

In the real world, compromise‘is a requirement for making computing perform
well at an affordable price. In a perfect world, cost would never be an issue, but in
cemplicated environments, compromise is a reality. The trick is to be able to man-
age across a hybrid environment that creates an architecturally balanced approach,
So, when planning your hybrid cloud environment, you need to first select
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however, you must make sure those policy requirements can be applied across
components. For example, if a policy requires that personal data about French
customers is stored in a physical server in France, this policy must be designed as
a middleware service that controls the movement of data based on rules and con-

diions. It's not practical to by to implement each rule and pgh’r.g Inskde each

component of the hybrid environment. R

| Navigating the Cheices in a H‘:{yf"i)rid World

The great thing about a hybrid clond is that the environmenj allows you to select
the right service for the right tasic But, you might ask, how do you select the right
balance of services from an architectural perspective? Think about the collection’
of requirements from a business perspective and matrh that perspective to an

architectural approach.

In general, you want the platforms yon select to be appropriate for the service
level requirements of the business. If a portion of your environment requires real-
time performance and guaranteed uptime, you'll choose a public service with a
sophisticated Quality of Service (QpS) or a completely private service that your

-company controls, For services such as customer relationship management, where

availability and manageability are the most important buginess concerns, a Saa$
environment makes business sense. From both an architectural and a business
Process perspective, you must decide wivich services need. to interact with each
other and which ones are, in essence, stand-alone services. In the end, you want
to end up with a highly optimized environment that matches the needs of the
customers that you heed to support.

, Optimizing for Wbrkloads

Being able to optimize workloads across environments is one of the fundamental
architectural principles of hybrid cloud computing. (For more on worklead man-
agement, see Chaptef &4.) Unless workload optimization and balancing afe one of
the starting points, satisfying customer requirements will be difficult. One way to
altow, interoperability across worideads is thepugh federation. Federation is a tech-
nique for linking together diffsrent environments at the interface level. Commeon
intarfaces across different pubilic and private cloud services are needed. Even if
various services aren’t federated, consumers of cloud services must at least have
an uncomplicated way to access data or business services across different envi-
ronments and networks. '
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Chapter4 |
Managing a Hybrid and
Multicloud Environment

' | anagement of a hybrid and muiticioud envi_mument isa cnmp!;x vtalieplra: :;.
4 B spans computing activities ii un-premises d?w centetrss, 11:‘ gl
" | hybrid clouds, and numerous public c_luucl enwms;menm;na e indi_-’
computing resources were physical and highly siloed. Therefore, gi

vidual systems combined with their workloads made sense.

But times have changed with the advent of cloud computing. In thlsnf dlst;ﬂu:tl-lut::
work, many applications are independent of :he!r underlying i :[a:nd_aimé
Organizations no longer look at individual computing resources al;sllc g
systems. Rather the combination of the data center, private and_pu i ’rs e
Software as a Service (SaaS) applications now deﬁnle Fom?UUﬂg- e l;s:mrk-
computing services within your business no longer' d15t:ng1{15h be;wge:rs pirid
load running in a data center and a service running in a pu‘PIn:: cltm.h :t 2
want everything to work predictably. In this chapter, we discuss what i

manage computing in the era of the hybrid cloud.
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Needless to say, these and other reasons are why a business needs to have over-
sight into the use of Saa$ applications. Many corporate IT organizations have long
battied with business units for control of computing resources. Often called
shadow IT, business units use a variety of Saas applications and tolls without the
knowledge of IT. The cloud has accelerated this process.

Smart IT organizations have learned how to collaborate with business units so
that business management can use the tools that are best suited for their task
while protecting the business from risk. These oiganizations often will set up a
working group consisting of IT leaders and business leaders to set parameters for
what is acceptable. For example, everyone can agree on a set of SaaS applications
that both imeet their day-to-day needs and are fully vetted for security and reli-
ability. One of the benefits is that IT or the procurement orfanization can negoti-
ate for both price and support.

But a better solution is for IT to proactively research and approve a full set of tools
that the company will use and create a library of easily findable and usable tools
in a convenient place. This solution allows employees to self-serve only approved
items from the Saa$ application library. IT should go further still, to encourage
employees to engage with the team when they have a problem that isn't met by
the standard tools. Rather than push back or delay, IT would be more successful

. by offering a bonus for finding unmet needs and then providing a commitment to

solve the problem quickly. (We talk about service level agreements in the section
later in this chapter.)

Generally, Saas applications are managed by the organizaticns that created them,
50 IT is probably not responsible for managing external Saa$ applications. How-
ever, IT isn’t off the hook. The users of the Saas application have little interest in
excuses. Users simply want to know that an application is operational at all times.
When IT operations explains that the Saa$ vendor is responsible for the manage-
ment of that application, the user is rarely satisfied. They won't make a distinc-
tion between an application that resides in the data center or a private cloud and
a third-party application managed in a public cloud.

For example, a great Saa$ application is hosted in a public cloud, such as Amazon
or Google. The public cloud experiences an outage that lasts for several hours.
Once users begin calling IT to complain, I'T contacts the SaaS vendor who explains
that the problem is with the cloud provider. The problem, of course, is that the
Saas application user will have no sympathy and will demand action.
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Cloud Access Management (CAM) is a form of identity management that is spe-
cifically targeted to cloud service, Using CAM, users can be explicitly given rights
to specific SaaS applications (and not te others), and gwvernance specified for
what inforrnation they can gecess. Security can use CAM to formalize which com-
pany personnel can access which SaaS zpplications and the rights they can exer-

cise within Saa$ applications. For example, HR employees may, have the right to |

update all employees’ job performance ratings, while people outsida of HR may be
granted the rights to see only their own information, .

IT will be interested in how many employees are’,using each Saa$ application, and
what they use the application for. As more people use a Saas application, IT may
be able to use that information to-negotiate better terms for using the Saas appli-
cation from its vendor, For example, if multiple business units have purchased the
same Saa$ application, your business can recelve a more favorable licensing

agreement if you combine the management and purchasing of the application. '

From observing patterns of application use, IT may also see opportunities for pur-
chasing other tools that can improve the operation of the business. Or, the need to
integrate one SaaS application with others may became apparent.

Managing External Cloud Resources

Businesses use many types of external or public cloud resources that require man-
agement. Resources may be virtual machines that developers use, storage for
backups or disaster recovery, databases for big data activitits, and the list goes on.

Cloud resources are the building blocks used create applications. These infra-
shructure services are designed as a layer below Saa$ applications and therefore
are the responsibility of software developers.

Understanding who is using cloud services is important because that’s where
management should be focused. Management of cloud services is typlcally prac-
ticed in IT and software development organizations.

Visibility and control of external resources
As with Saa$ applications, simply grabbhg.a ;:loud resource to execute a task is
often too easy. To be successful, you need t(; have the abllity to apply controls so
that you can gain visibility int the ctoud applications and services,

The biggest management challenges of external cloud resources are identifylng
the mo_slt approprate services to use, verifying their characteristics (performance,

L
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WARNING

The importance of self-service

The idea of creating a catalog of approved computing resources that consumers
may select from is critical to being able to manage in a consistent and predictable
way. It's a simple idea, but a very important one.

Cloud providers make it as easy as possible for consumers to find and use their
services. At the low pay-as-you-go prices of most cloud resources, it's a very
compelling bargain. However, the company should limit employée choices of
computing resources to approved resources.

The challenge is to make it easier for employees to use the company’s catalog to
select what they want rather than go to the cloud themselves. To do so, the com-
pany must get ahead of the curve to understand the requirements and needs of
development organizations. If the work of looking for, testing, and approving
resources can be completed before the needs of the development organization
become critical, then the catalog can include what the development organization
needs. That proactivity will allow the easiest choice to be the right choice.

Service level agreements (SLAs)

Every cloud resource comes with a contractual agreement, known as a service level
agreement (SLA), that outlines what the provider is delivering, along with the cus-
tomer’s responsibilities. The agreement should outline characteristics like avail-
ability, accuracy, response time, throughput, and security. These important traits
are critical for selecting resources that will meet the performance requirernents of
the services or applications that will use them

Many public cloud services are quite ciear that the vendor accepts responsibility in
only a limited set of situations for a problem. For example, if someone in the
organization misconfigures a service and it's out of commission, the vendor
accepts responsibility. If the vendor is directly responsible for a security breach,
the responsibility is clear. However, there are many gray areas. For example, what
happens if a flood in the region knocks out service or destroys data? What if third-
party networking services that link a customer and the cloud are down? The ven-
dor didn’t create the flood or outage. Therefore, the disruption may not be covered
by the SLA. What does it mean if the problem is the vendor's responsibility? Will
the vendor be liable for your lost business when the service is down, or will it sim-
ply refund the money you were charged during the outage? In many cases, end-
user businesses have complex insurance policies to cover these types of technology
outages that lead to business disruptions.

Performance claims also constitute SLAs, which are formai commitments for per-
formance of the resource in actual use. In many cases, cloud vendors battle each
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Many corporate users bring their own devices to the workplace or use them when
| other and on-premises technologies in terms of uptime. One vendor ma/ o & they're working remotely. The IT organization is responsible for making sure that

99.99 percent uptime while another might claim 99.999 percent t.pu'mc.ﬁm“ the right software and the right best practices are in place to ensure safety and
the difference may seem negligible, an extra nine is equivalent to appro i warting  Security. 1T organizations can take steps to avoid these dangerous behaviors,
47 more minutes of uptime a year.'Fony—sevcn minutes may sound like @ « starting with employee education about the dangers of poor security practices.
| disruption or a catastrophe, dependin m.\ the workload — for example: Many companies implement governance strategies that explicitly control which
environment versus 4 retaile’r's Il'ansac?ional system. Table 4-1shows thed systems employees can access and the data they're qualified to read or modify.

) ' Often, governance is based on the specific job the employee is performing with

| ima : G
‘ te amount of downtime per a year based on system availability. role-based access control (RBAC) y 3

TABLE 41 Downtime Based on System Availability One more example of a security risk that is particulatiy relevant to today's employ -

ees is the use of social media. In previous generations, knowledge of company
policies and information was understood to be proprietary to the company and
employees helped each other learn and follow safe practices. However, a new gen-
. eration has grown up with social media and uses it to share information, answer
— . 3.65 days questions, and generally extend the user’s community qutside the company’s

_99.9% “three n'._;;;-_ T boundaries. Many social media users do understand the risks, but some don’t ancll

_20% known as “one nine” 36.53 days

S A P T may not recognize t er in sharing corporate information or business prac-
99,99% “four nines~ nay ecognize the dang £ COrpo: p
=2 temaliol Sl 52.60 hours tices outside the company.
_99.999% five nines” S26minutes

99.9999% “six nines* 31,56 secands

Managing Internal Cloud Resources

Of cou
chmr;t:';;?; ii;“;i‘;‘;::?- llelf' cost l;lf the service will increase. A d‘:l“t:‘ ] . As the cloud becomes ubiquitous as a way to deliver services to customers, the
| two nines Claims are roptinely ‘vllr?ff::;: 1an a‘less predlctab!c uif-‘rmﬁau( oo’ E‘anagement of those resources can make the d.tfft:rence' between success and
] either through test harmesses or withi ¥ SAUmERS abd Lh'"l_pa“ﬂicaﬁap' . ilure, Because the business is serving cloud resources to its own emplfvyees ‘and
| service. But SLAs go further: Failu [n OpEleo.n of the completed app i P perhaps its business partners, it’f net a ,_-nblfc clotfd provider, but will dehm:.-:
should be grounds foq e re of a computing resource to meet SLA cloud resources via private or hybrid clouds. If it's using a hybrid cloud, the busi-
INg contracts. ness may well pass public cloud resources to its internal customers, making the

business both a public cloud consumer as well as a private cloud provider.

Md re 55|ng POO v CI ou d d Not surprisingly, many of the issues regarding the consumption of cloud services
co o al'l are still relevant if your business provides cloud resources to customers, employ-
mp“tl ng Be havi (0) rs ees, and/or partners. The biggest difference is that the consumers of public cloud
providers are much more diverse than the consumers within a single business, so

it's normal for a private or hybrid cloud to offer only resources aud services that

Clou id 3 i 7 ?

mbu:ll,) :)L::tl:ers rautinely seek to make their computing environments secur® a: SISSHECHIC fo that ugthess

all heard abousfm of those eavironments can still engage in risky behaviors: o

to unauthor; peaple choosing passwords that are easy to guess, possibly 162/ Regardless of the scope of offerings, issues like seif-service, SLAS, and approved

Rt ex::(: theft of information or damage to software and systems- *~ ¢ resources are just as critical, if not more so, to consumers of private and hybrid
Ple of a dangerous behavior that companies work hard to prev ef tsupupm, | ClOUCS.
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Managing a hybrid cloud environment

A
Businesses are increasingly leveraging a combination of public and prival-f:;’
The combination of these resources provides the benefits of scalability, l_l'? F‘
and performance to their internal computing consumers. Nowadays, W“t.‘cﬁ’
clouds offering a high degree of security to match its broad catalog of servl P
resources, companies who still use private or hybrid clouds may have eveft
stringent requirements than before. As cloud computing matures and #
€OTE 1o the business strategy, the organization will likely select well vett€f oy
cations and resources, with more thorough security. In a private or hyb*
context, the approval process will be more important than ever.

I

Carefully curated cloud resources offered for use in private or hybrid dJ“d;

perfect for self-service. Not only will the carefully selected resources 1“"":“
Preapproved by the business with licensing or purchase already complet
the resources will be specifically what the company requires to enable and

; : 3
critical in-house applications, In a mature self-service hybrid cloud, all the !

al;le remurc’:‘s and applications will be well architected to be the building ™
of a productive and safe data center.

REMIMOER

Understanding the role of internal SLAS

‘tﬂ:? 3 company is a private or hybrid cloud provider to its internal c‘fms'].“,‘l
o crupany should define SLAs for the resources and services provided. P2
will formalize the operational require: ts for th S and incref’s‘
chances that consumers will be % S e Z LAS prﬂ'
objective targets £, pleased with the internal services. S‘ s
meant] mcb:i‘we '“; performance and other operational clmraclerist_:cas.w beg
performance pr. 0:? ailures, and therefore are important for determining .
or problems with r;flms with applicatioss are due to problems with the apP
€ resources and services that the application uses.
In L i
. ﬂleﬂ:;]ﬁ?: ill‘;;&];u'j' management of resowsces and services is the responﬂ‘-’w
organization ShVEI'Idm‘ or.the third party who provides the software. A rESP‘:e [
SLAs are being “[:::d ‘ontinually monitor the software operation to ensilsi 4
of IT upe‘adﬂs - In the private cloud environment, it’s usually the respe? f
1S 10 monitor the software for deviations from SLA commitme
While ;
many i‘lgﬂ:;:l;u:n gruwdl!rs have the responsibility to watch SLAS, tthf
company running its r:ay noi'; always respond immediately. On the other h? J
responsible for ensurinwn Private cloud has one customer (itself) and is €
working effectively, 1 g that alj ap}:lﬂcations, services, and resources are f"l’!.‘
SLAS are being met beegurn. . B2 1Z2tions, executives will be watching ¥
& met because problemg can affect the company’s bottom liné-
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Managing Internal Services

As more businesses rely on cloud computing, they're creating internal services
that are delivered to consumers within a company via a private or public cloud or
a hybrid of both. These consumers are likely to be spread across all divisions of a
company and have differing levels of technical expertise. They may not be aware
of differences between applications running in private, hybrid, or public cloud
contexts. But regardless of where applications are served from, ‘internal consum=
ers of cloud services expect professional applications to be operating with reli-
ability and security and be backed by professional support. This situation is not
very different from applications provided from a precloud data center or running
on a desktop workstation.

Support for internal applications may come from IT or from a call center — both
managed within the company providing the private or hybrid cloud. It's important
that the company handling the support have first-hand access to the computing
environment so that it can determine the causes of problems that consumers run
into, or better, see and resolve problems before consumers call with a problem.

Supporting cloud customers

Providing call centers and support for internal consumers of private/hybrid cloud
applications is an essential part of managing a private or hybrid cloud. When cus-
tomers run into problems with an application, they expect quick help. For third-
party applications, comprehensive support will usually come from those third
parties although internal support shouls he aware of the common issues consum-
ers may encounter. But if application: are developed or-maintained in-house by
internal development teams or by IT acting as a development organization, then
development has a role to play with support.

For their part, support organizations pride and measure themselves on delivering
quality and timely support. In fact, support organizations increasingly see a
reduction of support calls as a goal. Reducing the number of calls can be accom-
plished by making the software more robust and more intuitive, but support orga-
nizations have little control over the software features being developed. Hence,

development and support need to work closely together to provide world-class
support.

Monitoring internal and external systems

High quality support requires knowledge of the systems being supported and their
operational status. Customer problems may be due to misunderstandings or lack
of knowledge of how an application works or how to use it to get a specific result.
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it
In these cases, support needs to understand the application in depth so that
guide the customer in the right direction. Of course, hopefully the custo™

been trained to use the application, but once the customer calls, suppo™
address the issyes,

{
Imaglng that a customer calls with a problem regarding a specific featur® d{
application. When support receives the call, the first step will likely be t0
customer what application they were using and what they were doing- Thj’ﬁ;
of calll probably happens every day, perhaps all day long. Remember that 5 fl
is being measured on how quickly they can help customers, so how "fr';y
streamline this process? One answer is that the application should be
each user's activities and saving the information in a location that is accesS:'d
Support. Then, when a customer calls, support can look up the customer’S d
xactly what they were doing when they call ei
lly automated, the phone system can recog?
d present the support staff with the customer s

activities and quickly know e
port. When the process js fg

caller, find the usermname, an
activities,

Rather than asking the caller for what application they were using, the supf'

;a[f;;an answer the call with “ see you were using our CRM application o

ik yf:?;ﬁ%age ‘-;:En you tried to look up a business by its nickname: ) |
a I]’]g a I.It?" Th 3 s ah by

calls, wil be 3 big s e time saved on each call, multiplied 3!

u " 5
company, ccess for the support organization, the customer,

This i &
example is just ope of many that shows how monitoring appli€ J

improves the A,
few more exapy :;::ﬂsi'iﬂmm; of those applications. The follovsing sections |7

Monitoring resources i
ces importe
from the Public cloud i

: 8
§
the privan " O rely on public cloud resources to augment e il
o Private cleud portion of the hybrid environment. To ver'? 4
USe resources aca aperatin
have & fE et & with sufficient performance and meeting S

| ¥ Setup test software
resources, On th
computing stack,

in the public cloud to sample performance of the
e Dosiﬁve.side, by testing the resource outside of your
negative side, yuuy;m; avoid affecting your application's performance. On the
application U;at th 3y be testing resources that are so independent of you’

€ testi . . i
Performanca. Sting results aren't applicable to your application’s

Architectural Considerations

REMEMBER

¥ Set up that same test software in the hybrid cloud. The results are more
likely to be consistent with what your application is experiencing, but the
downside is that the testing will have a greater impact on the performance
of your infrastructure because that's where the testing s operating.

¥ Look to see whether the resources you're testing have a dashboard or
other operational information avaiiable to you. If so, it may provide the

performance information you're looking for. -

» Instrument the application running in the hybrid environment to log
the actual performance of the resources as delivered to the application.
If done carefully, it will have little impact on the application’s performance.
This approach, wkich is perhaps the best solution, is desirable as it will be the
most atcurate way to monitor the resources’ behavior, and the results can be
integrated with all the otherissues being monitored by the application.
L]
Regardless of which path you follow, the testing and reporting of resource
performance should be automated (so humans don’t have to keep watching), and
a notification system should be used to send serious failure information to sup-
port teams,

Monitoring the cloud infrastructure

Public cloud vendors provide information about the operational status of major
subsystems and services within their cloud environments, The same type of infor-
mation should be maintained for private and hybrid clouds. Although this infor-
mation is usually high level, ensuring that basic services are working properly
should be the first thing that support paonle look to verify.

Monitoring applications and services

Applications can report on the actions of application users to help support per-
sonnel provide advice to users who call with troubles. That same information
about what users are doing is also very useful for developers and IT. User experi-
ence expeits can look at how users work with the application to see problems in
the user interface, opportunities for streamlining the user’s experience, and bugs
in the application. Product managers use the information to verify that features

are being used as intended and to explore how new features can improve the
application.

Applications routinely generate logs, or recerds of exactly what the application has
done. Developers examine logs after applications crash to help figure out why the
crash occurred. With the use of log analysis tools, logs can reveal operational pat-
terns that may suggest ways to improve the applicadon.
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. 2 =

:ppllicanovns can also be instrumented to provide other useful infonﬂat“’“p‘
usiness, including Key Performance Indicators (KP1s) that, when designe®?

erly, can disclose whether applications are meeting the goals they wer¢
to achieve.

|
lnctea;ingly. artificial intelligence and machine learning are being aPPmdm
Operational data to discover the patterns associated with problems so that o
performance can be quickly assessed for recurring problems or the symg!
Problems that can then be evaluated by other tools.

Constructing dashboards

!
A weal : 3 ] |
o ;:1 ﬂlf data and information comes from a busy cloud environme g
% y: PIOY<es can use that information to solve their daily challenges'e
process all that information in its raw state; there are just too many

Harnessj isi fu s
essing this information into a form that is useful requires at least W0 ¥

» Analysis software that proces i

ses and reduces the data to a manageable
» Avisualization techni

ue that in i to
recaghise q makes the information easy for people

hboards are often th

Sae e best £ 3 ion la‘g
ious audiences, With st tool for presenting operational informati® ‘45

with differges flexibility in how dashboards are constructed, differe™” o
'“fﬂrmatic;n to h°‘;“5'=5 can be designed for different audiences. suppor g
and irnfnmmio..:g UISErs with problemy, developers need to see performa”™ ¢
KPI and other i 1o_l.lt what customers are doing, product managers ne |EF"'

lltg ‘ll‘-fﬂrmation i igh-1
il eve
and dats on cust x y and executives need to see hlgh

Managing External Services

One characterist i
: enistic of a hybrig cloud en

1
i % i jzation wil
variety of services thay ey vironment is that an organizatio o

vices, suct ‘ managed. Some will be straightforwa®™ g
situatinms: :i;;‘::buiw 1o store data that igs rarely used but must be kept. 17 'i,
the public cloyq. Ts::fe are developing their own applications that will up?‘f‘rp
EESOURCes is critica), Successful, visibility and control over external and iP
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e

DevOps and deployment to public clouds

Nowadays, best practices for developing software for the cloud are based on
DevOps practices. DevOps combines Development with Operations and enables
continuous development and deployment of software. (See Chapter 11 for a more
in-depth discussion of DevOps.) DevOps streamlines the management of applica-
tion and service life cycles by eliminating handoffs between development and
operations and makes the software more robust because developers are now pay-
ing more attention to operational issues. :

After an application js deployed to the cloud, D2vOps engineers continue to watch
the software while it's running. If operational issues come up, the engineers
responsible for the software are immediately involved and can either solve prob-
lerns tactically in the cloud or, if necessary, make changes to the application and
redeploy it with fixes as quickly as the code can be changed and tested.

External system monitoring

With applications and services used by customers in other companies, it's even
more important that system monitoring gather application and service usage than
it was within a single company. After all, companies have many more opportuni-
ties to quiz their own employees about how well systems work than quizzing
employees of other companies.

Similarly, pushing preduct and operational status to external customers becomes
more important because the custom=:+ will have less awareness of those issues
and less loyalty to the software than lucernal customers.

Application and service life cycles

In the public cloud, there is less tolerance for problems, outages, and frustrations.
Applications and services in the public cloud must be as robust as possible. Con-
sider these issues for making applications and services fit the “always on and
always available” expectations of the public cloud:;

» DevOps's goal for continuous development and deployment is to release new
features as soon as they're ready, But while it was once okay to take the
application down while it was being upgraded, it isn't acceptable in the cloud.
Applications and services must be able to be upgraded without disturbing
customers who are using the application,

CHAPTEH 4 Managing a Hybrid and Multicloud Environment 57



- __INTHIS CHAPTER
» Defining standards

» Understanding the evolution of
standards

i n
» Application and server failures are always bad, but theyre probably w(_?’”' |
the doud (if only because there may be many more users), Designing in
failover capabilities so that a failure causes only a momentary pause is /™ » Categorizing standards

more desirable than having the application be completely unavailable, 0f
perhaps werse, cause user data loss.

The Future of Muiticloud Management

] Chapters

2?::: : ;lifferem services and deployment models are emerging as part of (he™Y
abeic. We're at die ttage where it's becoming more and more imp% "y

o

::!'ldabd]: o bring 'ﬂg‘f'her the management of all the internal and cx‘eﬁﬂl Sta nda rds In a

ta center services ficcessary to manage a well-run operation. |

: " L]
e s Multicloud World
itk ptl;“‘ ic cloud services across departments, When you combine dl"‘
alas € and third-party services being deployed and operated, S,jﬁ‘
B complexity as you scale, You should begin asking some key qu¢

| # Whatare all the se

adding? fvices being used, and which ones do you anticipate s the cloud market matures, standards are becoming more important than
Whr'r"-?-- s ‘_-\ ever. Very few companies are using a single cloud or computing platform
-4 s a service be usad? ¢ '\to meet all their needs. Therefos it is critical that there are consistent and
o in ; ° i \ ;
» Do the g 5 s et aerenC predictable ways to collaborate across computing services. A variety of standards
"ﬂanal;:;;. ”cis Provide the level of security and governance demanded bY are important for cloud computing. In this chapter, we discuss the standards that
ent?

are becoming imperative to the wide adoption of cloud computing.
» Isthe data that the applicari

geograpl,» ©On generates stored in the appropriate

» )
1 5 the latency of the mra"E"V"Oﬂmerllar.ceplable 5 all Sepvice wnsumers? What Are standa rdS?

You have tg dey)

ot
wi - o
Managemen sn;;l;? ;fuor issues as you begin to put together your mul*

Standards are established common and repeatable practices thai have been agreed
omputing, applications, or

can’t think of your services as Separate is! ! to by a business or group. An open standard is one that is publicly and freely avail-
'Ure and approach thag mvf;o ra8e. Rather you need to put in place an infr®” able, one that has been developed in a public context where anyone who is affected
that you can Provide mf: ot Seamless interface across all of your sery by the standard’can contribute. An open standard assumes that experienced

Sistency and predictability across all of your servl developers will contribute to the viability of the offering. Typically, different
vendors, groups, and end users collaborate to develep standards based on the
broad expertise of a large number of stakeholders. Organizations can leverage
these standards as a common foundation and build on top of them.

Broad adoption of open standards throughout an industry or other groups is criti- g
cal in order to yield the benefits. Building software that complies with standards

CHAPTER § Standards in a MufticioudWorld 59

58  PART 2 Examining D.r:hirf;‘l:iumlCcnsideratians




Evolution of Standards .

allows systems to work together, reduces costs by allowing compettdﬂlfu?i |
+ different implementations of a standard, and gives consumers more choice y'
ensuring compatibility. Without broadly adopted open standards for the ol & ]
formats, and conventions for interacting with cloud capabilities, multid d‘d
ronments would present many different interfaces for the same serviceh ™ ¢
much greater complexity and incompatibilities. 1
Stmply put, without standards or agreed upon approaches, roving yﬂ‘ﬁ
structure ot applications from one cloud provider to another or from on-P
10 @ public or private cloud Is a difficule prospect that can slow an o 4
developruent. Integrating your on-premises data center in a muldcloli® 4
would be difficult without open source standards. Standards also helf

security and prevent vendor lock-in. All these lssues are key to es@blif” 1
hybrid and mutticloud enviconment. O

A
!
)

Standards have genesaliy been established in four ways:

» :ﬂfmm Treatles or other similar internatianal legal agree” |
procedures andm these bodles. These groups generally have long l
diplomats uaar s 2P befare agreement s reached, Members may b€
S@ndards (rlgtoead of technical experts. The Internationat Organization foF ¢ ‘
countrios afy 0" Such g0up and Is comprised of representatives 120 . |
ovating ming, e O 50 has developed more than 17,500 stand2”™ -

Many subject areas, and new standards are developed every yeal

» consartiums: A
o] develomnﬁ
members

Standards for a spedfic industry requirement. Even though B

m competitors, they know that coming together will help 4

“ tlonal bodie o 2 OUPS 2re often more streamfined and agte than Inter™?”
and often direay €ngage technical experts In the process-

Grou ¥he' Open Grou 5 ¢
" E - P, World Wide Wi , and QAS!
Snrne‘é_;_q;fnp_ £l td Wide Web Consortium an .-

B Anag . ;
Wps*::em:ﬂ hec graups are seff-organized and governed. These 3
that discugsen TS OPE-s0UrCe Inftiatives. They can be & loose e
May be mare 'mu‘e" matters through an Internet message board, of t
than Industry ¥ organized, Thesa groups have even fewer processes ngg..
astechnology meves, i"“s and are therefore abie to quickly adapt and ch? ofi :
HHfficult dedsigpg dowmside to the lower process overhead is that whe™ .

sofution and Wx“; to be made or pratitems arise, getting to the correct
~¥1\B @ consensus may be difficult or impossible.

-

¥ Under development
3 Approved

» Areaference

» Market accepted ({In widespread use)
» Retired
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» De facto standards: A de fucto standard emerges when an approach or product
is used so extensively used that It becomes a standard. The important distinction
Is that a de facto standard Is nat created by a specific body er organizatian, but
Instead develops through practice. Often, de facto standards emerge when
Industry best practices converge.

According to the National Institute of Standards and Technology (NIST), standards
can be categarized based on thelr level of maturity:

LI )

3

» None ‘o

Some standards organizations requive at least two implementations of 2 standard
before {t can be acoepted, which, needless to say, takes time and accounts for why
de facto standards often become standards,

On the other hand, multiple implementations is how customers get the benefit of
- choice. In new technology environments, the philosophy is often to innovate now
and standapdize later. In fast-paced IT environments, developers may implement
nonstandard features to get a job done quickly. They leave the problems of imple-
menting standard compenents for anctir¢ diy ot let somebody else deal with them,

consortium is t'yplcaﬂy an organlzed group dedﬂﬂf I categories Of CIOUd" Related Sta I'Idal' dS

Most standards continue to evolve over time. Given the relative youth of the cloud,
it's not surprising that cloud standards are still in the process of being developed
and implemented. For example, Kubermetes, which has grown into a well-accepted
standard for container orchestration, did not exist a few years ago.

Following the develcphient of these standards can be frustrating to vendor and
consumers who are anxdous to develop new software. Sometimes a software plat-
for is created by a single vendor that proyides that software freely to the indus-
y. In some sitwations, a vendor with a product that can’t gain acceptance in the
market will give away its t in hopes of gaining fraction.
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|

SDOs VERSUS SSOs |

|
G:daﬂy setting standards can be complex and involves a number of organizations
aD bwk.i Standards Developing Organizations (SDOs) and Standards Setting Il
n;&!nuatlons (5503) can be differentiated by how they create a standard. Asthe 3
e implies, an SDO comes together to actually create and develop a standard:
S50s only set a standard, An

: SSO relies on an external body to develop the ft'd‘"id '
Specifications and then sub i

sequently adopts those specifications as a standard. |
Nﬂmuy‘ 5503 may sound |
Selting standards, The wo
Iﬂng himy of dWl:lopins
and XML, which have rece

|
ess influential, they can actually be quite successful 3t 3
rid Wide Web Consortium (W3C), for example, has had a:j"i
important standards for the web, These include HTMb

ived broad worldwide adoption. '

For a standarq to truly succeed, it needs to be

» I
Broadly recognized and adapted by vendors
»
| Broadly adopted and demanded by consumers
» Open sourca
1f these crite

Tia aren’t H
dxumm L. met, a

- d
standard” is far from standard and is inste?

Regardles teat 5
imprave C:‘llo;:; “olishing cloud standards is important because standard
» reduce cost, and improve fuality. While standards are peing i

9ped in map Specs
include the f‘:;lwp:ri:.c areas, areas where standards are being broadly

? Interoperabijiry

# Portabiliry
» Securl:y

| L
Nteroperability
Interaperqp;
share in,rm-,-:,,tJ| 2 lh; ability for independent systems to work together ’isfl
ability to enqy), Hm ©f the most important aspects of inreroperability i
center. It aig, i.ngup €ations to exchange data in a multicloud or on-pre J

S

public clovgs ﬁom(:fifri“ﬂependcnt cloud deployments working together, Su‘y

erent vendors or interoperability between a privaté

Iderations

and an external public cloud. This goal is most easily achieved when one vendor
offers cloud products for different contexts: public, private, and hybrid clouds.

Interoperability is especially important in a multicloud environment because the
goal of being able to easily move workloads among multiple clouds requires some
means of achieving interoperability; without it, the separate clouds will require
much more effort to support your goals.

To reach the goal of interoperability, standardized inierfaces are required. For*
example, typically, cloud providers will develop an Application Programming
Interface (API) that describes how your resources communicate with their resources.

APIs are important, but problems can arise. If every cloud provider develops a dif-
ferent API, you run into the problem of API proliferation, a situation where there
are so many APIs that oerganizations have difficulty managing and using them all.
Having proprietary APIs leads to vendor lock-in, which means that once you start
using a particular vendor, you're committed to it. All of these situations can also ,
lead to portability issues.

One of the imost important emerging standards for cloud interoperability and orches-
tration is Kubernetes. Kubernetes provides an open-source container orchestration
platform that can automate the tasks of creating modern applications. Applications
can either be encapsulated, as they exist today, or rewritten as a series of native
microservices. Kubernetes has emerged as an important open-source standard that
is being widely adopted. For more details about Kubernetes, see Chapter 6.

Several emerging open-source standards are critical for interoperability that are
related to Kubernetes. These standards fa ‘ude

» Istio, a service mesh that is designed to enable services to connect to each
other in a secure and controlled manner

¥ Calico, another open-source standard that allows networking and network
policy within a Kubernetes cluster across clouds

3 Helm, an open-source platform, a package manager for Kubernetes that
enables developers to package, configure, and deploy applications and
services onto a Kubernetes dluster

The benefit of the combination of Kubernetes with services such as Istio, Calico,
and Helm is that it permits developers to write services once and deploy them on
any cloud. With a Kuberetes and microservices approach, developers can push
cade out to any deployment model without ¢hanging the entire app. This capabil-
ity allows an increased ability to respond to customer feedback, competition, and
potential security issues. With Kubernetes in place, the same infrastructure can
exist on any public cloud or private cloud without any change.
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Knative is a pure Kubernetes universal resaurce model that provides 3 ‘Or;‘:
AP1-based wrapper service for legacy workloads. Knative can work with
of models, including Cloud Foundry, OpenShift, and serverless framewo
o .hPaChE OpenWhisk and Fission, which are both built on top of Kuber®
Istio in order to support serverless event driven functions.

; if
Another player in the interoperability space is the Open Services fﬂf ¥
Collaboration (0SLC). The OSLC is working on the specifications for lit “d
be used to federate information and capabilities across cloud services and

NIST has also cataloged existing standards. According to NIST, many Eﬂ?l:
standards can contribute to interoperability among cloud consumer aPP" g
and among cloud services themselves. The following two interoperab!
dards were developed and accepted specifically for the cloud:

» Open Cloud Computing Interface (OCCI): Aset of standards developed v
the Open Grid Forum, GTCH is a protocol and AP for all kinds of manage’
fasks and utilizes the REST (Representational State Transfer) approach o
interaction. It began its life as a management API for 1aaS services. It nOW
supports Paas and Saas deployments.

£
# The Cloud Data Management Interface (COMI): Developed by the Stﬂf"gh,(

Nem_mrging INGustry Association (SNIA), it defines the functional interfac®
applications should use to create, retrieve, update, and delete data eleme”
from the cloud, It alsg utilizes a RESTful approach.

Portability

ili I .
i’t:::::l‘u_y SASES you to take applications, data, or instances runniné
you mas o and deploy it on anothet ven
anmher}_' f‘;‘f;:p‘c:nf.lwve your data or application from one cloud envirU':B ¥
RPN, dvbwuant to use laas services to gain additional compt'™
resources are :Jth£ o c'laud during peak demand times or when on-P 3‘,;1

' meet peak dmnand[:“se tied up. An example is when you need £ra cai.) !
may want to move v S0 you share the load with external cloud providers:
& vour virtual server from one environment to__;mmher‘

|
oft
g

dor's implementation. For "ﬂcﬁ

The goal of portabil;

i

i r
ty is to allo scation @ |
to be moved betw W your components (such as an applicatio™

een different contexts without modification. At one H7

woul :

S'Er:']ge:a‘g r:;] mn:d each context to provide the same APIs and a set of ¥
ecute consiste

between context ntly. However, new approaches allow po

ythi s regardless of the platform, operating system, location, 5
::isg lanl;ug a;se nll:la Provider's environment — much as how the Java p:ag
£ achieves portabili e sing envl
in eachi context. PO ty by providing a common operating
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REMEIMBER

Portability of workloads from one cloud to another is a key requirement for mature
hybrid computing environments. It is only through standards that portability will
happen.

In addition to Kubernetes, a number of important standards are key. For example,
the Open Virtualization Format (OVF) developed by the Distributed Management
TaskForce (DMTF) focuses on portability and interoperability for virtual machines.

On the data side, if the data is being moved from one applicatjon to a different
application, then standard formats and protocols are tieeded for data to be moved
between one environment and another. Most experts believe that this kind of data
portability is more difficult than application portability because there are different
kinds of data, with different volumes, and that ultimately the control of that data
belongs to the data's owner.

The CDMI standard has been approved to help in data po{tahility. Ancther stan-
dard currently under development by the IEEE is IEEE P2301, Draft Guide for Cloud
Portability and Interoperability Profiles (CPIP). X

Security

Cloud security is such a big concern that we devote Chapter 15 to it. You need to
make sure that the right controls, procedures, and technology are in place to protect
vour corporate assets. Your organization has invested a great deal internally to pro-
tect your assets, and it's reasonable to assume that your cloud provider will do the
same. A sound security strategy is especially true in a hybrid environment where
your private cloud or data center has touchpoints with public cloud services.

Cloud security standards are a set of processes, policies, and best practices that
ensure the proper controls are placed over an environment to prevent application,
information, identity, and access issues (to name a few).

Numerous standards have already been approved and are currently used widely in
the area of security,.including standards for the following:

» Authentication and authorization: Several standards are in use to verify the
identity of a person or computer, including standards associated with the
following keys:

= |ETF RFC 3820: X.509 Public Key Infrastructure (PKI) Proxy Certificate Profile

© |ETF RFC5280: Internet X.509 Public Key infrastructure Certificate and
Certificate Revocation List (CRL) Profile :
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users' minds. Its founding members include Dell, PGP, QualSys, Ascaler, and_ the
Information Systems Audit and Control Association (ISACA). The CSA's goal is to
promote best practices to provide security assurance in cloud computing and to
provide education.

ITU-TX.509 | ISONEC 9594-8 — The Directory: Public Key and attribut®

certificate frameworks: Information technology — open systems
interconnection

ey i isn’ its objectives include promot-
I See Chapter 15 for mo - ' CSA itself isn’t a formal standards body. However, i : .
A pter 15 for more on keys and encryption. i ing understanding between users and providers of ;lnmli c::lmpuur_af regarding
- ; andu i i i ractices for cloud security.
apprwt:dr:‘::::;:nsamﬁ;mment 'espon(:'e‘ nge; s:;:;rse including REMEMBER security requirements and researching best p ]
€ security monitoring and incident r A

best practices developed by NIST in the NIST SP 800-61Rev. 2 Computer
Security Incident Handiing Guide.

The CSA offers training in three areas:

» Confidentiality, integrity, and availability of data: We address data fssu 3 Governance, Risk Management, and Compliance (GRC)
more fully in Chapter 14. However, a number of standards that have bee” 3 Payment Card Industry Data Security Standard (PCI DSS) controls in the cloud
the market for some time deal with encryption of data, keys, and data :
> ryption of data, keys, L # . )
Uiansport. These standards incluge the Key Management Interoperabiliy | 2 Cloud Computing Security Knowledge (CCSK) -
Protocol (KMIP), developed by OASIS, and FIPS 186-3 Digital Signature : ; .
f Standard (DSS), developed by NIST. ’ The CSA also provides a certificate in CCSK via a 50-question timed online test.

According to the CSA, the CCSK is meant to augment, not replace, cerﬁfic?tions in
information security, audit, and governance. In 2012, the CSA rolled out its Secu-
rity, Trust & Assurance Registry (STAR), a free, publicly accessiblf{ regx.st_ty that
documents the security controls provided by cloud vendors. The registry is a form
of self-regulation by cloud providers and is meant to help ensure that CSA best
practices become de facto standards.

? Security policy management: These standards set forth best practices and
procedures for implementing policies around security. FIPS 200; Minimu™
Security Requirements for Federal Information and Information Systems
developed by NIST i an example of this kind of standard.

For a EDmPIEli‘:' list of these standards and gaps in security standards,

ai—;;-‘Yﬂ;l S copy of the NIST Cloud Computing Standards Roadmap "’t“t? ‘J - Recent reports produced by the CSA include version 3 of its Security Guidance for
nvlpu S.Nnist.gov/ni

Stpubs/SpecialPublications/NIST .SP.500-29177 Critical Areas of Focus in Cloud Computing (ht.t.ps:;’}clcudsecu.rityall iance.
org/research/security-guidance/), which we talk more about in Chapter 15.

w,_seﬂ i

Organizations Building Momentum Distributed Management
around Standards Task Force (DMTF)

4 The DMTF (www.dmtf..org) has been around for nearly 30 years and may best be
Several Organizations ang informal groups are addressing standards 155';,1 known for its common information model, which is a common view of IT equipment.
thaelond environment, Some of these orggnizal'iuns have been around f€* Its goal is to bring the IT industry together to collaborate on systems management
others are relatively ey, standards.
F =
Note: aff s o d
st[;:a:: o OF these standards bodies aren't necessarily looking to cred™ | The DTMI:-‘ formed the Cloud Management Initiative to adfrance :sranf;.daand
ds. Insteaq, they're looking to leverage existing best pmcli"-"’s technologies across the various DMTF working groups, ‘mcludmg e Clou
Standards, such ¢ those used in implementing the web Management Working Group (CMWG), the Cloud Auditing Data Federation
I 2 4 Working Greup (CADF), the Software Entitlement Working Group (SEWG), and the
| Open Virtualization Working Group (OVF), ~
Clo : : :
ud Security Alliance .
We talk a lot aboyt h |

9
e Cloud Security Alliance (CSA) (www.cloudsecurity-© i
Chapter 15. The CSA formed i late 2008 when cloud security became impo
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National Institute of Standards :
and Technology (NIST) j

, NIST (mw.nist . gov) has been i extstence since 1901. 1t's a nonzegulatory
Wﬂmh:annfmeu.s. Department of Commerce, Its goal is to P

ind US. competitiveness by advancing standards, m i,

» and technology. NIST has its hands in all kinds of standards, fw"s}

:g;ﬁm for your mattress to the auto emissions your car must (ﬂwp:,r%.
i
NIST formed its cloud com, ¥l

. puting group to help federal agencies understa
:E:ugn&m,u » its reach has gone much further than the federal o
arross a'],j! mplf' Its definition of cloud computing models are widel ;
2011) ind (refer to the NIST special publication Boo-545,

oy

N

MNIST completed § M
5 Cloud Com Verston 2 Y

special publication . puting Standards Roadmap Vers l‘-|

Q0-291, July 2013, https: //avipubs.nist.gov/nis
SpeclalPib) icattons/HIST. P, 560209 r;.p:df,)/. The document's p“mogj
e s't:te of st:godards In cloud computing and advance the Uisild?
Secure adoption of cloud compu In doing 6o, it wor '
g puting. In doing so, '
m::ail:lusbau:;nd Pavate organizations, including U.S. industry. The & ot
ot u;c;nmtyofsundammatcummlyeﬂsttosﬂppm cloud &9
e e of security, interoperability, and portability. It alsp iw!
€aps. We discuss this docuihent in the previous section of this €174 ‘

C . . X
loud Standards Customer Council {CSCC).},

i+ The oM _ |
hmﬂo?albim ERtent Group; www .omg. org) was formed in 1989 3“‘“;‘ E
 wide range of gy 15 0N developing entoprise integration-standards |
OMG createg mm‘;stﬂes. Including government, life sciences, and health ﬁ:ﬁﬂ! 1
and custoners, mwmngmm that focus on issues important o both i
letnmﬂcﬁm (hﬁmmpvﬁﬂﬂntha mgﬁnquwdswﬂ g

The '¢ie ' o)
(m-clwd—_qoypeu "°r0) provides modeling standards far S€° )
."'\

Panies i zloud mxdﬂ:: brought together many of the most influentis!
Rackspace

IBM, Computer Associates, Kaavo, Software AZW*
ounding sponsors. The goal of the csCr.:lsmesw';l
end-user requirements to ensure clond users ha%; |
Csccwmpﬂoﬂnuh';m that they have with traditional ﬂ'envt:usl\zj]
and compilance, clong mm‘abtmw Issues in reference architecture, |
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'OPEN COMMONS CONSORTIUM (OCC)

The OCC twww. occ-data, org), previously the Open Cloud Consortium, was formed in
2002 One of its goals is to support the development of standards far doud computing
and frameworks for Interoperability among dlouds. bn fact, it opérates doud infrastruc-
ture. italso manages cloud computing Infrastructure ta support scentific research.
Manbemlnch:deﬂsmmd?ahodaswdlasamheroﬁ%uﬁqdwmbhm e
Hopidre Univershty. . £,

F i
The OCC has a number of working groups. One In parftiar dels with standards —
Malstane Is o reference benchmark and standard for déating with data-{ntensive
mmpuyng'rhmedoua. _

£

LR

The idea is that this group will work with most of the standards bodies Listed '

in the following sections to bring the end-user perspective more fully into the
Standards discussion, :

The Open Group

The Gpen Group (http: //www.opengroup.org/) is a global consortivm with more
than 400 member organizations that focuses on achieving business objectives

. through standards, s goal is to fead the development of vendor-neutral IT stan-

dards and certifications.

In the cloud, the Open Group Cloud Work Group is looking to create a common
Understanding arzong various groups about ensuring safe and secure architec-
tures. The group is working with organizations such as the Cloud Security Alliance
to make this happen.

Storage Networking Industry
Association (SNIA)

The SNIA {www,snia.org) has focused for more than 20 years on developing
Storage solution specifications and teehnologies, global standzrds, and storage
education, This tion’s mission Is to *lead the storzge industry worldwide
In developing and promoting vendor-neutral- architectures, standards, and
educational services that facilitate the efficien, management, movement, and
Security of information.” s . .

[H
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H‘ﬁ capahifity is important because It enables your organization to be more
The SNIA is responsible for the Cloud Data Management Interface. APP” flexible about where your resources may be located. ;
- ¢an use this functional i:terfate-“m create, retrieve, update and hybﬁﬁddﬁ' 3 Prevent vendor lock-in, Lack-in occurs when you're so entrenched with v
' : ,  tlements from the Cloud.” Clearly, this standard is important for wic ¥ porticular provider and Its Interfaces that moving to anather provider Is too
euvironments that deal with data berween on-premises and pu | costly. Removing barriers to lock-in increases your choices,

| . deployments.
: » Integrate applicaticns more easlly between yaur on-premiges data
i center and private and public coud environmends. Face it; integrating
1 your assets across multiple environments can bg Jime-consuming and costly
. 'aj ~ ifevery cloud provider has a proprietary model, Siandarts hetp to make
In addition to the preceding standards groups and discusston EI'OIIPSI !rj Integration easter and eflminate many comrmbi barriers. :
Industry groups ~ groups comprised of members from a particutar induE 7yl . e
= ; as technology and retall — are also beginning to look at cloud standards- = '
g two eamples: £ ,é%

S - i f
i 3 TeleManagemént Forum (TM Forumj: This large group consists of 55':“3 g
P § providers, cable ang network operators, software suppliers, equipment ™

Vertical groups

L

Suppliers, and systems integrators, It has pravided a standardized operate.

El

| l | framework for the arestian, delivery, and monetization of digita services y j*

it _ recently launched tts TM Forum Cloud 8 New Services Intiative that :

. ; on leveraging these standards Into the cloud marketplace. To leam mose
w ahmrttheyoup,visl,tm.tnfomm.org.

C .| ¥ Assocation for Retail Technalogy Standards (ARTS): The goal ofmisy"‘ﬂ:‘;
wi :ot?kme anopen environment where retailers and technology vendo’ "4 :

; ) . together o create inemational retatl technology standards., To read : -
PR fmore aboutAl!‘lS.y?u @nvisithttps: 7/nr f.com/. ) -

e
Ptz o

Tt The'lmpact of Standards on the Multid"!g

£ il

important m""'lle!eﬂ”i oy by SDOs or through the de facto mmdﬁl';"-’; i |
world, many mm'n d':"" computing and in & multicloud model. In 3 w:
,wars:pplluuu are between those that exist at your cloud pro ¢
ns, data, servers, and sa on, This state of affairs means (2 g

;?e::;ﬁa?d‘?ﬂ"? Places. These risks can include areas where it:‘; i;;;ﬂ _
Ofdﬂﬂdpmﬁdemm_s ¥ou can get bogged down and lirait your optio e

tandards let you do the following:

» Move .. 8 |

1 a"mgu;ﬂhm"' astructura or applications from one cloted provider t:oi”' ] . |

| Itl}l cloud standards acrass douds, you dont have to rewrite i . |
wnﬂ;mu mdworld.whemyoumaympanofmemmsmoda d“’i . |

an application on your gwn premises and partwith a cloud provide:

L v

: 1
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hic to modular

s» Defining and understanding
microservices

» Making sense of containers

» Realizing the critical need for cloud
native services

» Discovering why APIs are growingin
importance

- Chapter

A Closer Look at Cloud
Services

%Hi

ne of the most important benefits businesses gain from cloud computing
| || is the ability to modulatize application services so that they can be linked
=" together to create a cohesive environment. The new generation of agile
application development and deployment means software services can be devel-
oped and deployed virtually anywhere.

o this chapter, we discuss what it means to transform your computing environ-
ment into independent services that are supported by containers and container
orchestration. The techniques needed to create these new services are defined ina
new generation of software development and deployment — platform as a Service
(Paas). (For more details on Paa, refer to Chapter 10.) The combination of
microservices, containers, container management, and Paas provides the agility
and flexibility to turn cloud computing into a platform for the future.
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The Importance of Modularity

Discoverin
in the Clougd

A
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R
To gain the benefit of cloud computing, you must understand the 1TE“£ <
modularity, Typical users of computing services do not care where @ rvice
running — they only care about availability and performance f‘f tha‘l ::,ehgw
requirement is changing everything from development of SORWAEE be deiig’
software services are deployed and managed. Therefore, code nuodst;f? elope /
as lightweight code without dependencies. Each service can be ot pene I
deployed by small independent teams. This flexibility provides greatet =
terms of performance, cost and scalability. This approach of buah.h“%edicd’
packaging them together and managing them consistently and P
demands a new approach to software development and deployment.

¢
Fundamentally, services encapsulate business functions ““e‘l"‘d. ol sci::qvafrwf
provide theee functions in an easily accessible way. In fact, gtV 5‘3 ‘,;
have been creating services as long &5 programs have used subruutmcc-f .1.:
model for delivering a computing service, In other words, some fa’fms, g se
have been around for a very long time. However, the practice of desighte 1

] : Iy in "
has matured and services are more important than ever, particularly
environments, aﬂu

The movement toward a service orientation mindset is still relevant f':'_r 0;’ i
tions who want to build robust and flexible systems, achieve qufﬂkocc "
to-market, and enhance workload portability. This cont aincrizan.mq 151 pt e“‘
the means of deploying workloads into Paa$ (Platform as 2 service) € t

ronments where an application’s only connection to the environment 15 : o‘{i.
services, Application containerization has brought about new manage:.ucs‘jqu. 4
works that simplify and streamline service and other workloads. This r:;g l“ﬁ
more sophisticated approach to managing APIs (Application programmitt

1acps) - . 1Gi 55 10 %
4c€3) as a fundamental means defining services and proviGing acces
tions and other users of services,

g Why Services Matter

. ; e‘{,
':’:;I;?ia of creating services supported by Application pmgramm‘:l‘is;pﬁ
subrnutlias been around for decades. In the early days of softwaré task g%
Today s 2 _hbl‘anes provided a shortcut for developers to execute ?]' bl f
o :b : erv:ce_s have been reimaged so that they’re the actual buil mﬂsse v

. e setvices. In many instances, today’s development teams are a o "
apphications fror prebujlt services rather than coding applications e

ations

®

TECHMICAL
STUFF

Explain

Wanning

The original concept that developed in the early 20005 was i v One;:ﬂﬂ_i
Architecture (SOA). The concept was correct. Rather than build monelithic app! I.m
tions full of dependencies, SOA was intended to create Sreax I“Ddular S!ildnrl Cef
that could be reused. The SOA concept preceded the wide adopu.u ook du.u oo
vices. Therefore, SOA was intended as a way to make on-premises applications
development and deployment more agile.

Once cloud services began to explode, it became cleat that this n;u_v S;T;:l::;l
model of computing required an even more comprehensive s S%P dli be able to
of developing, deploying, and managing services. These services had to

work independently of each other but be able to be integrated together to create
value,

. ic and private
These services also had to be designed to operate on '.-ilffe'l'El'li public and p!
clouds, which meant that there needed to be standardization.

= . 3 e
Another key requirement is to be able to create application s;:d?c;zugl::n;e.
designed and architected for the cloud — what is commonly ca derlying
The idea of cloud native is that these services take adva.ntag'f o th; ul:rit‘.;r §
distributed nature of the cloud to improve agility, Rexthiltity, 2nd 1005 .

ing Microservices

jication
A cloud environment requires that you think di fferently about wl-;at ;12 ngr:[fabled
is and how it operates in this highly dismb'.'lt"‘d enwmlnmcdﬂ and managed in
applications are designed to be medular, disll‘lt.ll.lted‘ dep! DVEEE; that go beyond
an automated way. These characteristics requue technologi
what was typical for the development of teadiitional sofiwrsc:

s sthi ication
It is common Lo think that you can simply take 4% gt H"l:}lnol.ll:lau];l’;:epglt‘:?smg
and simply move it to the cloud. While it is phw_:rmcallsf Pofssl :s or flexibility. The
application into a cloud, you gain no advantage in terms ?k cnsdular which is why
most practical way to gain value from the cloud is to think mo )
microservices are so important for cloud computing.

. is e that is
Microservices is a process of developing aPPliFaHUIIS thal’ cunsll:ttf:rtn:.ognce cre-
independent of each other and of the underlying develﬂpmfniunicates through
ated, each microservice runs a unique process and ;D ed in a catalog so that
well-defined and standardized APTs. These Services are ded:::sta nd the governance
developers can more easily Iocate the right service and unt

rules for usage.
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The futiure of cloud applications will be designed to support 3 cloud mmag:; '
(2s we discuss later in this chapter in the “Defining Cloud Native appll u\dﬁ’ ,
secion. Cloud natie applications are bullt 2 a ollection of muld™ T !
microservices. Each of these microservices Is designed to support ont® |
cxte, bounded plece of application functionaliy. Although these enieros |
all W“ they can be linked togethet in a coordinated fashion 109"
functionality the application is intended to deliver. :
mgmw 30 important for a true cloud environment? (:t:m.fvlﬂ‘le‘yir |
|

» serve ndevelopment is simplified because each microservice is built ©
wriun; spedific and limited purpose, Small deveiopment teams Can focs
code for namowly defined and more easily understood functions-

» Code chang
applicat wilt be smaller and less complex than with a complex integ?™ |
l::ble tion, making it easler and faster to make changes, whether to fix 3 J
1 or tg upgrade a service with new requirements. .

» Scalabilit
Instance of a both up and down — makes it simpler to deploy an additiona!
» Mioos 0! asenvice or change that service as needs evolve.
are fully tested and validated. When new applications teveraf®

appiir:aa'::, 5, developers can assume the integnity of the new
without the need for continual testing,

The imperative to manage microservice®

mﬂm&w‘- ] I

M!unsem&s::: dmwp@:rm! tions fulty exploit the advantages of the I

tique for paciagin, to be paclafgid within containrs. Containers P d

e Ls. st:ppineml ns so that they are abstracted from thell .

These mmg are then managed through orchestration 57, ¢

23 dats services mservim are needed t» manage both process and logi¢ o)

v . thelogicis dzphm estration services are designed to determine how and D"
bers and applic a8d how it {5 managed without worrying about versio®

Hon-epecific configuration issues . :

In e -n: .
of + A5 a Kax of numbers; often many microsetvices and many mﬁ:ﬁ
with Ryl distributed over many systers. Combining 128 o

Createg .
mmmt for the 3 compelling way for organizations to op“;mbe rl’d

Containers

Docler, CRI-0, Containerd, and frakti are four of the most common centainer
Tun times. You can think of a container as packaged up software code along with all
of its dependencies so that It can tun cansistently across clouds and on premises.
This packaging up of code is often call encapsuiation. Encapsulating code is signifi-
cant for developers because they don't have to develop code based on each indi-
vidual environment. Developers don't have to worry about version numbers and
Platform-specific configuration issues. With containerization, a developer can
n?“sr‘-“ code from a desktop to a virtual machine (vm) ot from a Windows oper-
ating system to kinux running on a public cloud, with the confidence that the code
will execute in a predictable way. The single container package eliminates the
complexities of bundling the application code together with the related conflgu-
tation files, libraries, and dependencies required @Y t to run. The developer can
simply focus on the application logic and any services required to support that
application jogic. N

Containers bring virtualization abstraction
to the next level

Containers build on the virtualization concept. Traditional applications ran anl
physical servers and utilized the compute resources of that infrastructure. 'To
ensure that applications would run predictability, businesses placed each applica-
tion on its own server. If multiple applications were placed on the same SCIVEr,
there was the chance that one application would monopolize all of the hardware
resources, causing the other application to fail, 1f, for example, you had two appli-
cations on a server, there was no way of telling the server t prioritize one appli-
cation over another. The operating syster treated each application equally.

Many businesses have hundreds, if not thousands, of applications. Purchash‘:g
more and more servers for each application and each new prototype is clearly
expensive, difficult to manage, and cannot scale as 2 business grow.

Vittualization dramatically chan busin approached e
¥ ged the way esses " . ws

deployment.. In essence, virtualization sricks” the ha.rdwaxe into thinking there

are multiple servers. So, for example, if you run l‘;‘"’ i

single a server, the underlying hardware acts 25 if there ml -

Your operations team can dedicate 75 percent of the P :;lo:f:

application and the remaining resources 10 {he other application. The VM allo

com undelying bardware.
panies to abstract seyvers from the ylimd from other VMs fURRIng on

the $ame hardware. Fromi‘a cost perspective, VMS, of course, cojects.
longer need to purchase more and more hardware to SUpPOZE wnpather thamn
addition, T departments could become MU ent

services 77
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et
operating servers at 10 or 20 percent of capacity, hardware c‘_“’ld e ']..{5?1 ¢
full capacity with multiple VMs running on top. In addition, 3 msy-w L 9
aVMor delete one. So if a team wanted to experiment with a new p-wle{:lc'e U
quickly create a VM rather than needing to procure hardware. T

an
decide to move on from the project or bring it to the next level, the VM€
ily destroyed.

.o
I

Containerization technology brings the abstraction layer to the next \i:"o o
lainers abstract the operating system. Therefore, a container or C.IUSLel f“"’
lainers can run directly on tup of the operating system kernel. (:uma»mem
the need for each application to have its own operating system. 'mfs ad‘:a ’
means that containers are dramatically smaller than virtual machines “t:hc o
spun up more quickly and more easily moved between on-premises - sen
and between cloud environments. Containers are highly portable Betw®
ronments hecause they carry with them all of their dependencies.

Companies, such as Facebook:, Netflix, and Uber, must constantly :hang:d"i
platforms to adapt to changing user expectations. All these companies l.akei o
tage of continuous integration and continuous delivery (CI/CD), r:ont:nnc;etéf
and microservices to help quickly respond to customer demands and mar' " g
ditions. Companies must be prepared for surges in demand as well as uﬂpr 8%

able competitive threats. The sense of urgency is palpabie: Adapt quickly ¢

Container orchestration

o wﬂ.
H s = a
x you begin to containerize applications and microservices, you 1m.‘d"_ 5 ¢
thammlsgacnvwr containers. A single application can be made up of Ilundrm_:ea
4s of rontainers. Containers orchestration platforms help to Suet it

Processes like the installatio 1i f cont :
- - ement o
applications. m, scaling, and manag

|
T:;;]::;);:r;l:&) automates the management of a container en_virl{n“l“‘::, g
: applications for higher demand, updating applications: ©
g of containers, and providing monitoring, ""’a’gm? ¢
fainers are all processes that are assisted by the orche®
metes is the most popular container orchestration platfor™

Kubernetes

K

f:z:";?:g::‘t:n called “kﬂs"_or “kube" by developers) is an ﬂpen-sou‘f:;; 4

created by en, 3BINg containerized workloads and services. The 2 ol )

e BINCers at Google and later open sourced by the company in 2 e
g that Kuberneteg is Greek for helmsman or captain, hence t % if

of the ancillary Kubernetes technologies have ™

the versioni
debugging of con
platform. Kb

contains a helm ang many
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MEMEMpEy

names, such as Helm, Rudr, Harbor, and others. Like a larger ship loading, safe-

guarding, transporting, and delivering real life containers, Kubernetes controls
software containers.

One way to think about Kubernetes is to understand its relationship 0 i
vices. For example, think of microservices as the content of the service and con-
tainers as the wrapper. Now, think of Kubernetes as the way that the microservices
managed within containers are brought together based on the defined i

Kubernetes is nnt the only container orchestration platform. Other Platfom.'ltsl;
including open-source projects like Docker, Swarm, and Apthe Mesos along wi 4
Platforms tied to a specifit cloud, like Amazon Elastic Container Service (mnai;!s
ECS), emerged early on and continue to have users. However, Kubernetes :
become the dominant choice for developers. The market has coalesced _arn:n_
Kubernetes because of its functionality, large and growing ecosystem, at Suu;‘s
bility between on premises, multiple public cloud environments, and private clouds.

Kubernetes has become a de facto standard across many businesses and cluuis.lln
fact, Kubernetes has matured into a computing platform B th;;l‘-’eag; |
organizations develop cloud native applications that can’span mu]ndple ﬂ:e appli-
private clouds as well as on-premises architecture. (We discuss c.l,ﬂu ?‘;ﬂ ) Nearly
cations in the upcoming “Defining Cloud Native Bpplicano_ns sec -::ged e
every cloud vendor supports Kubernetes, and some are offering man

netes environments.

One of the important benefits of Kubernetes is that it standardtzf‘,$lzs?ar:chf$:2d
tion of container services. The technology is designe ; -w-sum:“):tfmstruclure plat-
stateless applications. Kubernetes abstracts each o KA s hybrid clouds.

form and supports cluster federation and auto-balancing SRR

o e
Because Kubernetes has such a large open-source mnmbut;llguu?zna‘nm(;l:;tzé‘:‘l
platforms support a large and rapidly growing e ), Istio (an open-
including Prometheus (an open-source tool for momtol:ll:;ig ' containers), and
source service meshes), Kaniko (an open-source tool for bl;l ng

Open Tracing (an open-source tool for distributed tracing)-

i ept, scaling, and
Kubernetes provides a platform for automating t:jd?r?;ﬁl?ie of the primary
operation of systems across a cluster of hosts. In d
benefits of Kubernetes include

ications of any
3 A standardized way to-build, package: deploy, and run applica
language

- oid vendor
» Portability across multiple cloud providers and the ability to avi
lock-in
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lication
s are created as app
» Horizontal auto-scaling so that additional pods are cre

demand increases

d
5 an
sure that node
» High availability through continual health checks to ensur

containers are operating as expected

hout
5 rations wit
3 Automated rollouts to updated applications or its configu

ausing downtime

ervice discovery: ¥y
Kubernetes provides tools for application deployment, : xtensible so tH
ing, updating, maintenance, and scaling. Kubernetes 1s ;:cmenmtiﬂﬂs‘
Support a variety of use cases across many difff“‘f“ tm;} structure.
Kubernetes is architected to sit on top of the physical infras

tools tll?l[
Like most platforms, Kubernetes has a built-in set of "“dlm:::.,ﬂ;:metcs. » Sr‘
You to monitor your servers, Given the extensible nature o For examples Md
sible to add components to gain visibility into Kubernetes. tes and still 74
Resource Definitions (CRD) are the way to extend Kubernete

¢ v
ditional s€
capabilities from the platform. CrRD extends the APT so that addi
be added to the cluster.

Cataloging services

When you move to a micro:
each service ag well as und

: keep 'ﬁd
services approach, you need to be able to

erstand everything about that service. . ]
Z o 1y vetles" &

First and foremost, you have to know that the service has been fzsszo e sﬂﬂ*

sexvice tested and approved for use? Who is able to make chang

Under what congj

tions is it approved for 11e?

S

A microseryice CAan con
networking SeTvices, a

o
tion S¢

tain a variety of capabilities, such as c‘lPl"“lc: able to"{

nd data services. Because a cloud needs tlu is essen

service that may originate from many different places, a catalog

understanding its characteristics.

Defining Cloug Native Applications

seall
I
n the early days of Computing, applications were constrained by the m:n sﬂu
of the expense of the hardware platforms and the limitations of mem?ghat f
e, Software had to be built in the mou efficient way possible, even i
that the SYStems were inefficient and difficult to modernize.

ations

inues to mature,
The cloud model has changed these restrictions. As the ;!D$::05'[:I::?:H = o
the way application services are designed has evolve framework designed with
native application approach. Cloud native is a so{l\:vares i e tinagus el
microservices, containers, and dynamic 0"‘5“55"3{10"? is housed within its own
ery of software. Every part of the cloud native application

. : way
: iners to optimize the
container and dynamically orchestrated with other containe P
resources are utilized.

ive Ci uting Foundation
The idea of cloud native was codified by The Cioud Nan:rs;zr?gj e fl i
(CNCF), an organization founded in 2015 under ,the e:::ll"s};l) e ho S iating
tion, According to the foundation’s documentation, e:n it Matere commits
Foundation states that they builds susta}nable 'emr-‘yg il it
nity around a constellation of high-quality projects that it CNCE mesama af
Part of a microservices architecture.” The fuundlng_memdoud S i barAcli
the most important companies in the public and prl;a:ieva - i
Google, Twitter, Huawei, Intel, Cisco, IBM, Docker, '

inition of cloud native:
The Cloud Native Computing Foundation offers a clear definitio

] ications that is resource
¥ Container packaged: A standard way to package applicatio

iner
a standard containe
efficient. More applications can be densely packed using
format.

" nd scale up and
¥ Dynamically managed: A standard way to discover, deploy, a
down containerized applications.

-application into
» Microservices oriented: A method to decompoie ;-.hz:ﬁ.zeﬁned s
modular, independent services that interact throug!
contracts.

Moving from virtual machines
to cloud native decade making it easier
Cloud computing has evolved significantly over the past

. -ﬁes and cre-
rage capabl.h
for developers to quickly gain access to compule] a;:] ::: B
: ) -
ate a platform for applications creation and dep

5 eate
hnigue to Crl
machines as a tec act as
n virtual mac ingle system
‘radit lopers have relied on vii akes a sing
:lrad‘;liana}ly. d;:eesfence virtual machine software m
oud services. '

ices 81
| Tvices
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though it were a discrete collection of independent services. Hnwf-""i'—";{'i‘
machines sit on a layer of software, including the operating system, " 550 &
and tools, which makes the VM more complex and slows down the proc®
tinuous integration and rapid applications development.

Ghie S er for’
While virtual machines will continue to be an important software lay‘“ae iof
years to come, containers and container orchestration will become ! &

y . t
important. With the growth of cloud native applications, the requireme®
tainers will expand dramatically, .

Creating innovation

¥

. 8 % ‘]#
0].“1rmzmg business value means that applications can take advantage u{-,[R'#
tr_Lbuted, sczalable architecture the cloud platform provides in order 50 'api’f“
highest levels of flexibility, scalability, and reusability. For a cloud native
tion, this is where true innovation lies today. I

. . n ‘ 1
pplication fully exploits the benefits of cloud technol t?: i.'
mportant to recognize that a cloud native application is not defined by_“’ba
funning, but rather how it is built. Because a cloud native environment = i “’J
ig:f\!';:‘h}!lwn. it is not physically tied to a specific hardware or Opt?l'i:l g o

retore, cloud nati licati 5ig wor ont 2

Bondmiim ve applications are designed to

A cloud native 3

Differentiating cloud native application®

o i
Tra 7 5
T :,i:"mu‘-’ +7-amy organizations considered the cloud because of lm’ :;p!"’.
A feason, but a limited one. Prior to being able to build cloud native c““‘
husir;e?St SAVINgS was often the main driver. Cloud native nPPl"catl.ansabF'
quickl s?ﬁ;? 2 m f'f’m focusing exclusively on cost savings 10 beujﬁ f
busin:ssl ' applications that bring a covipetitive advantage. In 2 hlghe
cnvironment, adding diferentiation and value is critical for SUe
Clou i PR Ly
d native aPI-“’.:lr.:nuns are built to run on hardware that is modular an: /
T £ to become both resilj iptable. Performal™
sealabil esilient and predictable. s :
T m;;t]“'sb;:::z important benefits, resulting from the ability to ﬂe!lbwot o
L as . H
those benefits, they need to be. Traditional applications simply do ™

mated, allowing ¢
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without the need to deal with dependencies of the underlying infrastructure. By
creating applications that do not rely on the underlying infrastructure, davelop:

ment and deployment teams can deploy applications on the most pragmatic
platform,

Well-designed cloud native applications automatically pro.visi.on and anﬁg'ut:se
tasks and can dynamically allocate resources based on application reqmremzin .
This automation is one way that scalability can be achieved and how applications
¢an balance themselves to prevent failures.

While Devops methodologies aren’t unique to cloud native'ap?l:catlott: de\:]e:gg:
ment, DevOps is a necessary component of cloud native applications. The co e
ration associated with a DevOps approach involves fiie integration of pmcfi m.
tools, and, of course, developers. DevOps creates an environment where 5o iw-:m
can be written, tested, and released quickly and as often as needed with an r:use
distuption, DevOps can be the enabler of an organization's CI/CD goals :;cmn‘_
the software modules created for a cloud native application can bel release

tinuously and in an automated fashion.

®Mmunicating Using APIs

®

TEcuy,
CAL
STueg

= i e
Of course, in a highly distributed environment culmposed u{rr:uf,rfa:}if_‘:lc:l.?é ie
ability to communicate between services is critical if the be[;e}ls:rve this purpose
to be fully realized. Application programming i“[Eﬂamf (Ati : mode of communi-
and have special applicability to the cloud. In fact, they're

) b & 5 communication
cation among microservices and containers using interproces
mechanisms.

S —" connect-
APIs have been used extensively in the past for commun? c?;lﬁamn::n:r;ﬂr the way
ing various IT assets, They're an important connectivity t the Infrastructure
Services are combined to create an applicatio?. In add‘tllgz:;:iistribution mecha-
s a Service (laaS) level, APIs are used to provide contro tion level, Software as 2
nisms for resources, such as provisioning. At e ns with the underlying
Service (Saas$) APIs furnish the ability to connect applicatio
infrastructure and, when applicable, cloud resources.

invalved. In
APIs become even more critical when onedr more cloud pr?dizf‘ir;:;ems Sovided
these multicloud cases, your API strategy need:c;il;iat::snd communication with
by the cloud providers themselves to allow COMRE" % 0 . o example, HTTP)
their clouds. Many cloud providers are aHedig moxs 8 ers to integrate and access
integration capabilities to make it easy for their custom
resources.
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il

THE GOOGLE MAPS API .w
One common example of an AP! that nearly everyone has experienced is into the¥
Google publishes an AP} that allows organizations to embed a Google Map !
ovm web and mobile applications or onto a website. |

The initial cost of using the Google Maps API is free, but If a business’s applicatio? el
requires many thousands of calls, it will begin to be billed by Google for the LISr:-;r free:
senvice. For example, a small real estate company may use Google Map's AP| ) kel |
but a large, multinational real esiate company or real estate-based service wil

Incur fees for using the AP after it goes past the free threshold.

With microserviceg

) i teﬂ’ﬁ‘
typically deployed in the form of containers, the 1" dl
communication m

echanisms used with microservices are different f’:om f
tional applications. Because the microservices are more granular, s0, A :ilfi“‘
APIs. Client data requests may span a number of microservices, redv
request to follow a one-to-many form of interaction.

A number of Ap; platforms, including API management platforms, arcl pl’ﬂ"
today that address a variety of needs in the cloud. Choosing the right AP
involves a careful assessment of the application environment.

gé for Cloud-Enabled

::;’;m;rﬁniuﬁgns. enabling applications for the clond is a juumeY:a‘::‘ﬁ
business ob'_kgfm ufith 'Lhe obvious step of setting a vision and goals. ES o a’
at excitip }L:cu;"“—‘i I-Sl animportant first step because there is a tend.el'l X5
goals ,.,_.,,§ mbeﬂn“fgles before figuring out direction and what specific it d¢’4
Corporate m g Lved: Additionally, planning should involve all stakeD

2 inagement, [y, partners, and even customers.

3 o,
{ i ﬁ: are set, a team of development, security, and operations pi;ﬂ"
Inm“d’l tnifng :‘Wi‘-ﬁ that can take the cloud application implementation t0 A

: 1
asmsusen  Which workloagg rep S approach. One of the first decisions this team wi o

resent the highest priority in terms of douﬂ-ef‘ablen::
ogoth legacy and new, more modern “Pp“muons-': 5
: it eated. The team will need to consider several factors, !
business criticality ang technical complexity and difficulty. Overall, work

PART 2 Examining Architectural Considerations

need to be assessed and prioritized based on business requirements and financial
return on investment considerations.

Business services

fu will then need to be defined based on the required application

nctionality, Decomposing an application into a set of microservices follows no
Setrules. In general, however, examining the specific services and how they inter-
act outward (1o customers and other stakeholders) and inward (with internal -
back office services), and dividing functionality will be based on the most efficient
Way to orchestrate these interactions. Interacting with back-end systems is par-

ticularly important because in some cases, containerization may not be a viable
Option.

A variety of container platforms are available in the marketplace, and some are
open source, In addition, some container platforms ‘are offered by venduri who
add valye in terms of ease of use and scalability. The careful examination of cur-
fentand future needs will play into determining the right platform to use.

Finally,
vail. Clo
also cre
and ore

the role of operations will change where cloud-enabled applications P;e ;
ud enablement can add complexity and pose management challenges, ut
ale great apportunity to exploit the cloud. Kubern‘etes asa maqagem:na
hestration system for cloud native applications built with containers i

Way 1o effectively get the most out of a distributed, modularized application
Implementation,

g ces -8
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IN THIS PART . . .

Explain the types of douds.
Define Infrastructure as a Service.
teverage Software as a Service.

Build solutions with Platform as a Service.

INT

» Examining the nature of public,
private, hybrid, and multiclouds

» Identifying the different forms of
private cloud business

» Discovering the business and
technical drivers behind the
emergence of multicloud

» Coordinating the integration
between cloud services, data, and
applications

Chapter ¢

Introduci '
ng All Types
of Clouds BALTE

s cloud technologies have evolved, many different cloud models have
, emerged to solve specific business challenges. This evolution isn’t sur-
prising since more and more businesses arc viewing the cloud as the future

of their computing environment. Although these different computing models

make the world of the cloud more complicated, it has given rise to cloud solutions
d effective solve

that incorporate all the capabilities needed to efficiently an !
Specific problems. But having more types of clouds doesn’t mean that lhey‘rct in
conflict — quite the opposite. When a business builds 2 technical strategy fur‘ using
many of these different cloud environments in a harmonized and coordinated

way, it is called a multicloud.

u
Nderstanding Public Clouds

Public I most well-known type of cloud, particularly
ouds are probably the vironments for consumers. "

because the irst vi loud computing en
y were the first viable cloud comp :
Because of the various classes of USerS, public clouds offer a broad selection of
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os®

¥
o

re Se“ﬁ“sa
use

I 1 ties “I’hem users can 5 3
&11 mhr pllbllc clﬂ“d’ Uﬂl“ laas capa i

i structu
computing services. From Saa$ applications to thchof:a:hcir users 10
build applications, public clouds must be prepare
any kind of applications.

asd
platform i
. ic clouds also offer app
system and deploy applications. Many public clouds : oployed 3PF ot
(PataS) capasielﬁies mhe operating system is hidden a::r:.rll:rlless envi?
use only Paas services. Some Paas services now offer

ili derlying 5¢
where the cloud takes on even more responsibility for the underly
by applications

louds:
The following sections look at three types of public clo

» Commercial public clouds

» Open community clouds

ernment
# Public clouds that have been designed for use by the U.S. gov

Commercial public clouds

Comniercial pyb|

although they’

¢
ines?
4 d busit
ic clouds are primarily intended for professional an

lic ﬂrﬂ
se pub il
e available to anyone with a web bm\'vf-;f; .I:;fﬁﬁons. ":ssp’
offer services that provide value to businesses, such as Saa Bgcause aprof
structure services, such as databases and scalable storage.

f
| oty Jevel O
Service is being offered, commercial public clouds provide a hig

and piotection,

|
You can typically ac
+LOrage services yia
is even easier; just

)
€ess a public cloud to deploy software or us':‘ ) pub"c
2 portal on the web. Using SaaS applications 0
EO to “e application’s adlress on the web.
Commercia)
outlining the performance ~nd
tonsumer of 3 service. An §
than the customer, How,
maintain the level of
relationships,

an ﬂgre‘tgf
public clouds offer a service Jevel agreement (SLA)

vider "
operational obligations of the 610:;1 Pv':n dor /|
LA is typically designed to protect Eommi““e 4
ever, these vendors have an unwritien : i g
Security and service required to protec

SLAs addregg issues guch as

| » Meantime between failures (MTBF) and meantime to repair (MTTR)
¥ Senvice availability

PART 3 Unrderstanding Cloud Models

» Performance and response time

» Security commitments

» Data protection commitments

» Customer natification method in the event of an outage

i stomer must
» Exit strategies that ensure a smooth transition if the cu _
terminate service

deal of comfort and

Although the spA may appear to give custlomersi:eB:?:;im any contract, the

nwledge regarding the services that they'll rect';e clxuudprﬂ"id""r isn't respon-

fine print matters. SLAs describe situations u:rhﬂre ing cloud outages have not

sible for an outage. For example, many w:de«tar;ig;bY networking problems or
triggered SLA'clauses because the outage i ca;-} :ied

other issues that the agreement specifically identified.

: d
d infrastructure ar
A Pay-as-you-use cost model is fairly standard gcrcioa‘;:d large applications,
storage. As you scale up and need to support morn“-':‘Dst model will help you save
your costs will increase. Likewise, this metering during lower usage times.
money if yoy design your environment to scale down :
Billing is typically on a monthly basis.

i3 that are
: ricing models that 3
On the ather hand, Saas applications fl:i""‘3 thek ::vt?; Esea customer re!al:ugn
defined by the Saaslvnndnn For mmp!eu ’ Tl?l‘::sdesfmw- S ::l‘flf:l
; 5aas application, s s short as a month or,
:hlp martagen:lenl_t( Cm: of service. The term may ‘l:: E;t'.'le to transfer an’on
l:ont-:ag!; under i Sa' or longer. In some cases, y.ﬂ“the cloud. With other SaaS
l‘r;nre_typl;ally. ; zfaLk yn-u already hold for usage 1n though you pay only ey
i 5 i
EDET;CZ:‘Sur:sm:u:h as PayPal, you sign a contract, eve

ith
iI'EE, but wit
you use 5 a ]ica[i(]ll. s a\raﬂable for
h service SOmElimeS a Saa pp i
e 2
lir.[‘li,[ed lunctionality.

mitment, users
i long-term com is espe-
e 't purchased with a t. This freedom ;
When Saas applications aren't pu er they wan tomer will
A . n whenev i n, a cus

can drop their use 'of T:eag:rl]l;ast;:ge of the reiaﬁUQi:’T;i_ g::;‘;e is poor or nofl:o:
Cfaily relevant dunng] trial subscription to 2 s?ltlwme;itahw look elsewhere o
Sign on for a month- ong eeds, the customer wi elationship will also depe
80od match for the user's ::w ability to easily severar e b dote:
another servli::'_?- ?[ co;fz land customization the custo
on how much integra

er da whi h adds o the EVEI of
ta hicl 1
m "

ting
custo and protec
Saas$ applications also typically manage vide for securing

- st pro
responsibility that the Saas vendor mu
information:
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ed wthl“
tomer. Likewise, customers who build software in a Saas or Paas envird
::ould own the software intellectual property they've created. Th_er?f" 1
wellnlu:a‘:; that customers maintain a copy of their proprietary husmE_S:mui
whe el own. data. I]e sure to read the fine print; there are envt :

fe vendors claim the rights to customers® data or intellectual property

Although the Saas vendor manages the data, the data should be own
i?
y

Open social community clouds

m;?&am - fﬂo“d environment is an open community 'Elou;:;;u P
creating a pass“;t_m" L require any criteria for joining other tl}an .S!gnword“"
alludes to a Clnudtgh 4 c‘an even create an account under an alias. The : ¥
nonpropriéta at isn't commercial and also often refers tc open slﬂﬂ

1y software based upon which most major clouds are built.

0 "
pen social community clouds come in two primary types:

»

' SE?:’:?U:;? with a strong advertising model: These clouds maYdt:eBs

Facebionk 1 iniad owned ar:u:! include social networking connections, s 0
use the size angd ; " and Twitter. These sites rarely charge a fee to users f':,c

. @slinkedin, have orp$ of their user base to sell advertising. Some sites. 3 :

| in-depth services :,-: fz“;;":""‘G'L_ftze-basedl services that offer access 10 mﬂ;p o
Buarantee of seryi information. Aithough these sites do not have an €

Ice to users, they do have an obligation to advertisers:

Keep in mind that -
dlents, so you shog;dﬁ sites view advertisers, not individual users, 25 thelf

ely on these companies t letely safegual
your data, | - panies to completely safeg

19 warious or::;dcl:m' they may sell some of your data (anonymized of not
advertising, Mpanies for the purpose of displaying highly targeted

» Open com ’
g ‘““‘ﬂ:l:::)t;mes with a compelling focus that enables individud”
| Ofprofessionals in ar:ﬁs to participate in online discussions: A commur
Want to share ideas h:rt.am industry, such as manufacturing or retail, M3Y
| Passion for 5 hﬂbb; ;‘;Y cont\muni'des are based on individuals who sharé
SECUty and no gua;an: as blking or chess, There is typically very little
Commuriity sites 5y - < that the site will remain active over time. Open
'>appear when the most active members move on:

All these commy

ni 4
following: ty sites have some characteristics in common, includif‘g

» Arelatively simp)
e
and an email acmur:w"“li Process: All you need is a login name, password
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» Requests for additional information: More sophisticated sites may ask you
to provide information about yourself, whereas others don't ask users for any
information at all.

» Low-level security: The level of security is very low for these sites. With
little effort, someane without authorization to do so could gain access to an
account. Nowadays, all these sites include disclaimers about how they will or
will not use customer data. They explain their responsibilities in managing the
site and warn users not to use copyrighted material and the like.

» No Service-level guarantee to the individual user: The lack of a guarantee
doesn't mean that these community sites perform poorly. How well they
perform is based on their underlying technology and how important that site
is to those managing the site. For example, it is critical to Facebook's business
that its site i always available and viewable for mobile and web users. On the
other hand, a niche site for a specific hobby or an industry trade group may
experience outages from time to time because it's using the least expensive
hosting services available. :

1If the company changes its business focus or determines the community is no

longer worth the expense, it can shut down the community at will. No gu‘arantees
are made to users that the content generated and stored on the community cloud
will be accessible for any specific amount of time. In such a case, the community
members wha have become dependent on the site can do nothing.

omImon ‘occurrence with open community
In both allow users to create their own
lanet. Some of these sites are well mod-
dreds or thousands of visitors.

Abandoned community sites are a ¢
clouds. For example, Google and Linked
online communities on any topic on the p
erated and well managed and therefore have hun
Others become phantom sites and disappear.

Keep in mind that these open social community clouds d_u not havel SLAS. B?th
individuals and small and medium businesses may upload m?por.tant mfarmatulm
on these community cloud without understanding the potential risk. I:;;le!l::;!lpne;
if photos, videos, or documents are deleted or otherwise lost, you e
recourse. In fact, in many cases, even reaching a live person for help

difficult.

i i odel
Some community sites are very sophisticated. Sites wit.h a stmng tthE;l:i $m .
based on selling advertising to users have a compelling incentive

minimum amount of downtime because it will have an impact on re:rdem::. Su::;f
of these communities may actually be private clouds that are open only to @

fied customers.
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One last note about open community clouds: When you us¢ t'\m afr‘:glllaf‘«::—
may find it hard to tell whether you're using a cloud site o .]“St Adt-m,l!
If the site offers a way for users to construct applications e L:; cloud:
puting resources, then you can be sure you're using a commun gililv lOP"fW
nothing wrong with websites, but they typically offer users i 5 -Jouds-
processing on their data and other functionality than community €

Open technical community clouds

1%
. i ator ¢
There is another type of open community cloud — a technical mcu:syslf Fﬂ
serves as a platform for joint development of, mainly, open-sourc

(4
based on open source helps these types of cloud stay nonproP
noncommercial.

o,

o capice OF Pﬂt’
One well-known evample is GitHub, a web-based hosting "Lmt" eveld
I:O'nFro! of software systems. Used for a very broad range of software

Projects, GitHub is used by software developers around the world.

otts:
Another example is the Mass Open Cloud (Mass is short for Mnssachu[f rﬂ";
itis located). ‘This cloud was built using donations from software i’ nstit®’ 4
vendors and nurtured by a variety of nonprofit and educational ¥ d

: c
The goal of this cloud is ta serve as a self-sustaining, at-scale, public
by researchers and indy

]
i
the public in its innova

i jes A
1517y to innovate important new technologie
tions.

Government clouds

Yi ey .md
Ol ey have read about elouds created specifically for use by Hhie U2 7%
Eovernment. Unless you work fuy

v
the government, you'll probably ue il
Aceess to these clouds, s we don't discuss this form of cloud in great &
A ¢

:iﬂrtts;:::nmmg}y‘ the Us Eovernmedit needs the power and flexibility of t:s fﬁ:’
3t tt;e-l.dna;? cf““‘P“““E Systems it uses and develops. The public duudm,gﬂ";
Ol'gani?.ation: Services that the government needs. Like businesses, & ngv“.
Sig data ana ) to share information between différent grOUPS: “: g,
'8 Cata and data science is critical for certain governmental organiza! fi?
particular, many law enforcement agencies, such as the FBI and CIA, e d
cloud because of the clougrs ability to pmvilde a big data and analytics P.last'{'
HoWeVET, 5 you can imagine, the government has special needs that aren't”
by P“bhc_ c{uuds_ For example, although public clouds have excellent 3¢ f
characteristics and services, tho government has more stringent security ©
ments than the public sectqr

Although private companies can face massive fines, embarrassment, and loss of
trust from a data breach, a governmental breach can lead to an international jucl—
dent. One of the government's security requirements is that they may n‘Dl -,har;
any infrastructure with the public, including servers, Storage, networking, an

POWer. Many gavernment organizations require that their data never travel through
any shared infrastructure.

Government clouds are generally created by public cloud pt.mnders wh‘n setbzljﬂ
segregated versions of their public clouds. Many of the services gt i PR
cloud can be found in the government version of the cloud, but some services g!ag
be excluded: Moreover, public clouds generally include marketplaces where L ;I:} X
Parties make their applications and services available. Tl.lird—party fﬂfﬂviéifsure
Made available in a government cloud without passing rigorous reviews

that the software is safe for use in the governfiient cloud.

L
90king at private Clouds

In some situations, a company will want to create a cloud_enwrc;nrrclle:;tatl;a:)tc?:'t;
behind an on-premises firewall. Unlike a data center, I’“ﬁte.zcazl:m When an
common resources optimized for the use of the IT D:iga nr: creating a highly
Organization regularly builds and deploys complex A Elic;ﬂ Unlike a public

Automated private cloud that supports internal ﬂecd? e mar;cl! and compli-

cloud, a private cloud adheres to the company’s security, gove )

: ny applies to
ance requirements. Whatever service level is required for the company app
the private cloud.

There are three different types of private clouds:

efit of its
» A private cloud owned and managed by a company for ben
employees and partners

i i blic cloud and
3 An appliance that is based on the services c:fferet.‘;.I in vt:u;lpu i
managed by a cloud vendor but behind a client’s fire

ort a company
» Acommercial private cloud operated by a vencll‘:’; I;: i::m
that doesn't want to build or operate its OWn p

Privately owned and managed clouds

rovide
; he company t0 P
Organizations with a business model that feq:]::zuévﬁ
5 i ES
commercial technology services within a Lt

tem often will build a "

: touds 95
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(vely becor™® i Commercial private cloud
private partner cloud, in which case these companies effectively ity
| .

: ies s i ting their own private clouds,
. respos Although many co es see the benefits of creating
. provider. Instead of hiring a public cloud vendor to take full t;e‘ o N " e
| creating, managing, monitoring, and updating the software,
1
1
| NN

2 want to
others want to have the security and governance of a prm:-' fl“:i:;; puivate
i # Py obtain that service from a third party. Therefore, vendors hav
provider assumes those responsibilities.

. clouds that are based on a contracted service model.
: s tu\’i ¢ ]

Like commercial public cloud providers, a private partner cloud P i

L.

tre 11810
an optimized environment to support the workloads urfrd by ‘4‘-“ :";_,nvi’ W
main difference is that in a private partner cloud scenario, [h.{‘ wljrgit‘ff A
ing a third party to operate the cloud. For example, financial St_ 5 sophi ”
| that provides individual banks with payment services can creale
| service that is automated and streamlined to support its customers:

Unlike a commercial public cloud where anyone with a credx‘l card can slls:nlga'cat
Private customer contractual cloud requires that customers signa ron;aand 5
with the vendor. in exchange, the vendor will provide strict govem:;l i
tity capabilities and even indemnify customers from lawsuits relat ffer customers
the service. In addition, vendors of commercial open clouds often offer

% mirrored sites so
; Private cloud options, including virtual private nnmzr;iua;;ort customers. As a
¢ s C
Because of th - . demands of its customers: the £ 4 that if one data center is offline, a second data ce_nte; o ore explicit SLA. This ser-
\ cloud p 0 d :ﬁ?‘n?’ a“d_clumph.a“cc em:ny is based on a stringe™ o Tesult of-these types of offerings, customers receive : LA.
rovided by the financial services comp: ¥ the

| P g ' ten  hecause
‘ even indemnifies customers against lawsuits. Likewise, becaus

|

z 3 . oud, the service
vice is different from hosting because, in the pm}l,i,fzz:;r;; t:;lan a:id and sub-
services company already acts like an IT vendor to its CUStOMeTS; it has thfe is designed with a self-service portal interface sot s
; = acts like an e h Live tra : d.
eC cts eman
| mies of scale to make creating and managing such a service cost-ef ervices based on d
|

; and configure.
p I’i ngﬁ When private clouds first emerged, they r:qu";dde:ﬁ:::x ::‘ tdip;:ybemme Lasly
| H < : e Since then, private clouds have matured, an tunity to cre-
| Appliances based on public cloud 0 o automated. Increasingly, publi cloud companies have seen 31 90RCL g Mok
An emerging approach to create an on-premises private cloud is t0 us‘ﬂ"’“ bef"ﬂ ate physical cloud computirlg_app“a_nces tg a:n‘::?mesgﬂfened to as Cloud in a Box,
that is custom built to re-create the functionality of a public cloud. '1hed / infrastructure and start working qu}clﬂy‘ :a \ications available in the vendor's

this approach is that technical teams will be able to develop, deploy, 2" cant ) these private clouds inherit the services and app

applications on the environment that they’re familiar with while at the S%° o

C: jces can be moved
5 Public cloud, meaning that EPP“caﬁaTs' :Bn;c:;'pﬂlfair:lﬂ':appﬁanc&
» 4 _ : > i ud an '
keeping certain workloads behind the firewall. Many businesses an,; pect” seamlessly between a vendor’s public clo
keep certain workloads and data on premises and behind the firewd

security, compliance, and regulatory concerns.

==

s off Ex lorj :
In some instances, these custom built and integrated hardware offering® am'?’- p orl ng Hybrld CIouds
:l::a,lied, maintained, and upgraded by a public cloud vendor. One e

S

5 Outpost offering. Ontpost will offer customers AWS compute an
hardware on premises

tion. In
: Internet connec
A public cloud environment is open to anyone with an

hat
] : to the owners of t
hajd\ﬁ contrast, a private cloud environment 18 available only

An altemative approach is for public cloud vendors to partner with hafd\’d

vendors. For example, Goog

it with, such as busi-
service environment and other entities they choose to share!!
le Cloud Platform (GCP) is partnering with
vendors like HPE to off.

ffers the ability to
ness partners or customers. A hybrid cloud, on the other hand, ©

s
; 3 ds and data centers .
- jc and private clou : :
i loud integrate and connect to semce;acm“e‘::bl a ﬂui% mix of on-premises I'Jiws;;al
<I on premises instances of Google Cloucd. ] ; mputing environment — ocated on- or 0L~
! o fcreare : wrtuarl‘:‘l:o virl:ualized infrastructure that may :J‘;;w this environment
- . . y infr re a 5 il abou s rate
in these cases, public cloud customers choose their own hardware vendor aﬁ v r as_truct: wever, before we get into more Gebai abom from public to private
negotiate the maintenance and licensing contracts. Other cloud providers: ch;naif:s;vu:ks o u need to understand the continuut
n . o = = H ] R '
Microsoft, are also offering on-premises versions of their cloud services clouds.
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'| e the ,;orﬂﬂd T!“? bottom line is this: Meeting the needs of a business requires that IT provide
|8 Obviously, all cloud environments are different. In fact, becaus b different types of cloud services. Understanding the characteristics of a contin—
:; i needs of a business aren't static and change frequently, the best W Y :ﬂ'; £ uum of cloud services will help you understand what's required to meet your spe-
| i the type of environment that meets your needs is to think of Eln;t,[iﬁ- wa”) EMbrn n{lc business goals. Ultimately, you need to select the type of cloud service that
| ,l | uum. Although public and private clouds <hare many (-Ihara[-tcrh-c vt it" will use the right resources at the right time with the right level of security and
W ! important differences. For example, a public cloud servier maY cervice @iy B

to customers who sign a long-term agreement, 01 a public !_;'ms S-emu h‘l:f
i { I a private version of the same application. You may have a prw.{l{i:r‘-a ,’;‘d’ Sele
i of a company’s on-premises data center. Public clouds may © g i i i I
| 1] of SaaS products and other services, while a private cloud w:l:“;:mbab E c.tl ng MU'thlOUd for ChOICQr
. : Ft e ¥ e company- .
| 3 applications and services specifically approved by th P |CIency' and Performa nce

Understanding the continuum .M"mdﬂlld is the synthesis of specific types of cloud — public clouds, private

clouds, and hybrid clouds — into a seamless and comprehensive computing envi-

of the Cloud ronment that provides more power and flexibility than what has come before.
it Al To be clear, multicloud is not a type of cloud; it is the concept of using more tl';an
The continuum of services, which is depicted in Figure 7-1, cncam!’mi ﬂ‘ um? cloud within a business's overall computing architectur.e. Wherea: our t;xsl:: o:
n_f different types of public services that serve different nt'AL’dS‘:’;"ns while Tation of cloud types was focused on matching speaqc business n'e:let 5 :Tmlnp';
tions. Open public clouds are often great resources for sharing 1de q' in :e.i"”5 1 cific cloud types, multicloud is more about rccognizl‘ng that ‘cluu_ : = ith mg;l—
mercial public clouds are more tuned to the needs of husmesg?lsa el 4‘ o d cloud providers are still evolving. As such, developing ReRfensLER S
providing oversight and accountability. On the other hand, tﬂmP“mcnp i | tiple clouds is a sound business practice for many reasons-.
‘-“BW‘ u?i“'é private clouds for their own internal uses. Some C?Ia e wud" ideal cloud provider
sophisticated I'T organizations may build and manage thelcons pn:.ricc . From a pragmatic perspective, even after you've found Y‘-):r ; fﬂa change their
employees and partners. These companies may actually become S[c i dﬁ&‘ for your existing needs, things may change. Cloud p[;\ﬂ el:. 5Ec|y_1riry problems
in their own right. Other companies who need a private cloud for > e focus, prices, or practices. Rising costs or {00 i ir g may change, per-
governance requirements may decide tc have a third party manage ap : may cause you to seek other providers. Lido s requm_:mne:::ts I!’Er one of l'fhese
oo il behal; haps from evolvin i eeds or regulatory require . 2
g business N : 2 eady vetted will
A changes forces you to find a new cloud Pm‘f’de"- having oni:il 5
e save you significant time and minimize the time back to mar
Mede! Opem Commmnity Costialiod OpsaMads | Contractual Open PablieTrivsta Hybeid v i include
;s . i ment practices to Inc
) () e i
SLA with pa e ulti i ill i ke i
T sl i | g 7 vau:ltl:le-dwd i g w;uwli[&pttﬁe " oolution of the cloud. staying ahead of your
Tiakbadif F Ebet Yimmactional pricing | | Contil Contiset e P.p‘ MMeugy cbmpe]-tl?tliﬁ:s?nﬁtll?:;::::lzlu:ﬂlll position your business to be & R wlgt:;:r:: »
public and private Protee o ety | (SRER / . . streamline your mana :
doud resources, (b il .:mi'u:'.'! | The w:::.“ mTWWdui Epie® Cloud capabilities. Multicloud management will also ucing costs By Pri

ur time to deployment and red

’ approach and tools, speeding Y0 loud ecosystem-

. i i c
. b oritizing the use of the best clond environments if your
Nearly every business will use a variety of cloud maodels to tneet their l‘ll'-:ﬂ ‘*{'
example, a business will likely share information about recruiting on oF

maunity clouds like Linkedin. At the same time, for internal corporaté = d
sesmuser  Dusiness will want to use a cloud with outlined SLAs, security, and oV

- 5 9
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THE FUTURE OF MULTICLOUD

Mutltidoud computing is the practice of using multiple doud computing and Sl"mmhf
services within your company's technology architecture. There are many re

using multiple cloud providers at the same time. You may have explorato®y you ™
with different cloud providers to decide which is the best for your busin€s* Yo
have workloads that need spedial features of more than one doud plwdefr- m‘“"ﬂ
may be in the midst of moving from one cloud provider to another. or, ywus’*”#
may have acquired other companies, and you've ended up with differentD

sions working with different cloud providers.

Those aré good reasons to use multiple doud environments, but that's 2
vision of multicloud. In Chapter 12, we discuss workload portability asa mean
moving applications and services between cloud environiments. Today., ﬂ“""mt o 5
workicad between different cloud providers is possible with some effort = “: Se,..qcf’
long as your workioads have been coded for portability and your use of clou

ISt 300 incompatible between doud providers (or youve built a portability

hides sarvice incompatibilities between different clouds).

The ultimate vision of multicloud s the ability to move workloads and service® M
doud environments with automation and almost instantaneously. Although doﬂds‘
Mmanagement solutions can provide that functionality for a limited number o dif o
they're not yet comprehensive and mature. The ability to deploy a workload 19

doud ervironments is being addressed successfully with container tﬁhﬂob'?’ies 4’

" Iar‘
the ability to move workloagis between environments — while those workioad
running and serving customers — is still in the future.

Now i
. consider the opportunities that multicloud will offer when management 0
€an quickly move running workloads between different environments.

g
Fiafb"ﬂ_"e”“ thatare cost sensitive will e able to define policies where, fof e’:n""
ple, if a different dow environment is lower priced than your own, the multicloV
#gement system will be able to automatically move your workloads to save mon®’

:.E?JT:;“ your doud piivider ic having service problems (for example, nEl""‘Jrkmlg ol
5, ¥ouil be able 1o simply move your workloads to a different cloud pro

Thi g .
mz::;‘:f’?:\:‘anced multicloud management services mature, they will have the effe“
7ing doud services, which should reduce doud computing costs.
Important 5
1enp ik :Iy multicloud management solutions will do a better job solving the chal i
ma?d i E"'::'m software that can be raoved between cloud enviranments €3° b
" 1 much easier for-businesses to depity their software to any doud comput

inderstanding Cloud Models

noim’uwd

environment. Adopting a multicloud approach will decrease the costs of developing

software and maximize revenue when that software is deployed to any and every cloud
fomputing environment.

The companies that have reached maturity with their cloud practices will be the first

10 reap the advantage of multicloud and will extend their business lead over their
Competition.

In day-to-day practice, an increasingly wide variety of choice exists in the doud martgl.
For example, some vendors ace completely focused on providing the most inexpensive
Possible service, Others spedialize in high-performance computing, extending to vast
scales. Other vendors may offer specialty offerings, such as HIPAA compliant cloud or
Environments that are tuned for data science. We are in a period of innovation and
fapid growth of cloud technologies, so it Is important to understand your breadth of
choices before committing to one ormore specific cloud platforms for your business. 0

this chapter, we help you learn about your computing choices, so thatyou can e
Your business needs, e

Think: _ .
h'nk'“g about the Integration Imperative

@ ©

l“"hllln

After you have a sense of the different types of cloud environments anj SE:::EE:
that are available, you can think about how you can bring these clouds aarll scc i
together to form a computing ecosystem that meets your needs. GET':' s;'ut they
and services have been developed to provide their individual capa;l l cliqst.his won't
may not have been designed to waork together. 1f you use only one 0}111 ‘.m ry-pically

be much of a problem as services within a single cloud ;31arfum:t. B Soeah

been developed together. But if, as we advise, you're using mullipie

; i : s e more of
either a hybrid or multicloud configuration, then integration will becom
a challenge,

ure that
Before you make your selections of cloud platforms and sclwi"::s.t[:;:f::upcom-
vyou understand the needs of the workloads you‘plan on dep oy';mgan 4 weaknesses,
ing cloud ecosystem. Each cloud platform has dﬁferenl su?zrllgtour success. =
and finding good matches for your workloads will meir Y

loud ecosystem,
As time goes by and you have new workloads to r.lepllﬁ' tt:] s:}; ;5: e
You should repeat the process of checking your wo! aza o o sisive
of your cloud ecosystem. Don't be afraid to make ro(;s MBS fve any changes
examination of the efficacy of your computing rezt‘;uand i eds 1
required to keep your cloud ecosystem wr![!-tun Nl portiallo e
you've gone the extra mile to develop a multicloud st:: fzu-ider O e theal fox
likely to find you already have experience with a cloud p B
that new workload.
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to
Once you understand your workloads' needs and have matched ‘dhi?l‘“‘ﬁ#
platforms and services, you'll be ready to assemble those clouds Mj]ml
your cloud ecosystem. The challenge then is to integrate ynur:
together and to integrate your workloads with the cloud resources:

Types of integration ¢

, f applicat”
Three types of integration are relevant to assembling systems 01
services:

» Integration at the service level: A multicloud ecosystem will pmbab:w
services in muktiple cloud environments that address the same resoy
other words, each cloud environment will have a storage “Wise)' i ei?
organization responsible for managing the cloud eccsystem will nee! ces
select specific services for specific uses, let applications use the Se_m 10 ;
avallable in their native cloud environment, or require all application®
service in one specific ervironment.

» Integration at the data level: Organizations need access Lo business o0
information stored in different applications, databases, and other info ra
sources. The business information will need to be accessed in an IES dav?
and standardized form. In addition, data will be labeled differently {one )
set may label states as “St” while others label them as “States,” for ex;:::t il
Having a common data glossary and definitions across the environm=
help you achieve consistency. nd

» Integration at the application level: Application integration is “eed.edr:;is
computing environments, but is particularly important and more cha[,le

when applications run in different cloud environments. Integration will

conveniently increase the functionality of cooperating applications Lk
warkload portability, and further support data integration.

#
f
All three types of int“gration benefit from APIs and standards as they ofl;‘ﬁ
resent the points of integration between services, applications, and 3131}3{
Although the innovative and quickly changing world of the cloud means ol F;
and standards often chunge with those new innavations, vendors and = 9%
focus on creating clear interfaces znd try to protect the APIs from chang® "
vendors take particular care in defining stable APIs for the services they pfl‘é

l’:t applications themselves tend 1o define their own APIs without atter?
92 consistent with their competition.

The evolution of APIs ang well-defined computing interfaces has definite frf
perform some types of integra

i lenges still o
particularly when the tion easiar, but difficult challeng 1

Systems being integrated have different data rnodels
ness flows, or sophistication of APIs,

PART 3 Understanding Cloud Modeis

Mutupgy

Responsibility for integrations

The need to integrate is a business requirement, but integrations are implemented
at different business and technical levels by different types of worker. For exam-
ple, service level integrations are typically performed by cloud engjneers who
understand the nature of cloud services. They can judge which i = thz
best for specific workloads or whether independent services can be inuigrats
logether to create a new hybrid service.

Data level integrations require domain experts to undErslfmd the Sl‘l‘ulflurl}';" a.Ed
Meaning of the data that must be integrated. For example, if an appl!mm?‘" r?éeg
Integrated is a banking application, the team performing the integration wi

. ten
to understand banking rules. Once the nature of the data is understood, it of!

H . . ectors,
“ falls to software engineers to implement the integration with data conn

data transforms, mapping tables, encryption of sensitive t_i_al.al. and t:fillozl::-r
Piece-parts of the data integration trade. Then, database e the inte-
ate the schemas, tables, import functions, and other parts of organizing

Erated data into a form that applications can used.

Finally, application level integration is a quintessentially tc.dmlca:l a;::; we'rgilllas
ing for software engineers to look for appropriate application AP stEd li;w et
build connectors or adapters when suitable APIs are not fuun_d. G]:ants Flur e
for application integration usually comes from business mqmmr,?:n u.isualization
Ple, the use of a big data application will lil_(EIS’ need mo.per:]sogbecause mul-
applications to help interpret the results of big (?lata analysls'me a;:piicatian run-
ticloud environments may include different versions of Ehe sa be easy, but may
ning in different contexts, integrating the different versions :méufcren::versions
still require transformations or other processing to make the

waork together seamilessly.

11 be performed by software develop-

As you can see, many of these integrations wi tion problems.

; : se inte|
ers who will know the best technical means of solving thos gra

Integration at the service leve hich service

ize which se
Services come in many forms and roles, so it's hall'd ZDEE;I;;;I:;: :'Iﬂ“'mr' the
integration challenges you will run it BT YONE €508

following examples may be helpful:

" omputing ecosys-
» Storage service integration: Each cloud provider in your € p

i dition, many cloud
tem will offer a storage service for your aspll:::::i |'l‘r: :;[pjulse Pt
i altiple tiers of storage. You e
gt?fd:rfsofgesrt :mc:ssing. while using cold (and muo:hl:»;ﬁc.';1 ?ppplicatlon o
fi .'dag ta that is just being held for compliance reasons-
or da .
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_ vailabe
have good performance if you always use the native Storage sehers

the same cloud enwvironment as your application.

On the other hand, if an application uses storage in a dif v [ikely 1O
ment, there will be higher latency for the storage access, and its Ik
seriously degrade the application’s performance. However, if you hee
another application that is integrating data from both applications 3 idef
performance of that process is a high priority, you may want to €M
designating only one cloud's storage service for use by both applica! at
will slow down at least one of those applications (the one in a gifters
from the storage), but it will optimize your data integration application

in

terant cloud ™

% Identity management integration: Say that you have an enterpfisé 0

application that serves company employees in the cloud. You/ll need aﬂ:';
the enterprise’s identity management system to authenticate thase El (L
ees, but that Active Directory or Lightweight Directory Access Proto© er.f
identity system probably resides in the enterprise’s corporate data ik o
that data canter is part of a hybrid cloud, your application may be g m
the on-premises identity management system directly. Otherwise. you he
need to find 4 complementary identity management service in ore o

.pre
douds in your ecosystem that can run as a remote version of the on-?
identity system,

» Dlaster recovery (DR) service integration: When you set up Dalsepﬁd d
your doud ecosystem, you'l probably want to have all of your repltcawaf
stored in one place. If you use the DR services pravided by each dloud

; Sif
| Gcosystem, their default action will be to store your data in their own ¢€
! nated locations, At the Je

data in the same locat]
DR service to handle
of those scenarios is
solution or build oth

ion. Otherwise, you may need to designate one doh
all application data, assuming that is possible. ra
possible, it may force you to find an Independent P
er integration solutions.

kitegration at the data level

Data integration is
nesses need acce
whon Mmanaged
depth. Here

| # Data tied to diffe
| These segre,

5% W all their data in a consistent, easy, and integrated ur{ae
o by separate applications. Chapter 1, discusses this o)
Some of the common data challenges:

*ent applications becomes attached to those application®
g “Bated packets of data are often called silos.
| Bﬂﬂﬂg a CD’“SiS[!nt a g x -

requires access tg eachn: comprehensive view of data maintained in silus

Pplication’s data, transformations to make it

PART 3 Understanding Cloud Models

probably the integration you're most likely to "’quile;r

fof
v

o

o2

§
ast, you'll need to configure them, if possible, ©© d*
el

o

¢

f

. ications
consistent, and a way of storing the integrated data so that other applicat
canuse it

» Generally, you'll not be able to stop 3pp”mﬁ°n.s wiieysl acce;sls ‘anddal;a while
transform their data, and applications will continue to change their
you're accessing it.

integratin
» Al ritical data must have a single source &f truth. In mhm;ﬁ;dt: i e
data must not obscure the primary location and accuracy © :

As you can see, integrating data across a broad set of applications and their data-
bases can be a challenge.

I"t@graticﬁn at the application level

SR\ S )1 ical expe-
Application integration is a long-practiced discipline with !t‘:xstoifst:;hhr;si“m‘a
rience available. Techniques are the same whether the ot tential number of
center or a cloud environment. The difference here is the ﬁticloud ecosystem,
environments that are involved. If a company has m;:_.-;ted i mises, in a hybrid-
applications that need to be integrated may be running on Pre i

cloud context, and in multiple public clouds.

. iness processes. For
Many application integrations seek to extend or mﬂg;g:‘:g‘l“tfmers, but the
example, consider a retail business that extends ctr:ela plication would checlcto
initial implementation didn't include a step where bel;ore extending the credit.
verify the customer’s credit rating is ina good sha.Pe ency to provide that credit
The application needs to be integrated with a Fredit aices <. Applications that use
rating check. This step changes the credit business [V rocess will adapt those
business process rules to guide the steps of ah btf:?ifeippucauon uses formal
; s e i ed
rules ac f the integration. However, W ice wi e to be integrat
husin::‘: I]‘:ar(rml > s rules Dflr'laﬁt, the credit rating service will baw

with the retail application.

" to have made a
Companies thalt embrace 3 multicloud ecosysterm aru‘:ghclllj}.:):i. That means the
significant commitment to running theix busmei&': ;:e cloud, likely organized 0

: jcations . t

5 manages many application ific independen
aﬁﬂ’ﬁiﬁﬁi?fﬂﬂuung environments, to suit the e mrieting probably a
business divisions. For example, finance, HR, sale‘;. will have its own needs for
have dedicated computing envimnments.'a.nd :?;ay be running their workloads

= dedical . : se division age on
_apph}c‘aygo’ré mte%;::m:érsh‘;;: ::flr.tlr ;mcessing in the cloud, but R SIE
mna rid con ' AR i ents.
Premises to meet regulatory and auditing reguirem
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» Deconstructing cloud concepts

This diversi : '
found in s::gi:iﬂe‘:::nmnmenls and applications creates some Fhﬁ;}g"
i onment computing contexts. For example, in SEH 9 D pool
e ?:-.?VT,?' a company may replace its legacy on-premises applic®l e & n::fr?z: ::ﬁ e T
ST r;d"g of the same application, but the APIs may difter betwee”

ity aaS versions. Previous integrations involving the UD’PW » Evaluating the role of the data center

may nmr:;n:yn:? workwith the Sas version, and even if they do, th in® o

between the Saas application and other on-premises ™ » Finding out how the public cloud fits
and whén the private cloud shines

trols 3%

tions, requiri
' -
1 Fequiring networking and perhaps new governance con
rsion-

may be running wi :
g with a different identity than the on-premises V€

Other iss T 5#
es may arise in a multicloud context if independent ¢louds ) H:P‘M Cha
s Pter

D ——

application. A b
usiness may set up a configuration like this if they'r® A

performance be
tween clouds or are developing portability controls 5.
pliu‘.'iluan ¥

application car i |
Bovt s I;l:g'::s:’fy moved between different clouds. If the ap extsi »
those other applicati e with other applications in different cloud cont :]"& s .
ons have different versions in other contexts, additio” g nfraSt ructu re
95 a Servi

will be requir
ed to ens
€nzure the integration works in all contexts.
iy
st known of the cloud computing envi-

|
! . ) nfrastructure as a Service (Iaa$) is the be
ronments available for deploying service and software. Iaa$ is the virtual deliv-
. c. ery n.f computing capacity, Storage, and networking services. on top of these
Omputing resources, customers can install operating systerms, create DevOps
environments, and huild applications. In essence, rather than buying and install-
ing hardware in your own data center, 1aa$ allows companies to rent computing

re
sources on an as-needed basis.

s, its capabilities, and different

needs.

ew of Iaa

In this chapter, we provide an overvi
rt changing customer

approaches that are emerging to suppo

’ U
nt:Ie“"tancling laas

As its name implies, Infrastructure asa service (1aas) is the foundational infrastruc=

ture cloud service. 1aaS provisions compute, storage, and networking services

| through either a virtualized image, 3 container or directly on the computer Sys=
tems (also kriown as “bare metal). Organizations that purchase Taas typically

agree to a pay-as-you-go agreement for compute, network, and storage resources:

v
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8%,

down
'Fhe advantage of 1aas is that a business can scale resources e an!du front aﬁ
INg on demand. The scalability of 1aas differs from the lYP"“’ ;m?”{
expenditures for on-premises infrastructure. In addition, 1aas gives et

: ha
ﬂ,e’dbmw to experiment with new proofs of concepls without lengt
SIVe procurement processes,

n
An 123 service is designed as a self-service environment. A customer :';‘:
7€ a credit card to purchase cloud infrastructure, such as cnml-‘“[; oﬂ'“”
ST te typically charged based on the amount of resources t A
?md how long they want to use those services. A consumer can have P
st e of a service or simply use an instance on demand. Whe?P 35 maF‘*
Stops paying for the service, the customer loses access to the [esource> ¥
vate 1aas, the environment is controlled directly by a company's TT "rﬁ:ﬂw#
tion will have direct control over things like security 3_n ot
fesources. As TaaS becomes commoditized, many bus!
rchasing blacks of compute resources at a corporate rate: .
Access o nlﬂ;y
(ADIs) t:’a:“::lljs Is typically gained through Application ngl‘-lll'l“.ll’;isc ol
compute I‘l:sq:::n‘c‘ the underlying phiysical computing resources- lm"“edw
underlying ¢ ETL‘E‘s intlude details like where those resources aﬂ?“aﬁoﬂ, i
1aas, yay wppic;illlhng svstem and tools, scaling, security, and on:hf:sew .ﬁld
vices, such o se|y; Ssatea virtual machine that works collaboratiV g
im‘plementatians h;svean:::hz?:lsioning. hilling: a—nd mar;nger:::iz-wu ap ‘é"l
M3y use a hypervisor O suppaort [aa$. Fos example, you S it
ENVironmeny, Or a container to create isolation wit

The IT organiza
access tn what
focused on py

1a-intensjye m“ﬂksﬂ:unlv and governance, Likewise, if a team 15

[
Avari f . 311 y
same.e;z: n;::d o7 offer many different options for 1aas, and they'ré m:;p?hr;y
tion that C'-lﬂmtl for example, be experimenting with developing 2 new : e
Inexpensive Taas ¥ has no strategic value. In that case, you might sele‘:the[ 113’[;
your urganizalio:ﬂm little security, support, or management. On the o* tio? i
TAUITeS 3 high ey o v 2 “6INE private client medical inform? )
i
lity. S Workloads, the infrastructure has to supP?
If a b“s‘
eSS pref, >
“bare €73, rather th g s can P00
etal” . an purcha t cd
ers thas 2 135 services, Baremetp 5€ a virtual machine, 1 g

enb | Te Plovision, i
::ti:e T 2long with gy, ual customers, Users are given acces’ b,
luﬂ?l does not incl:d "aBe, networking, and other physical resourc® oy
T&), ang Entira Servers 2 mulnﬂemnw (the sharing of underlying infrd i U‘ﬁ
memmtam of bare :::tgjm"hamd to customers rather than virtual ma‘cﬂ
B that pe 15 that the custome: trol the entire
level of mﬂtru? ormance ang r can contro :

Security ca havil
Comes at ap, increaseq gst n be enhanced. Of course,

al ¢l o) a sl rf‘
d 10 individug oud services are physical, dedica™”
‘
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i rm that runs a
BB it chond wcsion of  bankwars S0 D0 98 asg:::ro services, and
complete software stack, including an operating SySKih
applications.

i o ive to
Upon introduction, cloud laas was immediately seen as a mric\:ﬁa:;t\:li:vper-
physical servers, much as virtualization and virtual m.achllncss o imrart
ceived before introduction of cloud technologies. Hawe\;’er,! aa. o ;jramaticallv
advantages over hardware servers, including ease ‘°f’ ep Ur{(?;turés with opera=
shortened deployment time, and replacement of capita lmq;emm i
tional costs. Further, laas was essentially a drop-n rep ':lc tars, we discuss how
hardware servers being used at the time. In the ncxri f:\'\-rﬂe :;Pa se:'uice (Saas) and
other cloud computing environments, such as Softwar e nd 1425,
Platformy 4s a Service (Paa$), provide alternatives that go

: i uting resources
and 1aa$ in more detail, cover scalability and other clod mes when working with
forms, and discuss the financial models you'll e“‘:;"':ld s )
1aas. We also provide an overview of the major laas clo

EXPIOring the Key Components
Public Cloud 1aas

soneering work done by
Public Taas services are very well known thanks Eo t:: }:::Di?s eaﬂsdays‘ S
Amazon with its Amazon Web Services (Aws)fbuslgct hél odad i askif:g
had created more capacity than it needed am.:I on:;n o T need tue el
it 5 e CaI’ﬂ.ﬁtY- g service that launched the cloud
and th tunity and created a commercial Taa et i Batore
senric:sugcf}:m:nl:::iil market. AWS was the first cnrrtrln; B b oW v bl.lSI’-
AWS was made available to the public,'Amazun }is;;l d: D R ened by e
ness. By the time the public started using AWS, 1

internal use of the service.

sed by the
ilable, business users were impres itself. By
W}'aen JEW s gle;l: r:a:zea:xlr:‘:\iﬁng facilities ulsed t:ﬂ A:;:tz:;,ers could
Sbllity to get access & | servers, or VMs, with a credit ;,m.'m applications ot
i e to a virtual server and run et re accustomed to pur-
Jhragtely e acces.: ms. Before AWS, business_"sers ‘:reniy,atioﬂ. which could
build new software '5951 g i:ysii-‘al servers via their ﬂ‘fﬂ?room in the data cen-
dumigac provilaf B I;‘c:ling on IT's backlog, approve’ | computing resources:
Pl wveks CLIHERE F 0 d associated with using physica ent and deployment
ter,and all the m:he; ‘::::hijzd for physical machine prOGMEARE
With AWS, the tim ki
was compressed down to minutes.

ructure as a service 100
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sinesses q’jﬂ

andd“d'
ifIT ea'"

Quickly i g .
mww:y;“m““l“““"s- improving services and offering addition, bu
leverage cloud providers to improve and accelerate the

opment practi A
[ollawingp Stq-i::es' With the new cloud capabilities, businesses took SO

» Retail ; padky
o ne:;:s:"s moved to the cloud so that they could provision mare &
hardware th:nng busy seasons without having to purchase additio

twould sitidle during quiet times. Think about the cOmPU®

power needed to me.
et the demands of Black F r
o i it ck Friday and Cybe Mo

» 12aS has bec .
ome
from software d "‘:J backbone for many different cloud use cases rang_ll;ss o
many situation evelopment to the foundational layer for Saas applicati®’
so that they wks’ modern applications are being designed to be cloud M
€ advantage of all the built-in capabilities of 12a5.

» Develg
Pment activities w esk
, 5 were moved nent, U
and staging environm, to the coud where develop’

and then eq._,a“quc:ms could be quickly created, provisionec, and vse
have to be purchased Iy removed. (Previously, additional hardware :
ment teams bagays and used and probably still shared between deve
-0 duse of cost management.)
M on the we|
CONsumers andbéiT:b‘le app mmpanits have emerged as important [ooiuu
Ness users alike. These new, mobile app developer® €

ha\.‘e ney;
© never afforded th )
rapidly expanding usereb::ysss ical infrastructure required to handle the!’

In the eark

i y days of
vendor mighy olte ::‘:d Iand 1aas, vendors chiefly competed on price: 2 od‘r
;“z:hfm with an offer zlr';z[f"“’vmu for $0.20, and a competitor WO
tiau: Ocused on value-add ca Baiﬁs- the cloud market has matured, V" '{ff“.ﬂ'
2 bns t"ﬂs on artificial j pabilities. While pricing is still important,

Pabilties are oy e " eligenCe and data, security, and industry- T,
nw"’“ﬂ;_‘f-t"-nesu are slilllt’:i}lli;n;nm addition, pricing models have evolV® E,,ddq

*“Cmultiyear contracts wis r::e!:;l:;i consumption basis for 1235+ !
vi cing.

The h
ardware architecture of public cloud?,

Perhy
e DS the foremost characie

na 5
v Cloud L
comy oud py
o
; v Cloud tech

T ieS0Urpeg echnologies alsg rel &
;S'E in the cluudzctu::ﬁm y on their underlying hardware (0

1€ Cloud provider, w
- When

st[rlsuc l::nf the cloud is its virtual and high!¥ dl;#r)
X do‘:fdi ow public clouds are different than P YJJ
do offer different experiences than Phrg""yl
P
- %
mf;nc‘t;st:mem. For example, each virtual mach* zﬁf
Physical server in some data center man? {do

you s 3
cale your virtual machine to have greater §

tanding Cloug Models

additi onal physical storage is made available to the physical machine that hosts
your virtual machine.

Em‘f cloud provider depends on a physical data center Lo run the physical comput-
ing infrastructure that, in its virtualized form, becomes a cloud. These cloud provider
data centers are enormous so that they can provide the vast and scalable computing
resources used by their many customers. Just as traditional physical data centers are
overprovisioned to make sure enough resources are available when users need them,
cloud data centers must also be overprovisioned to meet the needs of their custom-
ers. While overpravisioning always implies some amount of unused hardware, the
virtualization used in cloud data centers keeps overprovisioning to a minimum.

When a customer selects a virtual machine to use, they typically choose the type
of processor and its capacities (for example, SLOTage, networking, and so on). In
response, the cloud provider selects a physical computer in the cloud data center
that matches those characteristics and hosts the customer’s virtual machine on
that hardware. The physical characteristics don’t have to match the physical char-
acteristics exactly as the virtualization process can mask some of the physical
components, For example, one might select a virtual machine with an x86 CPU
architecture, 8GB of RAM, and one network connection. In response, the cloud
Provider might select a machine with 16GB of RAM and two network connections,
but hide the extra RAM and network connection. This machine meets the cus-
tomer's specification and provides some additional resources in case the customer
Needs to scale up their RAM or network connections. On the other hand, the Fluud
Provider will almost certainly select a physical x86 machine to back the virtual
machine as processor performance must match the customer’s request exactly.

Cloud vendors are increasingly offering specialized hardware for specific work=
loads. For example, Graphics Processing Units (GPUs) are often used to cft_'icte.rnt!y
execute machine learning and artificial intelligence (A1) workloads. Organizations
that want to perform Al often seek out cloud options that are designed for Al-heavy
activities. Likewise, IBM has made the mainframe available in the cloud_ for large-
scale transactional workloads that require high security. A cloud prm‘i_':: = da:.
centers are a super-sized version of traditional physical (ia;: ::fl:zf; ::rse:;: 03;

more types and sizes of hardware to meet the combined ne
lization on top of all computing resources, and you

cloud consumers. Add in virtua! i s onments
can see the tremendous size and power of cloud computing envier i

Virtualization .
the fundamental computing resource

In an 1aa$ cloud computing environment, iomal physical data cen-

that customers use is a virtual machi s e ashin i ;ad;:::l Of course, network-
ter - resource is a physical SEIVEs o
»the fundamental compuCH - nents are also present in physical and

ing, storage resoarces, and other compo
cloud environments.
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Just as a hardware server needs an operating system at the found3to? g
software stack, so does a virtual machine. (A software stack refers tot
;Ofmm from the level just above the hardware up to and includiﬂgdl#
s:fr:\)gfiuSl as in the physical world, operating systems in the cloud mumﬂ-g"
and Ub:d:ms various releases of Linux (such as Red Hat F'nwrprlscﬂ“gﬁ”#
liks thenr:){ and ‘“'.‘"f operating systems, such as specialized 0perd e
a"'allah!eo: nframe’s z/0S. The fact that on-premises npcrallﬂgme
i m:lhe clnud'is not a coincidence; businesses want the 2 e
the sa on physical hardware as well as virtual and cloud b2 oS @
[ operating system work in different contexts allows applic? .111‘4

moved between tho = : » cloud
of the software s:acie environments — one of the promises of th alv

includes middi f lications, and?
softwa eware software, applica '
¢ components found on servers in physical data centers.
When a ) ey
cally sp::i}:‘:;:nsumer selects a virtual machine from a cloud pmwdcl:llﬂ‘f#gﬂ
ing the charane:;wer characteristics they need. This task is very mu¢ (¢

tics of a physi : he procé [ﬁd
type and machy physical server. Most important are the P P
ine size. Because cloud virtual machines are run by physlfd,{’#

sors, chaoice of

a physical virtual machine Processors is generally the same as wh

Physica setver. However, cloud providers don’t a! document exactlf
Vsical maching jc used to j on't always

mplement each virtual machine they offer-

In fact, the

1 u'end
tal machines poems (o be that cloud providers increasingly charact®
best handjeq br;o,;,hy Physical b
Beneral € Virtual ma

o
A%
rkloads ‘h“ﬂ"’
T;l:ld and CPU names, but by the wo e
Purpose, C nes. Typical VM designations inclu o
storage optimize, d‘::f:(l;ute Optimised, memory optimized, databas¢ Ohl;o;ﬁi‘:,
instead of reerrip, E Braphics optimized (based on physical GPUS)- ot
CPU is virtya) an;ﬁ, 2 CPUs, often the term vCPU is used to emphasi?®
erefore more general than a physical CPU.
Fof
m%z:'i:st te describe their VMs for good reasons: P
also f, description of the vmve in the marketplace quickly, and frequen
e Orce users ¢, Iesearch type can be confusing to users. Frequent e;s”‘
o ‘tesledl::; ﬂne\? CParchitectures, More importantlys usé
i5 whas 0N the v, g, 2:‘“8 VMs that meet the needs of the s0ft¥, ¢
is mO:: m lsers Wan;. H:ﬁ;actenzing VMs by the workloads they haﬂﬂad !!'f
1y to ocediy; 8 Said that, characterizing YMs by workl® ¢
try-level VMs, while expensive p
Name stated as users are imfeSUnal l"a:
ssured they’re getting exactly wh ziﬁ

S Want to advertise how they offef
rdware,

= T smaller ang en
in (i s ave CIr brand anq mode]
e e m"::lces and wan tq be :
el . tases, cloyg i
Breatest underty;ng phym‘ﬂ:
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THE BENEFIT OF SERVERLESS ;

Serverfess computing is a technique offered by cloud provi_der; that enables codee::cl:em .
executed by dynamically allocating resources. Instead of having the developer s L
specific resourcas needed, the code runs in a stateless (no hard connection to a spec
Physical resource) container. This container service is activated by events, such as a

database event, file uploads, or the request to schedule an event.

: 't ions),
Gloud providers,including Amazon AWS (Lamdal, Microsoft Azure (Azure FUrere |:J'= &
and Google Cloud (Cloud Functions), all use serveriess functions to SUPpO
Therefare, serverless fs often called funiction as a service. "

ipate the
One of the benefits of serverless s that the developer does not have o an:-:g:asendces
infrastructure sérvices needed. The functional sen.'lr.e. e preci'serr]::'ost beneficial
are being used and only charges for those cloud services. Sarverless smJ s
when used in conjunction wiffi microservices. (For mon‘:‘dmIls onmi
look at Chapter 3.)

jcally also
After a user has selected a VM by workload or Pl‘l‘""’l':a; wp;;:e:dgpwordys like
need to specify the size of the VM. VM sizes are often desc N o sigsd e Basd
micro, small, large, and extra large. The differences be[w-eerhe processor, quan-
on features such as the amount of RAM, number of mmzst u:a D ey — 1o
tity of dedicated storage, and somelimes memory and I‘:dosti drives (SSDs). Of
example, spinning hard disk drives (HDDs) versus SO e o
course, more expensive processors and larger VM sizes .

Elastic resources and services e
ical machines,
Although cloud virtual machines are implemented on“gh::;::ial B e, %
resources like VMs have capabilities that go wﬂ{l beyo O el larger oF
3bility to pravide elasticlty by sea e a.utamancallg;r!d capability for most cloud
smaller performance and storage capacities isa stal:“ T s touse i cloud.
vendors. Cloud elasticiy is one of the PO o nger memory, storage, and
Elasticity provides dynamic scaling of pﬁe;sg;ﬁolzg o, e atically handle
tha
other scalable computing resources so
higher or lower computing demands. 7 o
3 (4 ]
iti dd the ability to sca 4
2 ization capabilities tha't a nysical har

lc'; ) :m doud,:s ﬁ;‘:r:::;; virtualization hides e wmmeﬁgzi:goﬁ then exposes
W:;IE’;:;:;:M;GS until there’s a need o scale mem:é grow. Other times, virtual-
e o e ey T i

a
ization may deliver scaling by moving i
ice 113
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to a lar oe "
o E:"wﬂf smaller set of physical resources. Often, moving wor ast*
quickly and does not degrade the performance experienc

es;‘;‘;“‘:oi

By skillfull e ‘
e w i | v A
Google are great eﬂmple:_ry large loads with excellent performance

Self-servi it

Service provisioni ng
Before the cloy
running app]jc: L; :fheg C'mplcryecs of a company needed computing i
the hardware fmmn:!‘x eveloping software, or some other task, they ¥
requirements of the h:irrdl'r dep;mmem. The request might include f‘fng
urin, ; ware, but IT . curinf
8 and deploying the e ors. would be responsible for pro
That made se

ns 2

ferent activiry fh\::en purchasing and deploying hardware was a CDI“P';#JK’
from the cloud js 195:5[“8 ll‘fe hardware. However, acquiring viranI 9‘
applications are easily complicated than making a hardware request of [t#
the hardwar accessed from the cloud, and developers know m? bf'#

e they n
by aceyu_ged than IT does. So, now IT usuaily doesn't N
chee Auiring cloud applications.

i

%
=

y COmM
EmN(,yEupac’;i:Sb:an now streamline procurement of theif ""aﬂ;“ﬁ"
S applicatio empowered to work directly with cloud proY P
TeSOULCeS that will qe. - 1€V Need, a com ,ﬁ
technel, t will drive the; » and developers can procure the £ g
who 1.:1;1'3‘F Managemeny stillr DevOps and develop-test-deploy activite® e
e W provide the seryices have a role to play in selecting the ¢lotd P uﬂ‘w
th Plates 5ng standarg most suited to the company’s needs and in b C‘d
aerfdoud' IT was ofte * o computing best practices. Before the em i
s thers Model, "I"::a‘;:‘::::h: of as a bottleneck; !:Iowew.'r, with t dwl#
se slower urse, so.::"; Se“'im'f and then allow teams ac ef"y
than worjy, ‘o repgay °"Baﬂizat-T Organizations are still seen at pott!
require spec. L tie business 10ns are often in a reactionary post™
Specific cloyg lechnnlogi::os help understand team needs before em?!
2 mmple. a comp

ees to follow any can and g!
Y, im:ludlng which ;0‘3:16 create a set of business rules for "T

of-breed Saag
li i >
have been dete::?inztiu“s viable for ul::m ders can be used, selection “e !
business rules shoy) fo be the best £, company, virtual machine piofi
beneficial t dbe mage r software development, and so 0 wqu‘
the right Se(;\‘:;:‘:??:n:- If these tech:zrr ihvolvement to ensure the result* a’iw
nd resg ORY decisio jme
] L - Urces ns are m ft
will be easier. In this way, w:ﬁ:::ﬂcting the right mchn:i eg;h::fhz right n}e
S satisfied. The bus
iness can control €

o
v
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‘M."ikn

a_nd reduce capital expenditures, and business units have the freedom to avoid
time-consuming processes that slow down the ability to get the job done. )

Service level agreements (SLA)

‘_M’““ you select computing resources for use with a cloud provider, you're enter-
Ing a contract to pay for the use of the computing resources you’ve selected. In
return, the cloud provider is committing to pmv{de the resources, and the cloud
provider generally backs that commitment with a service level agreement (SLA).

The SLA can take different forms and make various Jevels of guarantee. At the lfvw
end, cloud providers might simply state that they will do their best to provide
£90d service. If consumers are willing to pay a premium price, they may be able to
"“'Erage a mirrored service to minimize the chance of service interruptions.

A typical service level agreement states what tie provider has agreed to deliver in
terms of availability and response to demand. The service level might, for exam-
ple, specify that the resources will be available 99.999 percent of the time and that
more resources will be provided dynamically if greater than 8o percent of any
Blven resource is being used. '

g the level of performance or availabil-

LA will be of value in working with the
me form of

1f consumers find that they’re not receivin
1ty that they’ve been promised, then the S :
cloud provider to rectify the situation and perhaps receive SO
compensation.

SLASs are also valuable to consumers who are using [aaS resources to bml{:l m:.tt-
ware that will run in the cloud. Software design must consider the acmedev:l n;
performance, reliability of the cloud, and other resources Lhi'll will bt; us ;ured
SLAs can provide that information. If the cloud resources don’t meet ereqecd =
level of performance, the software design or the choice of resources may 1 s
be changed. And if the Mean Time Between Failures (MTBF) of cloud g—s.f“wm
isn't adequate for the business obligations of the software, then sm;ut:||r a;e ﬁe -
definitely have to be changed in the software design. Remember, 50

built for the cloud should itself define SLAs for its consumers.

Metering, billing, and licensing
puﬁng resources

Obviously, consumers generally have to pay for the cloud ;?:Eud resources are
they use, and there are different models for how ‘1,'& v {:i ns, we discuss the
measured and how consumers pay. In the following S4¢ 01-;:—:-'.'ripi:ion models,
pag-as-you-go model, the licensing model, saas models, o ew models can
and even free models. These models ren't defined in stone,

emerge, sa we discuss how each generally Works.

e

ice 1L
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@ As with any finanecial matter, you should familiarize yourself with the

its financial model, and make sure you read the fine print.
RIMEunry ’

PaY‘as'YOU-go models

P“y‘u"yﬂu‘qo is the traditional cloud computing billing model. You

sclf‘":w:

e i time
source and pay for your actual use. The cloud provider measures the nf"‘d

:;:]Uﬂll:r using the resource and calculates which optional features or
racteristics should contribute to the cost.
For example, you may h
memory to a higher cos
consuming,
cases, by th
Tesources 1

ave selected a VM at one price level, b

© second. Then, you're typically billed on a monthly bakel
sed during the previous month.

This mode) ma
also| . : if you
be using a clo y 1ave other features within it. For example, if Y0

d
offers that ¢ d resotiree for a long time, check to see whether the do',“"
e msourwl!?g-urce at a lower cost if you're willing to guarantee YO“}BL'

© that longer period of time, which is sometimes cal 3

pricing.
e :r[ ;\loilernately, a cloud provider may drop the price of a resouree ®
use it long enough to qualify,

Licensing mode|

The licens; a
well unde:sgl;nozde‘i'izr software used in an on-premises traditional dat
efined periog -wmmﬁurchase a license for using the software for 8
licensing plaps 1, Y at least a year. Cloud providers generally
rees. The pay-as-you-go service would

or cloud re
cost less if ’ 55,
You didn't yge the resoures for a full year.

Hﬁwevegl if ) &
b Center, bup t::: ;:”13;; tehased a ficense for using software in your Physlcalid“
42 Use the cloud version of that Sﬂf'-w_am{o -
transfer the license from the physical Versl?nnzﬂf b
Y not in the cloud, but planning to be, 1*

vendors wij) we You want o
clougd version, 1§ vou' u
Worthwhile o exami

Vendor's license all

REMEMyEy

e curreny)
NE the softwa

- re you' : whe!
OWS moving you're currently using to see

your license to the cloud.
S2aS modejs
Saas mode|s
chapter. por
is selling them an
and billing schema

are a bit gjffey,

Prody
may be comp]
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ace”
omé
on’
pres!”

one thing, Saasem than the other pricing models we discus® ¥
Cls may not be owned by the cloud wadl'
etely separate from the cloud provider’s ¥

ut Sﬁﬂcd':;

¥
1

t level. Depending on the type of cloud res0 i‘lgf
th i on " .
¢ vendor may count your usage by the hour, minut€ “c 4

i
o

Py
b
s

t!""

o

I

v

rl‘ii
e

hL LT

: : d
For example, you can think of your cloud provider like a_muzg;p:‘ﬂl ‘:nfsie;;-
through a cellphone provider. You pay a monthly fec‘l‘nr voice, Sl
ing. In addition, your credit card may get separately billed fol_‘ap'? i rispunsiblﬂ
load or subscribe to. Like a cloud vendor, Y°“fcellph°ne,pmder o
for the way in which each app chooses to price its services.

s i . The:
Likewise, Saas vendors have great latitude in the pricing of :?ci;czitmr:r sub?
may provide a pay-as-you-go model, but they may use 3 Y87V \ 0 T oion
scription model. You have to look into the pricing model 0 ans;mld w2403
you're thinking of using. Don't assume it is the same as other ¢

Subscription models

Subscription models sometimes apply to Saas applica have also been used in the
tions that have been moved to the cloud. Subscriptions ::n use qualifies the con-
cloud for cloud services — for example, when long 'tf_ o price.

sumer for a lower price than the prevailing pay-as-you-§

cation and on -premises applica-

icenses
urce software (many apet‘;;sou‘;‘;:; ;c;:in-
bei means of bun
Prohibit open-source applications from bpzmg sold) asa .15 s i il
ing or support with the software to provide revente to ol
vendors are increasingly looking for ways to create ar;r B e
Where they can receive yearly revenue from each customer,

a means of doing that.

Subscriptions are popular with open-so

rea-
exist, and there are
Subscriptions are not common in the cloud, but they do

sons that they may become more popular.

Free models :

Free models may seem unlikely in the 3 ute resou
vice requires the use of various cloud COTl:e introductory ot hare.
a big motivator, and some vendors uffle! X 't yet gained significant |11ar.l;efl s fﬂ s
en or free.
especially i ucts are new and hav often offere
E\fii:lc?c:\l.\yrel:fll.:‘lebl:gzess and enterprises cloud resources are

minimum, any cloud ser-

oud because at a free is always

rces. However,

e
. ione COmMMONn limi
P anied by limitations. & ve your
) ised if free usage is accomp ability to sa
zﬁn kb Sf.urpz::di:ldmie a reduced feature set, the lack of
ons on free

i i free use.
work, or a strictly limited duration for the

Costs

In the fast-moving worl
any specifics that we W
published. However, W

d of the clou aus of that,
I.'Iick.l'y. Because ;
d. prices can change q ;
ul mEnﬂOﬂ may be DbSlJlEte by the tim#é this bOOk is
0 d

t costs here.
can make some general points abou

sh astrucil a ervice 7
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oud Providers

The cloud i
nfrastr
CIOur.i providers h:::utr: r?rarluzt is very competitive. To succeed in this P4
specific markets, md!or‘: er bcr‘tc_r features, higher pcrfﬂrmancc.t B o
ower pricing. Over time, there will be new prict ﬂl‘ﬁ

els and new
- services optimi
security, or data. optimized for specific requirements, such as

Also, Moore's Law
block of computer
18 months, Since
it is not certain

origi "
gty doubed indensityand decreased in o5t P
. ® hen that eapse time grew fom 8 moths 1024 M5
I Moore's Law has co pace will be maintained in the future. RE6¥ P‘#
Power and drop in prlce“““Y predicted the continuing increase in o
€an be positiy s of computing technology, including the ‘]"Udﬁw
ed

i e about

price of ] uture trend

computing for cloud consz’r::: so far cloud technologies have !
s.

Prominent laaS

The followi
ng quick th

YOu an aware umbnail of th

ness of pro e current im jders

Prominent faas cloud vcndgfﬁn:::; :.::j C;OUd P:“”
r focuses:

| ofothe : purp .
| ol <o i 05 ) .
| T services, With € cloud provider offers laaS and a vast I'll-"'“b":Ir

worldwide clg the largest e
products, ud services and a broag Z:t{ Ioz;as market share, Amazon P'%
resources, services, and gaas

Microsoft
Azum: M
| and priv, iCI'Dsuhor_r . ,
b Private cloud services, ¢ ha‘:’: A consistent platform across both its P“bmg{.
! mle Clous Hatform: 8rowing acceptance in the enterprise }:
| are Products and «. Soogle’s cloud, like Amazon's, runs Google's OW"
70n’s, runs e's
i TPe E galoiy i g:‘?ztemergiﬂg st"‘"I:lards.c;‘t;u:h as
I1BM Clowd: A ‘BUaction in the Entarod ;:: the ‘:‘PEn-soun;e it
“Astalwart rise market.
o of ’
asr:fuﬁng in&amﬂure‘-;nlerpﬂse computing, IBM's ¢l ) 58“’8
| r-pmm“g bare meta| ervices on both its public 4 oud provides the 2
5 OPenShift as s kuperrrr - " SErVices. 1BM cand private clouds a5
ubernates °""93Uati£>.'1 !ayhas standardized on R
er.

ary of Chine

With an o oro-comMerce platform, Alibaba offef®

: This alf Hatfocus on the Asian market.

erand “Purpose cloud is focu
inthe public daug, 5

Alibaba Clo

i ud: A <

| asuiteofeloyg ser:‘;:mi

. s
» Oracle Cloud:

the data ceng
ed on enterprise clients in both
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: els

Th

Lh:gl;ﬁv?tf! cloud is becoming increasingly impo

“ag ?;uuly, self-service provisioning, and manag
ose services behind the firewall.

21:}1:';[;: is changing and becoming a ¢
aind Circum not surprising that one size
vesour mstances, companies are looking to trans

ces so that they are as flexible as the public cloud.

l:l;l::;a:uer days of private cloud, it
automag'lce provisioning as a service wit
the pr'wal:m that made computing easier to manag
ning to r_f} cloud did not resemble the ﬂex:ih}iity of
Istio, and ange. Tl.'lc advent of standard infrastructure,
|m:n; standardized APIs, is changing the na

asingly, vendors are leveraging the same technol

DiSc =
p:?ve"“g the Key Components 1
IVate Cloud laaS

rtant to organizations that want
eability of the public cloud but

ore to the business computing strategy. It
does not fit all. Depending on workloads
form their internal computing

was common to simply add capabilities like
hin their data center. You could add more
. However, at this early stage,
the public cloud. That is begin-
including Kubernetes,
ture of the cloud (see chapter 6).
Uitous § ogy services that are ubig-

us in the public cloud and making them available in the private cloud. This is

happe“i“g in two ways:

e identical cloud environment to support

» Public cloud vendors are creating th
ddition, these vendors are

a private cloud within a customer’s data center. Ina
offering these services as a hosted option.

sed server implementation of the public
In this situation, the vendor imple-

r and controls and manages the

d, the vendor takes

rs at the same

» Public cloud vendors are offering a clo
cloud that resides within the data center.
ments all the cloud services within the serve
environment an a day-to-day basis. If an update is neede
care of that change. In addition, the vendor charges custome

rate as though they were using a public cloud service.

on of public and private cloud services for
ent, aware of their governance respensi-
d behind the firewall. Sec-
lic cloud either because of

Customers are interested in a combinati
two key reasons. First, senior managem
bility, wants to ensure that certain workloads are store
ond, many businesses are not ready to embrace the pub
cultural issues or simply because of the lack of trust.
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Using laas in Multicloud
| ! As we move o 3 M

lC’Chn' 5
for cloud native ical architectural foundation based on common * = st

! and K
| business. The adup:iunuT?ews' you can now use a variety of clouds ¥
norm for a decad of different clouds in different business units h;sbfﬁ'ﬁ'
ﬂ publj €. Renegades withi ; o eei ) thelf
ol ¢ cloud services, and r in the business defied I'T and bought n{dﬁ‘
i COmputing methods, I' had no way to force compliance with thel?
‘r . ta IT m
f business units ang - nagement understands that it is better o muabﬂ“‘iﬁ
v E;Eﬁ:r;hllds. This uan:ing;”;:ght and management across multiple P ”‘#d
s, com . as accelerat i : tion ¥
I!J o mon services, and ApTs. ed with the wide adop
N
value A
q of multicloud is clear:

»
| The potential to move workloads
| » The desire 1o 5
| Preferences

om one doud platform to anothe’

place workl
oa
ds based aon corporate requirements 0

»
The need tg control costs
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erstanding Cloug Models

» Discovering the

important
characteristics of Saas

» Looking at multi-tenancy and its
benefits

»» Finding out why multi-tenancy is
important for Saas %

» Understanding the economics of Saas

» Knowing when 5aas$ providesa
platform for additional applications

Cha'ptér 9

Using Software
953 Service

re familiar with using [aaS (see Chapter 8),

familiar with Software as a Service (Saas).
are first introduced

[ [/hile software developers 2
'/, | end users are much more
© | Softwareasa Service is theway many business users i .
to the cloud. For example, common consumer and business applications 1|k_e slack,
Google's Gmail, and Office 365 are Saas applications. Many saas applications are
designed to implement a gpecific business process — ranging from accounting to
customer relationship management (CRM), collaboration, and. human [‘2501'11'(‘3
management. Business USers have increasingly found th‘at SaaS a??lncalt:uns
Tepresent a more manageable, flexible, and secure alternative [0 tradltlzngt t::;l;
premises applications. At the same time, rs are also surprisr;:h e
monthly costs to supporta growing base of users for aSaas apphcaﬂon. :
it's important to consider costs as ‘he number of users expands:
In this chapter, we take a lookat the world of SaasS applications and how they work

in a multicloud world.
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o be modular and offer service-ariented

Under
standin |
8 the Characteristics of 5335- % Flexible Saas applications are bui
s applications to be integrated into the

interfaces, allowing complementary

Many co
mpanies have di
and economi ve discovered ISM
mic that they c o © (A
th G rtunit s. Well-designed
mﬂllugn mto keeping mfn::: cl;:we a third-party ﬂrganizalionggandle all U‘;ﬁ » Some Saa$ applications provide sophisticated business process configurators
“ed in isolation, pagp, applications running. Saas applications 3 ¥ 4§ where each customer can change the process within the otherwise standard-
er, th s ized Saas application. For example, a company may add a process requiring a
Manager to approve the price being offered to a new customer. A bullt-in
nan ad_:hor. basis without

combi E . :
ination with lots of gy} ese applications and services are frequent¥ ™y
er cloud and on-premises applications and sgnd":ﬂ
., configuration tool enables this change (o be done o

fact, thirg
: -Party vendars
oft :
en develop applications to be used in conjun o
gramming.

provide new features and new capabili-

4 Popular g3
45 appli;
cations wi Pplication. 1ny add;
cloud P':llln other appucatim;:l:::o"l- f?mpemios often integrate their P
: e at ; : 5 _
applications, 1, As businesges add Ll;" torms in their own data centef -‘ii“‘1j : pﬂ » Saas applications need to constantly
+ ey will become Incked ;;:: hl business processes and i ties without interrupting the customer's ongoing work. SaaS vendors use a
‘3"' Ompanies becopy RHrplele techaique known as continuous development and deployment to accomplish
5 it are ey ; this task. (See Chapter 11 for.more details.)
Comman a teed with Saas they' m_rffﬁ + P i ,
mong the mor » they'll see a pattern of €
€ Succe > . :
335 appiications SRTLSEES Sok e Aaas vendor must be able to ensure customers that their data and configurations
2pplications meg are generalized to incor cihe t}:E separate and secure from other customers’ data and configurations. [magine
B Mo, tthe needs of diffarent porate common services 5012 o e possible consequetices if your competitors use thé same Saas offering that you
o companies across multiple ind"* :m, and they're able to access your customer lists or intellectual property. Ven-
ors are aware of customer concerns and implement extensive security to prevent
theft of customer data.

infrastrucre. oS that a ,

o d::mg while :.ecureliafs éppllcation serves many users with the samé
Perintg the Betieh toring their data separately. (The next se(ﬁﬂ

1S of multi-tenant solutions )yl:iow:vcr ins0

| 5 Siluaﬁo
Y 5 NS, & Lusj
fion. In thi ness may |
? IS Situiati Y insist
Situation, On a single-tenant version of a 5aas aPP]WS

Multi-tenancy and its benefits

serving many usery-with the

e SaaS application is

applicaty ev
on at : endor wi
» Highly elasy N additional cost, ilisolate that business’s version of the
2 C Saa }
i Chal'lgmg needs D-T:apnhtaunns £an eas MUHI"IL‘HG[‘(}J means that th ! S
. _ QUantity of o, a business, o uar:ym"e up or down to support same software instance at the same time. Multi-tenancy differs from 3 smrg u:
: ﬁ'?g:::‘*uon will sca:l E being Managed b‘;:l:: a Z"mpany increases the L‘;"'alm solution where each user has their own exclusive use of one instance o
| edi - UPnew order of m plication running on a single machine.
: - ol 01252 ant the bty o seare n mar® Sl o
1 D’Ur:'ly;ase 3335 veng 5 S0, how does multi-tenancy worlk? All users of the application use the same algo-
| oy 10N resourcps andrs SUPport a self-seryi rithms and programmed cade, but each user’s data is segregated from every ERutE
1 | mﬂtra,_-frs cango g the Samanage S "’Pplicatjoc';: option that allows users user’s data. Further, the application is constructed with comprehensive sectl‘l':'ltv
l longer 1; g their 35 portal to add mq s deployment directly measures to ensure that each user’s datais protected not only from hackers trying
] I fﬁe:ﬁd to l'act\f;:.,udmber of licenses in ::‘ licenses, renew their to gain access to the application, but also from other users who alreaﬂv.t:a:ﬁ
i [ Bves Custe ndludes built ors and then wait fo l‘nmatter of minutes. You ° access to the Saas application. In other words, Saa$ processing 15 shared wi
' | However OMeIS 3 Unifieg n billing, monitorin r them to make the chang®> users, but their data is not shared.
| business, When/aly me;wew Of what they'reg' and usage information that
| | Withthe vzroce“ “JStnrn;;re using Saas whe?:“ng ferand receiving Following are the advantages of 3 multi-tenancy Saas over a third-party, hosted,
' COrporate 19r or 3 thirg. 'O, there will neeqg there needs to be compl®* 77 single-tenancy application: '
I through g O¢ Icense arrgoe <onSulting irm ) P teansh :
COMpanys sargggt:ment With a S35 “f:: re implementing 3 3 Moving to the cloud saves on-premises capital expenditure COSTS- with
A oacian yourl ikely work a single-tenancy, hosted solution, CUstomers must bulld out thelr data ceftEr
if new users are added, data needs Brow: or other resources are required.
loud environment get access to the same basic

| :
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53aS software,

to SO storage

m:ﬁﬁ P per user — fm;s::!jﬂy to be the only resource that must pe ablé

® ONOiNg S35 cost 105€ Costs are relatively small and often b

Onming Mainte
pay Separate mai
of new features 5
rolled oyt by the

»
nance and
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cluded witha S €
» Configuray o 0ngoing basis. AR e
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Sohs premis ng code base
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Make t;p( NEES to the applj tomized, but this costly endeavor sometimé®
may not El'ades Ume‘fonsumE:“m‘ 5 code. Additionally, customizations can
tenang S.aanescm:mti‘”E with ycf; because the new version of the applic?”
soluti custo . !
canma jons ar 2 mization. In . -
under I_‘e the applicaléo: designed to be configur, ;I‘J“lelSL Heir e
Ty Perform the way they neacde Sﬂlthar businesse?
without changing
=
Because the code is unchanged, upsf*“jes

Ing ¢
4 D:Z.Zr data structyre
more (_\as-lry
. Howeve
r. if the busir iness
1855 cus izes bus
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SMOothiy, pp. .. have a yes
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basket Afm:'lulli-tenam Saas Interest in making sur ns
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2 n L Its a e
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STORY
SALES cgf; A aas PIONEER:

angd ; . cts % 4
2logk g jpg ea“'yorhmt: ’5lkaled53350;:r‘? service for many years,
t INgs can be traced

back o

Is Saa
Marc eri S pioneer
fi Benioft, p, Ao ins Brew to become a r
O Many ye € founda o « Bhtinto the mark market leade
=5 Ater bam:f Sallésforee com .
Band going o had be"““"‘arkeunge e
xecutive for Oré

on his qw
N, he started Salesforce.com. Bel

C
TnudfviodE!S

bold marketing moniker for his fledgling company:

N -

m‘;mf:\:am;. The plan was quite simple: Create a way to allow customers to Use a

Custome:‘p \cation — customer relationship management (CRM) = over the Internet.

hever had t;wk:{ purchase a seat and use the application over the web. The customer

5 Wy b update the software, didn't have to store data on a sefver, and never had

e ut maintenance fees. If that custornmer was traveling to a remate location,
access sales leads from any PC. There were no capital expenses, with the

L= ¢ i
ception of a PC or some endpoint, suchasa tablet.

a
marketing executive, Marc had a

Initia M

In “lt-'i:iesfur:e.cnm customers were small businesses that were willing to take @ risk

g nge for not having to buy hardware or hire staff. Also, because there was only
month commitment, they knew they could simply take their customer data and

o B
i;nghl:me if it didn’t work out for them. salesforce.com had a more difficult time separat-
rge companles from their data-center focus. Sales and marketing departments at

la E
s;i‘;ﬂ"lerpnses began to implement Salesforce.com by placing the fees to run
Ges ;ﬂ_:!.cnm on their expense reparts. Slowly but surely. salesforce.com made

ads into large companies that appreciated the ability to avoid buying equipment.

<o that independent <oftware vendors (ISVs) could

CRM applicatian. Essentially, Salesforce.com builta
med Customer 360 platform. ISVs could create
jesforce.com was able to offer additional func-

ts customers.

z‘;";:fnrce,mm opened its platform
Bk software that sits on top of the

orm as a Service offering which it na
Saas applications on the platform, and 53
tionality, such as billing and monitoring. to'

omers who were using salesforce.com Were not
nd-alone application; customers needed to integrate
IT landscape. Companies needed to connect ¢
tems, create waorkflow processes among
networks, and so on. System integrators
ment that now interacts with data cep;e_rs
tions built on its

SYS}EI'n integratars found that cust
?Dsﬁad with Salesforce being a sta
Salesforce with the rest of their greater
?alesforce‘com to other, complementary sy
ndependent applications, link to commerce
turned Salesforce.com into a hybrid environ
behind customers firewalls, public clouds: and third-party applic
Platform as a Service offering.

the service orlentaﬁan'of the

f nandardiZed APls. When
like Salesfgrce.com they
ployment model. This
putitalso locks them

The key to integrating all these components together Is
underlying platform, accessible via 3 comprehensive setO
integrators or other software vendors partner witha company
create a dependency on the Salesforce.com development and de|
dependency allows them to develop more quickly and efficiently,

into a single platform.
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o8, % ols that can help make Saas applicat oné

The Sam,
e cha
Problems. 1¢ oy < Cristics
f If the that m
OF infry, v ake Saas applicati
Strug endor Pplications s ; an &
e h“m'l'lem e, there cou]dl:::s a technical issue wh - appeal_mg aleps i e
dependent on the o VICE Outage 3en updating an P2
Ak € cloud-baseq ap!;"' Tl?"-* can lead to a crisi®
the doi ative Com ! cation.
ud-nagj Puting Fo ;
v um,
technologia, Itesfa‘“mmming [-'laf: tion, an organization that dri ;ian"r
0pen-soyrcy tes that cloug digm, — hat drives adop’ nﬂ“
software stack g m‘n"’ﬁ\fe apl'-'licauonn contaises and mjcro-‘?es 0
eet th ns and services should ¥

e fo A
llowing architectural goals:

For more information on containers and microservices,

Cloud Saas applications have changed the way compani
ware, The following are some of the most important things

you consider budgeting for Saas:

is packaged in its own

» Each software component making up an application
and resource

;ontainer. which facilitates reproducibility. transparency,
isolation.

» Containers are dynamically deployed and orchestrated
and managed to optimize resource utilization.

» Applications are segmenléd into m‘n:rnsen.-i'ces. which significantly increases
the overall agility and maintainability of applications.

— actively scheduled

see Chapter 6.

Undear.
derstanding SaaS Economics

es pay for and use soft-
to think about when

ementing a 5aas application,

% Entry costs are lower with Saas. When impl
od to assess the software.

customers are often able to geta free trial peri
Additionally, companies can slowly ramp up the number of seals (users) m_fho
have access to the application. with traditional on-premises jmplementations,
a company must make a large capital expenditure upfront to ?cquim thg_
application. It then must install the software and possibly purchase additional

hardware to support the implementation.

» Maintenance and support are included in Saas fees. With on-premises
applications, there’s a perpetual license software model. With on-premises
software, companies need to enter into a contract with 8 software vendor of
services provider to keep software up to date and free from glitches and
security vulnerabilities. with SaaS contracts, the costs associated with
maintenance are not separated out from the monthly fees.

» Upgrades are no longer costiy. prolonged procedures with Saaim o
Upgrading a traditional, on-premises application often requires mon 5ﬂ.lat
testing, allocation of large budgets, and teams of corrsull_:ants to ensu‘re b5
the implementation runs smoothly. Companies often skip upgrades in ?.f
to reduce the headaches involved. In a 5aa5 model, the ;aas vendor pel otrer:s
upgrades behind the scenes by. All SaaS customers receive the new: upt:ita;e
softwa'i-e at the same time without having to manage 8 frustrating upg:]a}d 7
process, This ensures that Saas users are always running the ”“”F up-to-da :
version of the software. However, 3 Gaas vendor could change an interface 0
software service that the customer doesn't like. That custnmer-mkally has no

i option to use the outdated interface or service.
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|
| Occasj
| Sionally, s,

third- » S33S update
party applicati S cause : ) jof !
because the spphm"’" that Salhcr: :;)hicm_g, For example, if you'r® “m"ﬁ;i Where do s
1 typically kqt-:.as has changed s da[ﬂm from the Saas, the applicatio? ™ g | bivilc do Saas applications run? A Saas vendo
1 tions 1o sup 0a a structure. However, these P/ - | sit: al data centers it operates. Salesforce.cort
& POt a wide variety of ' v because it was an early innovator without other opdon
Partners and their platforms. AWS

‘ 0r Google Cloud Platform. A Saa$ running in

¢ might run its software in the
minimum because saas : did this originally out of neces= :

Saas vendors have to architect thel ! exa 5. Other vendors — for

mple, SugarCRM — run their Saas offerings in public clauds, such as Amazon

avendor’s data center isn't nec-

essari
rily more stable, but great software on an unreliable third-party platform is
| agreements (SLAs).

Figuri
: Igul'lng Out H
0] useless. So, it's important to understand service leve

' the Multiciouy 1nr. 22> Fits into
I%‘- Ud Wor' The ability of a Saa$ ; i . 2
| | s y of a Saas application to run in different environments 15 important for
! 5aas appjj cm"{pfeamns. just as it is for almost any other application. Consider these
Cation es: ‘
an Ir landscy S rarely oper
pet ate complerely pf 1
: :Lugm:ﬂn 'ESUUrceshi:t ll::uks ’““‘elhinl:; ”;?’ll;li_dependcnuy, Companies ofte? o » Physical location may make a difference Some Saas applications st
s ' ~houg is: § . b . _
mlem“:: of this infurmal;eu?,n-alyuc,s hardware b:}‘::(:(:fcnm' ? s“g"ﬁ; for "‘li be close to their users. For example, a high-speed video streaming server will
informay 3t may be housed § is fed into their enter r = lrf:wal b an al (i provide a better user experience if the data does not have to travel long
H trates thi:g i Securely nm\:‘:ulnheir data center. P?o::;i;cauuifce sp;i: t W’ distances. In addition, some businesses have gover nance rules that require
YoTid Saas m‘dmnm:flg these systems is cri t?cglr r‘;gum g-1 i that their data be located in the country where the company is based.
i R
» Software location may make a difference. When SaaS applications interact
e both in the sam®

arformance will benefit if they'n

.I
The envi
2 Tonine
tic] Nt des :
oud as weyy, 1 cribed here o with other applications, p
cloud why) t's a hybrj ruly is a hybrid 2 o : )
1 Sass e the g _ybrid cloud because cloud, and it is pmbah]Y PUNK oud. This may not be necessary for simple interactions, pbut as data quantity
?pphfﬂdnm Bart are on-premises I[lhe Saa$ applications are indF iy and communication rates increase, it becomes more important. This is one of
I clougd : Wwork t°BCthert: n different puh;.;c cr[na;:]mm be a multicloud b€ ; gt'tﬂ the reasons you may find the same 5aaS application in different public clouds.
. nvir, Pro 'c clouds. These T mes,
Pigure o. onment cap vide full business value cl: fm' appl:cauaalf ucl,: ot ‘ 3 Flexibility may make a difference. Not all clouds are equal, and all clouds
. Of course, a hybrid o " | are constantly making changes to their offerings and prices. 5aaS vendors
should stay aware of each cloud environment and be ready to move their

|atform for their

an the one ilus™®
clouds) that provide the best pl

applications to the doud (oF
applications.
many services and

tegrated with
Iso provides new

complexity, it a

8aas applications live in diverse environments, in

|
other applications. Although this setup increases

/m:m
(Saas)

CR
M ool ,
N private
ubli cloud
Public ¢lgyg i v
nts access fo all of an applicatinn‘s data

Testing sandbox So, when a division of your company wa s
so that it can run analytics, it is no longer reasonable Lo say, “sorry, that's it the
to your private cloud

{laa$)
¢ Yis Saa$ application.” Instead, you can now replicate the data on B et
FRGURE 9.4 7 s I where the analytics team can make a copy of the golden r?asler (3‘5“_13 e versl 3
Abylicic Saag \ [Anaw“ = | the truth for the data — the reference model) to run its snphISDCﬂlEd number
Senlicaenent System Private »I crunching, and other groups, such as development, can make a copy of the data
) | and use it for testing in a public cloud.

~ s Claug
~Entorprisq Daty Center L
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Using Saas as a Platform

130

In order ¢
0 create a mo ’
re feature-rich application, some Saa$ vendors have

their applica
tion into
a platform upon which partners and deP"ndﬂ.};S;:M
he 4

an ecosyst
system that extends the functionality and value of ‘gﬂf*

Vendors (1SVs

5Vs) i
Iepresents 2% bul)
application,
addressing h

d
applications that extend the Saas platform-

Typicall ic

y, th

o m. ese ecosystems are domain-specific, o
€althcare, CRM, or other business focuses

This is how it works:
f\Pls to ISVs, These l
infrastructyre, Ther
tion, but can focus
Beneral domain fyy

vendars withi
. in that
typically takes domain. Further, the SaaS vendor that create

oth care of m i i
er complex progra essaging middleware, business process S¢

SVs ¢ i
an then build applications on top of the saas

on their 3
specific extension of the Saas platform:

nctionality §
lity into the platform, the Saas vendor at
d the P

A Saas i

vendor with thousands of paying custome™ ope®
efore, they don’ i

y don't need : ;o 3PP

to write and deploy an cnﬂ;: buﬂ‘lﬁ :

g 0

lmdlﬂ“’j

mming_
Note: A Saag
platform i %
‘;h:al;l;ll)d ‘:%plicaﬁons isnf:‘}:’ed;amgmally a PaaS provider to the partner® aﬂ:ﬁy
e BN an a a5 ecosystem. (See dis
s s 1 th or d
pecify an OFeﬂtingpF ication is built on the paas e next chapter s ¢
Service. By offerj system as would : platform, there is ¥
by the Saas ;l?“3°Tﬁythe sel‘\"ice:ghbe required if the platform offé
- atare i 3 {
Blatform, ene € Saas vendor exerci are consistent with thedomalﬂa'd i
uring that ¢ ses control over the applications bui of

h
ey address the Saas's domain,

Perhaps

the m +

th Ost signi

© 52aS vend gnificant advantage to i is
waorking in the ecosyste™ qer?

I:gikof !‘aPPY and paying customers: da(s
et its software through the $335 "ens:sﬁ'

s

(a}
Partner createg T already has thousa

anapplication, it can
Ll -

M@l in addit
. to
dard mod n to using its
el used hy 5aag w:;dt::: traditional sales force. This has beco™®
Lo build their brand and po':ver in the mar

DiscOVer'
INg whe buij
ON SaaS platforme. 0 2PPlications

n this Séction

stilted to b e acl
0 building their g oser look at (he types § ;3‘[{
of application developers %
0 general §
It migh categories: smaller startups and 125 4
i

and ISVs can mnai
. be b -5
established mmp;“‘_fﬂn into tw
Tesources mj nies,
l)iatfqml‘ bu
be Part of another

pecifi icats
C applications on a Saas platform. P2

t be clear

h 7
Bht be motivateq to build

why a small company with

com ! thyg
s L “m!'stem?y Ur own customer base, wiy wo!

PART 3 Understangi
standing cloud »
i Models

tif you're
alarg on
e player wigy ¥ 00 foF example, the Salesfor<
I

yaﬂ

oin another company's online ecosystem for
h successful on-premises applications are
on of their software. One challenge that
ave a successful, enterprise-class appli-
ining an existing
d customers

i:i‘;lls‘led companies may want to j
!!.'ceivi:.mmm- Software vendors wit
ies laf pressure to ?rrer a‘cloud versi
il tﬁtl'r ISVs face is that in Ol.'delt to h .
QCOSysItemevlmuSt create and estab'].lsh lhenr‘ cloud presence. Jo
et | }: hat has already established their business and attracte
e path to customer awareness.
as environment of the

t of software that must
~-market.

::t: large and small companies benefit by using the Pa
bea platform, which can dramatically decrease the amoun
created to form a mature application, thereby increasing time-to
has developed a cloud-based CRM

B st
s;’lns ider Veeva Systems, a software vendor that
ution for the pharmaceutical.‘ animal health, and biotechnology industries.

‘;Em built its software in the Salesforce.com ecosystem: Without salesforce.com,
eeva would have had to create a completely new platform from scratch — 2
monumental and expensive endeavor for a small company- salesforce.com can't
meet the unique needs of every industry, 50 where Salesforce.com falls short,
partners like Veeva step in. '

For example, pharmaceutical companies must comply with specific regulations.
Veeva has built-in functionality to track and report the required information.
Because Veeva controls software and process updates, when reporting require-
ments change, it updates the application so that all its users have access to the
most up-to-date offering and are in compliance with government regulations and
industry practices. i

One might think that building a saas application in another business's ecosystem
would devalue the application. However, the opposite is often more likely. You
have no doubt noticed how food vendors at a mall are all located in the same area.
Sometimes called the food court model, related businesses can do very well when
colocated, not least because the customers attracted to the ecosystermn are all

highly qualified to do business with the vendors there.

a SaaS vendor’s platform

that build applications in an established
;es may be at the mercy of

the platform, and the

on the platform are then dependent o1 it opexrat-
update, the platform may possibly

the ISVs' applications.

Developing on
fits for ISVS

these independent develop
The SaaS vendor develops

Clearly, there are great bene!
ecosystem, but
the SaaS vendor.
1SVs who have built applications
ing predictably. If the
change its behavior in a

saas vendor does an
way that destabilizes

aservice 131
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of course 5 I
» Stabili .
from clo“dinfra;gu:;m consistency over time are important for any pllﬂ;;
i S myeuma. B S platforms 3¢ r?
0 pro may n ; =R . i
- ph] tect themselves, indepen dot have as much experience in maintalt™ e |
ghly test their applicati ent vendors should have t} ortunity*? e |
relitent o ena application on a newly modified ve the Up[f) upgﬁdﬁ# .
users. ified platform be ore B |
I1SVs should research a Saas vendor before develoP nsoﬂip 1

platform to ve
rify it
provides the stability required to safeguard appiimt 3 |

However, in practic
]i;':t?arms i sm;;;l};: :Elallonship between Saa$S platform vendﬂfs aﬂd 5“5
Eu orm should deciiient § each needs the other for success and gt¢ 2 ™ |
: a_:»l‘iress 01: applications on its APIs and state how long they will be suppﬂf“d’ 5
Mluuswﬂbe attributed a Saas platform will benefit the saas vend’” ]ugof" |
I be branded with 1 to the platform. Applications built on the 522 mﬂaﬁ“ :
€ creating company's name, and l:llm,? :rill. therefom

be credited
with the
application's success or criticized for failure
|

Looki

ingate

Like 50 many th; xamples Of Saas platforms |

maturity Y things cloud, saag 3 a4

mm’velin— marked by users o applications have reached a certai® deF 8 |

a selecﬁnij:;eti,mrv new Saas a;g |?ew-sa"‘5 applications for granted rath:;wt .'
et
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Siness a =
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t, financi custo . . |
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resources, there are §

&
Vere custory.- tandard business :
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ong ago, many of thest

cloud and ger e ved and run
1 generalizag run in on- :
to make UTEr:ns lzl”elmses data centers. Now, the}"f"

uitable for the vast majority of busin® &
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ese produc
with busine 15 tend to have seye

fur)‘i"jﬂ
in 0"
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tY_\rendnrs and bu.'ii.ru:sss:nc::;oilg; :hey ?Iaqiiltj:'b %
unctiona P

“PDlicaliun;
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oved numbers to the cloud because custome™® b
ise {0

applicati 2 Siste
lication whije on thms too hard to ma
€ go. nage, and users need acces$

Saas

co 5

$2a8 is w::aboratwe applicatio

software 1y, Popular for ¢q ns

in the clnud"i‘focum Ses on brip _?:’mtlve applications. This . : nated )

ing, dﬂ(‘umEnt Cszk together E People together _ and marea is dom! all'eadf
uahorat.inn Ilron shared activities. For 08t peaple 2 ;erel‘lcl

' Project planning, Gistant n'::amg;:' web cO 7
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-1ourd :‘J}Qr_iel;

ese platforms
tion and need

it was inevitable that th
ks exist throughout the organiza

all col = " =
wuuldllahnmtwc applications. In a sense,
ot move to the cloud. These tas

easily accessed from many locations.

Saas development services

Wi
ith more and more companies building software for
ices that make

tha . )
Ser:_ma“‘l companies are building servi
ites means online software that is intended to be a p

an application itself.

the cloud, it's not surprising
it easier to build applications.
art of an applicat.ion, not

Examples of development services include
as appll‘cations usually work well, but even the
|ssues can come from bugs in the 53a5, reactions

to unanticipated situations, of problems outside the SaaS. In each of these
rstand what is going on and

cases, the SaaS vendor needs to quickly unde
oblem before customers start

remedy it. They'll be Jucky If they can fix the pri
calling the support line. And if CUSTOMETS do call the support line, support

personnel need to understand what the problem is so that they can help the

customer work around the problem. Monitoring software examines many

sources of information about the saas application and its operational context
and delivers it to support, development, and other business units.

» Compliance as a service: Compliance responsibilities are time-consuming

and complicated tasks that large companies must perform. Because compli-
ance is a well-defined activity, yet very involved with many special cases: many.

companies have implemented compliance solutions as a service so the SaaS

company doesn't have to.

» Monitoring as a service: 5
best can run into problems.

providing antivirus

without exception. vendors
security extends

» Security as a service: Almost
software are offering their products asa service. Howeven
much further than looking for viruses in communications. increasingly,
security is an activity that is part and parcel of software development and

must be designed into software as itis being designed and built.

ponents) asa service: Every application works

t, and databases (in this context, DBaa5, or

tandard tool for storage and management of

ffers many Lypes and vendors of databases.

Typically, it takes only a short time. perhaps minutes. to provision and launch
a database and start using it. Other components used to build saas applica-
tions are also available for use in the cloud. including identity management

credit card processing, analytics, big data storage and analysis, and s0 o1

¥ Database (and other com
with data and needs to storé i
Databaseasa service) are the s
data, Every cloud environment o
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» Getting
» Managing the DevOps life cycle

» Evaluating the role of the data center

» Finding out how the public cloud fits
and when the private cloud shines

ghapte" 10
atanding on Platform
S a Service

ting applications in the
t for the hardware servers that had been
tform as a service (PaaS)
developers had been
g systems from

| t makes sense that 1aas was the first offering for hos

. rhmx‘i as it was a direct replacemen
&aI;ustmg applications. The evolution from Iaas to plal
i a step that developers recognized quickly. After all,
umr::)insnble far. adapting their applications Lo different operatin

; _mmernonal. and the ability to deploy applications without worrying about
the differences between operating an enormous breakthrough. BY

i systems was
iding the underlying operating system in hine and providing
general services to replace operating system Services, could focus on

the business logic of their applications.
scuss the value of the Platform as @ service model and its
ina cloud environment.

In this chapter, we di
ment easier

ability to make software develop

Dig \ -
Covering the Business value of PaaS

ftware ina platformas a service (PaaS) environment
nt) allows developers (6 spend their time creating
frastrocture. Rather than needing to create @

"The efficiency of building so
(rather than an 1aas environme
software rather than managing in
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n
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Hon dm[opme Nents thateﬂ“ﬂ]nment that
nt, d brings together a combir?

1 Ypically proy;

Nty ang opera::-l:; a;:“‘_'plcte ecosystem for apP ",
+ 30, in addition to vidi
pro

rio”

if

B6 PART 3 Understa nding Cloud Moy
als

rvices, Paas often also provides
le development methodalogy. In
jons platform that

computi .

mm:’?‘:‘“s environment for applications and se

Chanee at support the development effort and agi

B r 11, we discuss the software development and operat
nefits from Paas.

Pa
as enables an organization to do the following:
t having to deal with the

» .
Leverage important middleware services withou
complexities of managing different hardware platforms and operating

systems.

» Use a complete stack of development and g_eploymem tools via the web.
Many of these tools are in wide use and provide APIs for flexibility and
standard use in different environments. Developers can 0

ften also access
these tools and environments via legacy

desktop applications.
» Overcome the challenges of managing many individual development and
deployment tools by providing a suite of integrated and standardized tools
that meet company requirements.

Paas can be viewed as having two fundamental parts: the platform and the man~
agement of the platform. In this chapter, we focus primarily on the platform
itself — the actual software that's delivered t0 your organization-

The management, however, is a critical function that greatly increases the W‘_'“e
of Paas environments. The Paas vendor doesn’t just deliver the software making
up the platform; it also continuously monitors the operation of the software 10
ensure that the platform performs as . Further, as new software updaiL?
and configurations become available, th ediately push them
to its customers. Because of the abstractions of Pa new sof{wate ok 7
sions seamlessly provide their new features without ttention by the

application owners.

e Paas vendor can imm
as services,
requiring @

One of the decisions you need to make pefore using Paas is whether !:Dllf bumn:iss
will manage its own Paas environment, of you'll use 3 paas vendor’s P'aaS en t‘
ronment. If you choose to manage the Paas environment yaur§elf, you i} h;;r ol;
acquire, set up, configure, manage, and administer the paaS feitherina pu f-‘Vi_
private cloud). Of course, using a Paas vendor who has mnsl.rmzted the l’*aas E:aas
ronment and manages it is much more convenient. The downside of using 2
vendor is that it is probably a ‘more generic solution; your orga
require different tools, more control over complicated systems: o S"gjz s
ferent development methodologies. In those situations, your organ’ alf

plex Paas ermmnment itsell.

find it necessary to build and control the com
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NIST DEFINES Paas

The National insti
agency mab"::::t; Zi?:nm?ads and Technology (NIST), a U.S. federal governme” g
m states that Paas gjv:s E::“Obgy standards. has a definition for PaaS- T
mamming languages, librar rs the ability to create and deploy applications usiné
r. Additionally, a user d. les, services, and tools” supported and pf s
0es not manage or control the undertying cloud infra-

structure
-..buthas
settings for tf control aver the deployed =
cation-hosting emmlnmmi:ephcauons and possibly configu™?

You can fin

d NIST's fi

nist s full definit

D'-'b?falea-ﬁsml‘s%qu:shp;e; athttp://csrc.nist.gov/publ icaf-i"“s"

g the Softs
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d Deployment Lifea rc‘;gzvebpment

138

Paas computin
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In this n
ew approach, software isn’t deployed with release numbers on a 6- or
dated with new features as soon as

12~

lhe:::mth schedule, but applications are up

to be :—‘e::a:v’; Some_i.i‘mes multiple times a day. Of course, new software still has
even lhnuegh ::-rs? = 1lt s.:: leased, but testing happens earlier and more often, so
and bug-free. released more quickly, it's usually equally (if not more) robust

Sue : &
. [szsaie"‘s:fllhllus approach also rlequires more attention to the usability of the
2l i at new [eal.ures don't require training and detailed explanation. All
requii:esalgu:\enUng this new n’mdel for developing and deploying software
bagretingd ml.;ss to restructure its organization and change roles (for example,
Srorifiss ugone\!:z_ opment and operations), change processes (for example, feature
Hiete. crat , live software updates), and probably change relationships with
omers (for example, moving from a release schedule to delivering

. P
stomer-prioritized features).

Ma

Nagj i

Envyi aging an Agile Development
Ifonment

prioritize development activities to deliver
moving to an agile development and deploy-
t and deployment model, features are
d eventually delivered to customers
ers then usually examine the
ess needs and processes,
rs. From development to

ﬁ;lfﬂct{s on customer needs and
menutres more quickly, companies are
deail process. In the traditional developmen
= oped over a fairly long period of time an
re!: release, typically with a version number, Custom

ase, perhaps test it to make sure it still meets busin
and plan its installation, training, and introduction to use
atftl-lal use would take at least months, and a year or more at the longest. With the
high velocity of business and competition, that 1ong lead time increases risks that
needs will have changed in the interim or that a competing product reaches the

market with needed features faster.

Agile development instead prioritizes swift development and de
leases (just update the saaS appli

customer features, avoiding named re
place), and integrating development and deployment activities within a single
a product man-=

team. Agile teams are typically composed of software developers,
a scrum master, user experience design-

ager, sometimes an operations manager,

ers, and other specialists who may be brought in for special development fasks. Al
agile team works in sprints of typically two to four weeks in length, within which*
they produce a new, «ghippable” product with new features.

ployment of new
cation in
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Emﬁdiﬁoni‘: t::‘ipg:l:m mﬁi‘m:ﬁ::m“:t:c::::emn:?;ﬁ;h;ﬁ | :_tg::e ::a"-'.s who are operating efficiently can take a customer need fora new fea-
e et
centers, and ir may::t:‘::g:nxh lypifauy m':i:;r:wes to their internal e’ . ;“d less time for simple tflsi:gas.a (ifauibniﬁfeh;?::i?;zs SS];::‘I:;SE ?;;?ﬁzf:tﬁ
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p‘;lle‘rform their development activities. Companies that are located in different

Su:ﬁltal locations can coliaborate effectively using the public cloud — as open-
rce companies, with their widely distributed contributors, have long known.

have reasons, such as regulations, where

Having said that, sometimes companies
the public cloud. For them, private Paas

1?13“5 or all of their business may not use
clouds, which we discuss next, will be more appropriate.

Private PaaS

As with Iaa$ clouds, a Paas cloud canbe i
center, Originally, responsibility for cons
cloud fell to the business itself. It was a tas
the private cloud was often as much a research projectasap
Nowadays, cloud installations have been streamlined and ‘third parties are avail-

a!Jle to perform cloud deployments and sometimes management as well. The term
virtual private cloud (VPC) describes a private cloud based on a third-party cloud
provider’s infrastructure, with a private cloud implemented over it.

nstalled in your company’'s physical data
tructing and managing an Taas private
k that was overly complicated, because
roduct in evolution.

much less complicated than IaaS platforms in their
nt, tasks which are often handled by the IT, devel-
1t makes sense that those organiza
< clouds, as they're the primary con-

Paas platforms are generally
configuration and manageme
opment, or operations leains

responsible for management of private Paa
sumers of Paa$ services and best understand what is needed. IT will use the PaaS

cloud to develop, maintain, and support internal applications. pevelopment will
use the Paa$ cloud to support agile development cycles and deployment of appli-
cations. Operations will manage the technical infrastructure, deployment of

applications to the public cloud or directly to customers. For companies who use
ibilities), the paa$ cloud

DevOps (combining development and operations responst
must model the company’s business processes for development and deployment
of applications. It is, therefore, essential that these technical arganizations be
responsible for private Paas cloud management.

ed in the previous P ph is almost certainly 2
deploying applications to the

Note: The infrastructure describ
is used as a path for

hybrid cloud, as the private Paas
public cloud.
ave compelling Paas

any public Paas
ired to have their

cloud resources, some com-

cloud. For example, compa=
computing resources
n’t state exactly

Although many public clouds b
panies have good reasons not to use
nies in regulated industries may be
audited in person by regulators. Public cl
which of their many Servers and disk arrays are
Even if they could, they very rarely allow-outsiders
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- “m i focus on business issues
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i lanning for DevOps
N the Cloud

Je're entering a NEW &
| is changing thanks &

ra where how applications are built and managed
Y o the adoption of the cloud. To accomplish this
Sy tra_nsitit'm is requiting that monolithic applicalinns pe turned inl:a
i ar services. {‘o be cor{lpetit.iﬂ, business leaders understand t{lat the ability
% ange apphf:ahons services quickly is crucial to create new pusiness innova-
jon. The cloud is a driving force to mi ible combined with a

: ake this transition poss
unified approach to software development, deployment, and delivery.

This moadern approach to application development demands changes to culture,
process, and technology. Many organizations thatare forward-looking are focused
on a cloud-first strategy for applicatians development and dap!oyment. including
a focus on continuous integration and delivery of software. In this chapter, We

explain the changing landscape of ap ent and deployment that

p : plications developm!
is emerging based on cloud computing and the impact on organizations.

Enten: .
tering a New Era of DevOps

development and deployment is base!
This cultural change requires that
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ulture founded in ongoing learning (to raise

evSecOps begins with a change in ¢

se
curity awareness with developers who may already be entrenched in DevOps

?:h";?::es), the videmification of security-savvy people within the organization
Wie ‘: Chflmpmn the change in the security approach, and the empowerment of
ok :;:klng on security to determine how best to embed robust security into the
Wlnerab'c? ASupport. Tools can then be used to automate securl
ilities early, and raise security asa gate to blocking forward progress, and

ev
en the deployment of a release, if problems are found.

EXarmiv:.
Devrg'""_\g Changes for
Ps in the Cloud

ications can serve your pusiness needs quite well, other

applications need to be modernized and modularized in order to meet new busi-
fless requirements. While some applications can't be modernized, other applica-
tions can be transformed through moderm APIs and modularization of existing

code into services.

While many existing app!

The cloud environment also makes it possible to begin creating new cloud native
applications that are designed for the uni haracteristics of the highly distrib-
uted world of the cloud. This new generation of DevOps addresses the need to have
application services that are designed specifically for a hybrid and clond native
environment. Modern cloud native application development addresses the issue of
flexibility so that businesses can add new services and change applications t0 keep
up with changing customer demands. Firstly, modern application development
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without the needfor continual testing.
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i underlying jnfr , $aas APIs furnish the ab
astructure and, when app]icable'
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roviders are involved. In
der the APIs provided
communication with
¢ ( HTTP) integration
nd access resources.

AP 3
1s become even more critical when one or more cloud p

aﬂse multicloud cases, your API strategy needs to consi
m:i':li lﬂoud providers themsc.lw:s to allow connectivity and
- m‘lds. Many cloud providers are offering more generi

pabilities to make it easy for their customers to integrate a

ners, the interprocess

the form of contai
microservices are different from tradi-

With microservices typically deployed in

¢ et L :
ﬁ“mm“mcalwn mechanisms used with
onal applications. Because the microservices are more granular, so, (00, areé the

APIs.: t[‘hi.s means client data requests may span a number of microservices,
requiring the request to follow a one-to-many form of interaction.

including API mansagement platforms, are available
f needs in the cloud. Choosing the right AP] platform
f the application environment. '

A number of API platforms,
today that address 3 variety 0
involves a careful assessment 0

ns require a more agile approach to development
necessary? Cloud comput'mg.requires the infra-
structure to be in place to support the needs of continuous integration and
c?l'ltinuous delivery. To be successful, developers need some fum:lamemai capa-
bilities, including achieving resilience, being able to discover reusable services,
and providing the organization with the ability to scale o demand.

This new generation of applicatio
and deployment. Why is change

f these may be large,
tions that are bu ustomized. There may
jons as well. You may also use saas applications

od chance that, if you've

der. There’s also a go
"1l make the decision to actually build

lications. Some ©

utilizes many app
ilt in-house and C

The typical enterprise
monolithic legacy applica
be smaller homegrown applicat
purchased from a service provi
embraced the cloud as an organization, you
some new applications that will run in it
There are humerous scenarios in which you might want to write a0 application for
the hybrid cloud. Here ar¢ a few:

an application for the cloud that will work with the custom-
have in place.

at can work both on-pre

» You want to write
ized applications you already
 Youwant to write applications th mises and in the

public cloud.
3 You may want to write applications for the cloud thatcan be |everaged across

multiple cloudZ.
)] find a MiX of devel-

one in silos for siloed
perhaps the

there's a good chance you
pevelopment may be d

t any one enterprise,
lack of resources-

ronments and processes-

1f you look a
be restricted bY the

opment envi
applications. Developers may
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tools lhcy'
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» Understanding workloads

» Managing workloads

» Managing multicloud workloads

»» Achieving workload portability

Chapter 12
. \“,("anaging Multicloud
orkloads "

(] " anaging the deploy
AV | loads is critical for m
| performance of the software
applications and storage is hard enough in this relatively small context, but £
challenge of predictably managing workloads be ore challenging 0
a distributed cloud environment — you must consider new challenges and new
technologies. Furthermore, in addition to the public, private cloud, : 1
cloud (a combination of the public and private cloud), the new computing horizon
loud contexts.

is multicloud there you can deploy and operate workloads in all ¢

ment and operation of applications and other work=
for availability and

er expcclatinns
ey depend on every day- Managing

In cloud computing envi u can to deploy WOT™- e
global regions, using many different cloud providers. Asyou can imagine ping
track of all those workload deployments, mon d managii kit
health, and staying aware of whether cloud pravide ting Y‘“]lf St aee
cost largets is & difficult task. Moreover, companies want to usé thctla :,-1 uthu msamg‘
ibility and ease of use for running applications and not b:;:ﬂiilndele e

ing the details. Thankfully, cloud managcrngnt snmﬁ?ns : :
panies to focus o1t (heir strategic n¢e s.

platform details, allowing com

ronments, YO

itoring an
rs are mee!

s, and the

ons and workload
nments.

ture of cloud applicati >
multicloud enviro

ter, we discuss the na >
ging workloads in

In this chap
hes for mana

challenges and approac
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What Is a Workioa d?

Workloads
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mainframe, or i re programs tl i

; »0rina . 1at run on-premi . : joud, 0"

e

card pplicatio 2
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.:; f‘! Option, even if that me. and in those instance some pre L
| 3 Hcre are means it could take sev af&!ufou may just
Jer eral days to access 43
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' » Saas
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that run S ds: Software as 5
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I } perform yser EXPect quick res return the pages the user e for:
, tas Ponses, Saas applications mu‘-::; IWk'?g-;pé 0
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Google's

users, po ks and re
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d environment 1o -:-;Tns depend on the ela;:'su"s quickly. with M2
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esigned to operate without human
rface. Typical batch workloads

perform repetitive tasks such as backups and process large volumes of data.
As these tasks run asynchronously, they may not be time-sensitive. However,
there are many exceptions. For example, backups must run every day and
must complete before the next backup starts. Otherwise., the regular daily
schedule will be thrown off. Automating batch workloads is relatively easy:
Batch workloads are usually run on a regular schedule arid can take advan~
tage of the economies of scale of public cloud services. Again, as in any cloud

environment, the decision of where and when to axecute batch workloads is
determined by business rules, governance, and securi

» anh workloads: These workloads are d
interaction and typically without a user inte

ty regulations.

» Transactional workloads: Transactional workloads are business processes
such as billing and order processing. with the increasing use of electronic
commerce that reaches across partners and suppli\grs. transacticnal work-
loads must be managed across various partners’ computing enviranments.
These workloads are both compute- and storage-intensive. Traditionally,
transactional workloads were deployed on-premises where the computing

and storage was secure. In the new world of the cloud, these workloads may
now be placed into priva public cloud security

te clouds to gain scalability. Also, lo )
has become as trustworthy as on-premi penefit analysis

ses security, 50 cost-
may recommend that complex transactional workloads are deployed to @
public cloud.

% Analytic and bigdata workloads: O
services in a cloud environment to ma
across complex multicloud environments. This require
technical one; in the world of big data, oné can find business insights by
holistically analyzing data embedded in many data sources across public
websites, private clouds, corporate 2t warehouses, and so on- FO? example:

organizations examine their own businesses operadonal data, and that of
5 of their partnerships and to make

their partners, to benchmark the succes
adjustments to increase success, These types of analytic workloads tend L0
require much more real-time computing capability and lots of storage:

d processes

» High performance workloads: These workloads have specialize .
with scientific o technical requirements. are complex. and typical_ly rzi?:lmrebr
significant compute capa | suited for specialized pY ic

bilities. Thus they're wel
clouds optimized for

perfarmance.

» Back-end workloads: Applications h
data analysis, business transactions, @
requested via the application’s front gnd.
architectures and services appropriaté to

these can be very diverse. Back ends can
very of data, or 25 complica

that drives Storage and reco
loads that cooperate to provide complex solutions-

s use big data analytic
amounts of data

ave back-e

nd other processi
Back-end workloads employ

the appll::atjon's functionality, and
peas sinpleasa single workload
ted as many work-
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Just as s S ot suited f
Ome working or the cloud

in generai th ds are
: €se Appropri
keep in ming g J0ads mi Priate to run th
e 0
envimnmemtsl.- [[har cloud 'veTngh‘ be poorly suited leoulf e Md:m! o
9 OrS are offering mo r the cloud, it is imPO™'= oy
re and more specialize o

examples of worlkl ;e requiremanty
0ads that yg,, dc:‘:‘:tents of different types of workloads:
want to move to the cloud include

Manamne in A
Managing in a Multicloud Worig

been architected for the cloud: Older, often
ons that were designed for physical servers will
f cloud capabilities, such as scaling out to
lications should be rearchitected to
being moved to the cloud.

storage: Because data needs.
the cloud,

» Applications that have not
large and monolithic applicati
not be able to take advantage 0
provide better performance. These app
take advantage of cloud innovations before

rformance

Wioads may not be suited for

twork speed.

Often, legacy
ronment.

» Workloads that need very high-pe
to be accessed very quickly, these wor
where you're dependent on theinternet for ne

uire very low latency:

distributed computing envi

» Application workloads thatreq
uirements, and itmay not make

workloads weren't architected to
They may have stringent performance req
sense'to move them to the cloud.

ated domains where Sto
blic cloud storage is almo
sitars, auditable data mu
data center so that auditors

ures are in place.

runina

rage must be secure and
st ahvays_lsltored in data

st be stored inan
can visit the storage

» Applications in regul
auditable: Because pu
centers that do not allow vi
on-premises or third-party
to verify that security meas

Resource abstraction and workloads
nment for runuing

uds offer a virtu
oud is interna

al computing enviro
Iy composed of physical computers and
d resources are abstracted

the cloud places a
ehind the scenes,
elects which
umer) and pro-
£ abstraction

Private and public clo
workloads. Although the l
networks, what is exposed to consumers of clou
resources that represent the physicgl resources. For example,
workload on an abstracted server called
the worlkload is actually placed onto@ physical
physical server is used (based on the VM type selected by the cons
vides the user with a mean s notion of e
is critical for providing workloads with the resources r_hey need to run ::1 e mul-'
“The only way to create a distributed com i ment consisting
ell-architecxed, abstracted resources.

tiple services in multiple locations is touse W

Note that some clouds provide bare metal servers as
allows workloads to be placed on traditional physic
deployment frameworks using the same tools, :
faces (APls), and procedures as used for virtual machines.
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W()l'k_[mds n t'E'd
t
@ applications and :eb,:i?a naged throughout their life cycles. Manasfmf“‘swﬁ :
es are designed and built, continues as they ar¢ d‘-’?‘ﬂ,
1ling

4 Physifi!] dam
ce
™ loads when they n;::'ﬁr or cloud, and includes monitoring and contr?

Here are a f "
ew ;
things to consider as you think about managing "‘"’ﬁdmd’ %

Physical or cloud context:

» Understand your
with the ardile“":;’::fﬂaﬁ‘ needs. If your application is home-grown: alk
designed into the sof 2 application. Manageability of a workload must
developed. APD.llt:tit!T:rEb and verified to be effective while the worK
resource usage i"formaﬁs‘ suites should be able to provide perfomwnc
your workload wiil requi Io,n' You need to pay attention to all of the resoV
roquire: CPU, Sl‘orage. network, and so on. IfyOU pl”maied

the annlica
Pication from a
tion you need, third party, it should be able to provide the inform

» Understan .
d the co .
composed on murr?glfurauon of your workloads. Most applications are
J deployed together :rimpera[.ng workloads. These sets of worklod
:fn"gs you need to F;rm:dr: ;noa;r]be manifest or other configuration files O
leto find each other and work p?;s:’l:n:an%,g family of workloads wil
ery.

¥ Determine i
When selectt?:g(:;‘:.”_’y you need in your cloud computing environ™
b wmu;:gs for your application’s wcrk!oacE erer::mber
e e [im_ € to handle not just normal usaf.e' but alsa qaaks
:vh‘!r more resourcese;r.eg::::;verify P oo au'tomaﬂmw =
s e el ik usageed: or, if not, overprovision the resources
» Define how workloads wj vy
f.;:::gl: L software was
Was designated
would be a laborigys 3
software is continually

ent.
that

b
um;;erzit;yed. Before cloud technology was
i :;Ed on CD or other media, and each
Do number. Often, updating software
e it I|:‘:rc|rTesses. Ifncreaslngly in the cloud-l
- 17 SPonse to user feag plications might be updated severa! 177

nges in how software g edback, security issues, or other issues. Te*
g:amMo!ogies like Devomr(?"aseq are often due to software developme”
soft\lzal:r:rja)l; Regardless of the I::\:egljsﬁrﬁf development and operations: 5¢°

b en
5. itis the result of careful dec'tns?::sdaiﬁjogur:;?sgal;:;s::;es'
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THE LOAD BALANCER

<uch as the cloud, a
hine is averwhelm

In distributed computing environments, load balancer is often
deployed to help ensure that no single mac ed. Load balancing is the
process where IP traffic is distributed across multiple servers. The figure illustrates a

n front of three servers. -

simple example of load balancing. Here, the load balancer sits i
and distributes the load across them. All three servers utilize the same database. The

load balancer helps to optimize resource allocation across the servers.

Database

mi

ncer do this? First itn whe!'e the datt: IsI ;:d anjm

now which servers it's supposed o distribute :O il

Then it uses an algorithm to determine which machine to givé Lhedlaa;c;:ase o gms

a popular algorithm is the round-robin algorithm.

nd request §0es

e e - in with the first server: Ofcourse, tNETE <

d alternative 1

ing the third server, the cycle starts over i
algorithms that can be used Lo balance worklo
for the load balancer to monitor the work queue of pach servera

to the server with the |east backlog of raquests 0 service.

How does the Joad bala seds to know
from. Second, it needs to ki

nd direct neW
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»

Use autom
ation whene
what it was in an or:nhmf possible. In the cloud, everything is yaledba’ﬁf'd
places the worklmdsp;:mms data center. There are moreiorkloads-
on. Cloud ma"agemem? be dep!ﬁyed, quicker pace for depioymenfs-a“dw
these issues. Workload s simplified by providing automated processiné .
and deployment proce S €an be automatically ushered through d e
be automated by l'.ﬂ_-uinsgeS S selection of where to dEPicﬁu’gﬂ mrk:gad@"
e your standz:.:e workioad define its computing needs. ONY
emands of runri processes will you b ‘
s e -
Aning many workloads in the tfoujbie to stay ahead of "

Enstfre Yourworkloads can
:emnmcev_. have been deploye
v re that those viarkload
S of failures in
| cludi
Or outright failure to o

»
ben
dlz:;cmtored, Once your applications and
il are in use by your customers, you need ?
o |-:"wcrlnum_; properly. Workloads can have s
the he, run. Organi ance problems, incarrect results ""wbﬁ
. beforea!fh of their applications a'::jﬂms e PR | monﬂi:‘rns
ittas services, so th o
problems, yoi; m:e: counter them, However, if cu:rocrin' s rD: p’m
bt 2 ers encoun’e
Support shoulg chsunuJ}? :;at they will contact the support (::gar:izaliﬂ"‘
watching the sta
te of deployed software <°

an hef
P CUS[OI’HEJ IwWner [he)’ runinto I
S i'"""'l nto pr ob Bms.

'

Comp'e - -
: ) Xities in
d Environment e

The world js

with a diigie a lot more complicated wj WP

ticloud wor1q On-premises computi with multicloud environments shan it "
5 L than puling enviro - m!

sm:::‘s- Some worl{l;nafi;c applications and scl::::stw“::lh etV g:olss ¢0b

Commerce sjte o are perman<iit and need fH be depleyef ch & L

I a control system that to ruti constantly, 5! neﬂ[ﬂ

manages a critical environ” "l

Process, Othe
various T workloads

application meg lsmme and go as needs : !
€ls are added inte the mj require, Business servl
“the mix as well.

Ina mulii
tl—fl{)ud envi
nviro
nment 81
clo®

Funning g
iffer 3 ) your wy
You're b'-i“gin;r:zgt::ds of ‘“frﬂstr?:;]:;:-:is may be running on differen s
er wo s using diffe 7
rent operating eneﬁw'

rememaen  shg
uld behg
Ve as thoy rkloads from diff
gh they're 4 uni erent environm
a unified system o gl
Operationg;
How imp Onalized Wworkloads
Dl‘l‘ant is
you have 3 Wworkload
well perfo Management in th :Iﬁ“
72 : i rming cloud enuiranmericflc"g-d ¢ IEs exitical tn ensuregre £
PART 4 Managingina Multicloyg W - This is true whether y°
*2ud World

customers, or if you're man-

vate cloud to
mers and

service provider offering a public ot pri
| customers and external custo

aging a hybrid cloud to benefit interna
partners.

anaging a multicloud environment
meeting security and gover-
from an operational per-
change workload

It is easy to underestimate the challenges of m
that performs at a sufficient level of quality while
nance requirements. These are not static reguirements;
spective, organizations need to be able to dynamically
management policies based on changing business requirements.

: used within a geography that has data sover-=
eignty rules for where data must be stored and, sometimes, processed. 1f the data
has to be stored within the country where the data is used, that workload has to be
managed differently than the same workload running in a country without this
type of governance requirement. With fewer restrictions, IT operations are free 0
move workloads to any locations that have the pandwidth ot capacity to meet the
quality of service required by the business. In fact, the ability to change and move
workloads based on business requirements is at the heart of operational issues in

the cloud.

Suppose that a workload is being

APIs: Keys to cloud resources

erfaces (APIS) enable a software product ot service L0

Application programming int

work with another product or service. More specifically, an APLis @ formal entry
point into an application or service that can be used by another application or
service to get some work done. For example, If you're a SoffWace developer who
has created a Saas application that sells pictures,
cessing service to handle customer payments by
processing service will document how you can use its A%

the credit card information, the amount of the payment, and the account that
should receive the payment. The developer doesn’t need to know Bow B ore the
does its work, just the information the service needs 10 be able to complete

payment.

There are two dominant forms of APIs:
ns and software
written in the

dare analo-

tween applicatio
They are
d service an

$ Programmatic APIs are typically used be

services that are run together in the same server.
programming language used by the application an
gous to function calls within a program-

3> RESTful:APIsare used when applications an¢ -
running on different servers. RESTful APls are written in X

HTTP protocol for communicating whi
context that supports jcations.

d the services they use are
wL and use the web
ch allows services 1o be accessed In any

web communi
aging multicloud workloads 173
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RESTful Ap
Is are partic
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Contexts t}
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because Programmati
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£y use a “stateless” cannot work (such as between 5

Brammi
b Amslenglpat‘tcms. Stateless iy
TVice Is not required t

whe

nge
i ﬁ;‘:ﬂzl:mlnalm problems that can aris¢ ¥
0 process one operation (transdc i
rd |
Wﬂl’k.l::jfaE::h at workloads use to document ﬂ’fﬂﬁ
interface typically only speciﬁes 1,

operation simnlifi
ti simplifies "
ple calls woulgd # me:;ssl

An =
API defines 3 standa

Provi
must be ;ﬂe to other

ne
callers of 3 <. 50 the API effecti
i a servi ectively hid
Internal security (c:' rjrhm'h_j“"- know the Zse::;;v the work is done. £ jqet®
s ey did, the service might bLOII' Bow L vy 7
cloud L e less secure).
e Providers offer APIs for 1, re) 3
2Ir cu
stomers to use in Taas and ¥4 L pi!”

S great as |
You created Ttn € as you manage your workload withi” "
e beginnbsg fo g gyl Vil deploy it H “
resources jn ting environme. ndl that APIs are not always consiste st
; one nts. For example, the Apl for usi®® smmr:"’
may be different than the stora8®
patio?

)
ol

includi ! cloud envi
ng sof ¢aviconm
have (o . " TWare that c ent. Applicati is si
APl T: b?aware of whi ;n Communicate with ;ms can handle this 53'l n
fere.nt is mr.‘onaistenqr ch cloud environment j ?th AP3s, but the apphf—"‘ e 'igh[
cloud mvirunmu,ft;"\pls limits the 1b'unl; Its cunning in so it use® L, 4
: E 0 move ds bet
e workloads
ter unde
when Vo rstand th
a2 e ¢
Here are mﬂeatﬂ w-al‘kloadsc;! 'plexities of the probl hapPe"s
“Ummon Scena_:; the Amazon Web s s -, ll‘"ﬂﬂ-
e . ervices (AWS) laaS P
;L you might en
| " counter:
You cr :
I eate 5
T e ealrs o o
. n
g a Private cloyg ent IP address, f orkasa secu'rit)’ e
ng level, service, you'lifing in you try to connect this PP
compatibilities at the net

L You create 5
Wo

Stora rkicad
BR in nnothe p hi‘or storage on Aws
and a second workload o'

0ad runn; ublic cio
occy ning in ¢ ud for red
T You dont undancy. You have a third stci98°

he pri
vate cloyd
services, This iy, - When changes to your applicatio”

Ve a stangd,

rd

% s atj - way t

application on on, On increases theyd.,o Manage these three different sto7?

e
Or more of the cloy
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W
Orkload Portability

THE NEED FOR STANDARDIZED
ACCESS TO APIs '

?;:‘:U cee from the previous discussion, N0 single standard APl exists that can be used
mné’apgﬂ access to services offered by different cloud providers. What s needed is 2
% s.emr access layer that creates compatibility among, doud workloads. For example,
iy ce oriented srchitectures, a standard XML model allows for interoperability

ong business services, There's no equivalent model for multicloud environments.

Of course, you can always find ways to work around complicated problems. For exam-
lementing both the U.5. and the

gle, in the cellphone market, vendors end up imp
uropean wireless tonnectivity standard into each phone set. Likewise, in multicloud
capabilities to create customizable templates

‘t'::“*bad management, companies offer
Lnat allow developers to make allowances for the differences in APIS and thus are able
deploy and migrate workloads. -

me a de facto

hough AWS APIS have beco
ereis

» Cloud APls are all different. Al
standard, many more APIs have eme i ket. For example, th
the Open Cloud initiative, the Open Cloud Stack, the |BM Smart Cloud, and the
Microsoft Windows Azure market. None of these cloud APIs aré compatible

with each ather.
The question remains, how can you handle these incompatible APIs in your

agement tools?

al because of their impa
omputing :
onments at any tme,

ioht want to move

dards is essent
als of multicloud €
n cloud envir
mples of wh

Discussing APls and stan
management. One of the go
be able to move workloads betwee
reasons a business may have. Exa
their applications to other clouds include
gle vend
raises pri
itors if the vendo

or, you run the risk

ces or changes its
r fails to

rely on asin

the vendor
pet

r lock-in: Ifyou
th higher fees if
or lagging your <o
petitois.

3 Avoiding vendo
of beling stuck wi
1Icenslng’__agreemenrs,
innovate as quickly as com
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ct on workload

is workload portability, to
for whatever




want to use th
e best tech
financi echnolo,
andial constraints, and in gy for the task at hand. Additionally there are storage
v 1 many instances, you want to find |nexpensi\e J
» Implementing hybrid cloud storage
» Preparing for change

options thatr
tstill
neet the requirements for a specific workload

» Incr
easing prod
uctivi
use the platforms and :ybYSMﬂS teams the tools they want: Teams &1
A il ar‘:;o!s that they are familiar with, You want them
vty and productivity, not needing to learn new too!s

¥ Creatin merts"h
g an ecosystem
o that meets compliance and governa

ons: To com s
/ ply with various i
regulations, you may p\:ar‘;o us industry, governmental, and internato™
dlﬂe.mnl locations, FOrLei to have certain types of data and workioadii“ !
pa lar country or bEhlardnple, some data might need to reside in @ Cha t

e pter

» Creati
ng a flexib i g
e constal:cnwronmentmsupponchanginghuslneﬂwﬂ“ “’l " OI El
n \
nesses tly change, and you need to plan for change by N& : an I

fexibilit
y. For examp|
PIE, you may be using a cloud provider that begins o

reposition its
5 Compa
ffIEedum s mmeypm:‘:'zc:mpme against you. You'll want to have the
also your competition, rkloads to a different cloud provider that is not ln
| the
|
|

f

i

|

|

¥ Takin
g adva

g Ntage of best of breed technology: Your development tearms
!

e

In today’
¥'s multicloy
workload Cloud world, a | .
portabilit ; a lot of manual i — a
) = Y. Howeve al intervent ed 10
| rgar;;:’;':gesﬁ;hm will make mtl:zf] an;idpa“-’ future s:a::;[;;;;sn::: weli'degf:
- Until the visj oud workload e
' mend buildj sion of uni doad portability and manafe’  ge
{ uildin iversal workl il d o .
: APIs from Yngr your own portability laye oad .pﬂl"lahllll.'y is realized, we rf':a“d ““%. ala storage is a prime concern for businesses and can be complex and
to replace yoy workloads. When APIs a r to hide the differences be 9 | expensive. There are many considerations when it comes to data StOrage-
changes tq r portability layer wi re eventually standardized Wu']! be Pl J e L sniiliig o the typical storage ques Hions includes i
your anolicati with the new ? 1Y
' Plications or services standard without havif5™
| i Container technol 3 How often will the data be accessed?
olo, i ¥ g5
H ng it easier to create portable workl?” s» When should the data be deleted?
3 Where geographically should the data be stored?

See Cha
pter
| 10 for details,
» What is the data backup plan?
-
These concerns don’t go away within a cloud environment.
e many

the movement to the cloud can complicate data storaE” becauts:rﬂ;:r::;“asmg

more choices in the cloud, the scale of data may be “'}“d‘ gr;: -a:; be much more
data across on premises and private, public, and hybrid louds €

d
|
|
|
II challenging.
While many Lusinesses are investigating a multicloud aspmac
many questions need to be answered. When should y:;: e_t:!a bl
cloud or data center? When is it appropriate to sfore tal i
ronment? How are the storage options going to jmpact impo
\atency, availability, security, and govemance?

In fact, in many ways

h to data storage,
ta in your private
¢ cloud envi-
SHES suchas |
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| 3 File-baseqd Protocols: T

] L
plore the evolution of storage requirements Jeading an

BY approach. In addition, we consider how compal pi”
tic and

In this chapter, we ex
hybrid cloud strate

streamline their orpanizati
ganizations’ I ilitie . -
vate cloud storage options, Feopeites by levergne e

| Understanding Clo
| ud St
Fundamentalsg orage

The desi ,
£n of cloud storage is very similar to other cloud services in *B‘rms?: il

service, elastici 4
asticity, and scalability. Cloud storage is based on abstracti"®,

storage with a well-def; g : ce
ner. In addition‘e“ defined interface so it can be managed in a self-5¢™""__ gad'

cloud
consumer’s cloud d storage needs to use an architecture that Pr
ata from other consumers.

Of course )
integratr:sI mnlra:;e;mt important characteristics of cloud stor€° i ed
» Paas, and Saas clouds. Today, hard disks are conf pE’"d

physical servers 1ging i
'$Ing a SATA interface, which is rapidly replacing otder! 1ty pot

SCSI protoco E 1

‘.‘Onng:md dllsn-ci';:vr:veir. in t:le cloud, scalable storage services aré :;':m e
physical serv - : er

Ethernet or other communij ers, but use interfaces that transf cﬂﬂncd:

cation technologies. We explore how storagé slﬂfase

with virtual e
al machines in the cloud in the upcoming “Elements ©

sidebar.

The following sections add

v
Protocols, s ress four key fundamentas of cloud st07a8%

“ige scenarios, functions, and benefits,

Cloud storage access protocols

fh,w Important issue in cl
1t's needed. In order for
data storage, you need to
speed that s a2ppropriate
storage access methods:

c:l;cl storage is the speed and ease of accessing da:aenlisfj
clond storage to be a viable alternative to 08°F 2t
be able to access your data at a competitive cost a; clo
for the situation. Today, there are four types %

| 3 Web servic
| es ca
application programming interfaces (APls): These use

RESTful APIs (followi
owin Sl :
integrate with appil‘caﬁ :1_' : principles of Representational State Transfer) 1

hese protocols are used to transfer files and provid®
tof U_1e application being connected. They also
service than web service APIs, Different types ar¢

integration independen
generally provide faster

13 Ina Multicloud World

Network File System (NFS)
Common Internet File System (CIFS)
File Transfer Pratocol (FTP)

» Block-based APls: These use ISCSI(
storage middleware that support services such as stor
replication, and data reduction. .

» Web-based Distribution Authoring and Versioning (WebDAV): Thisis
based on Hypertext Transfer protocol (HTTP).

Internet SCSI) to connectan application to
age for databases, data

THE ELEMENTS OF STORAGE

ot factors thatare

i mark
are among the mary nd type of data that

New mobile and digital technologies 1
responsible for an exponential rate of increase in the quantity l:s i some needs 0
companies need to store. Some data needs to be reajndily available, T oA neW
be stored for five to seven years or longer for compliance bP“rPr‘:::wm i tand
technologies like virtualization have helped companies (o !h;ense& rBample
save money but have also created new and costly storage ¢ e dating and A
some companies found that the savings they expected f’:e': e ding on SOT2E® e
ing the utilization of their servers was eaten up by incre2 nis:;want ¥ find new cost
rapidly growing number of virtual machine images- Cumpzm e storage require"
effective and flexible storage solutions to help meet tljelr

ments. So while we axpect new methods and innovation

in the approad’\ to storage. the
following summarizes how large-scale ctorage s typically maneg=d:
enerally connected to 3

mode SRLel i::a,d drive that's interna!

e Direct attached storage (DAS): In this
device. DAS s not directly

be
server's local bus. In other words, youf sncurag:F m;):a =
_ toyour machine oran external drive like @ USB s

accessible to other servers.

: This i
e Storage area network (SAN)
2ge devices that provides block stordge (0 5 UsETS media. There can be 218

m
read/write disks, optical disk drives, or other storage (abasesare one
number of them, depending on your company's T4 ir data structures on

rage, and they impose o
of the primary users of SAN bloct S0 |, SAN communication protacols dum_
the storage (for exam| ersto

ple; not afile system s
to a LAN), but requ X t
use TCP/IP (typically ugb: to ;0““"“ ekt SaNs can require signifieah

nect te SAN networks Using

BAs (Host Bus Adapters).
configiration and support 0 fnstall.

rwork of interconnected StOr
< a high-speed n:hem storage devices might be

(cgnq'nued}
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(continued)

°
Network addressable

Kind stor. :
of computer that age (NAS): NAS Is often implemented as a sped’m‘

LAN. provides
. I's generally easier 1o inmf;:z'::ied storage to other computers ovef &
nol as highspeed as a erende
SAN, The difft

between a
NAS and a SAN
provid isthata 4
es block storage. NAS provides storage for files, whereasd AN

There are
different
formance. types of data stor,
., The fastest age and they t = "
stor end to fall into di gersof pe’
age tends to be able to store less infonmlt!:lﬁ::nd costs
o

tively more), whi
A while stor,;
mlatmt'le“)l <to age Lha_ t holds lats of data ten
rage that is ds to be slower to access

wmdu;,u“d data) must be

it IO/IEC forthe
rage was very slow

expensive o

used as a

faster than :':::f in a server (to be able to quickly

cache. For example, orage of all the data. Otherwise.

mpared to disk ple, although rarely used nowadav>
s, but stored lots of data and was mych

Understs,

nding the tj

AppHcationpand senc.. of storage perf

wh R o s TSI CICR 1S O fivare

; : tical when desi d so

quick Sp:::la;i a::lm pmd::;‘?a sp:lcajtr:j ppsToube used vhry qtﬁ::‘hs{fgﬁh B

al C pri

does not Processing. On the othar ':::;.EZ: ::,,l: tle market) must use €1

chiving data for long-term 2
flots®

require qui
Ol 58 For s (. RS time
or long peflods of time. . and the lower cost is well-suited to storage @

Here ar
e ;
‘the three tiers of data storage:

® Tier
1: Refers ¢
0 data th
word at has been
S Youwant to have it reads ity urrlehcaen: y accessed or is mission-critical. [ othef
nd. It's generally stored i ‘
on high-quality

8 eV

media. Think
2 of you
eral r bank acco
manths of this data, unt data. It's likely that yourtvant to view the jas

-
Tier 2: ja
efers to
basis (atathats i
mirrnr:; Corporate emron::'{mew' This might be backed up on 2 perio®
o (copied) by another nt. Data stored in databases, for example, i5 ofte
J “; ": this way for three to six marnﬂ. Insa corporate environment, data];i’gh‘ be
Data th :
long at's almost
Period of never acces i red
e the o sed, This data may n : £
r_“?"' rities mld“ez mpliance reasons, In the br ‘I:y Sl 9
eMaiis are storaq ; ¥change Commission (SEC) r ID ol it emmp
equires that all transactions

ge = or u
lar - P o seven
pany, years. The amount of tiér 3 data car be huge f d
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Teewy
ICa
STurs A

Th

AP‘: most common method for accessing cloud storage is by using web service

imsi such as REST (Representational State Transfer). Cloud storage vendors
plement this technology because it's dynamic and simple to use in the cloud. In

addin . a i

Idd".-lon. because of the use of virtualization In cloud environments, there's a

equirement for a mere stateless (no set location for any code) access protocal.
uirement for statelessness. This aczess method

Web service APIs support this req

3 ufed by Amazon Simple Storage Service (Kmazon §3), Windows Azure (Micro-

soft’s Cloud Platform), and others. However, Web service APIs need to be inte-
oud storage, which can create

grated with a specific application when used for ¢l
?_"“fe challenges. If you want to avoid the need to integrate with an application,
ile=based protocols and block-based APIs can be used as alternative access meth-

ods. Another connection protocol is webDAV, a specification designed to create an

efficient cloud storage interface.

storage

ty? you can use an
rvice.

Delivery options for cloud

liver your Sto
or connect toa

ssue for primary (tiex 1) cloud storage, p“arl;icularly
rs are currently offering a different class of prud-
utions that may ultimately address primary

How will your cloud provider de rage capabili
publicor remote storage sé

appliance within your data center,

Although latency is a major i
for data used frequently, vendo
ucts called hybrid cloud storageé sol

storage. (Because we talk about hybrid clouds in general throughout this book,
some of the terminology may be confusing, but bear with us.) The idea | s
local and cloud-based resources to address performance jssues associated wi
storage in the cloud. Generally, these offerings consist of two things: ;
reand

rver where the hardwal
d the details

a physical or virtual se
asn't have 10 understan

» An appliance thatis
figured so the user do

software are precon

3 A connection to a remote storage service
ent between the local storage and

The appliance intelligently handles the movern
be in one place.

the cloud; to the end user, all the data seems t0
appliance that provides

orage on the
he cache uses a

A cache is a block of memory for temporary st !
a high-speed buffer between your client and the cloud service.
host of algorithms to keep the maost frequently used data on
attributes such as the age of

For write requests, the

hardware. For read requests,
accessed, time since last updated, and so o are us
appliance 1oay wite the data Jocallv on the machine and then burst it 0ut £ the
cloud storage provider.
L]
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;'me data is generall
rom the provider

f ; :
unctions of cloud storage

bOlh ha\m
? an impa
replication t Pact on the type of storage you will use, You can use

Cloud sto
T2ge can se
ve multiple
purposes:

3 General
-‘Purpose stora
ge for day-to-da i
y or periodic use

» Data .
protection and ;
A and continut :
nd restore functionality ity, which can include data replication and b3

| » Archi
! Chive and reco ta
Fetente ras management, mean| m
2 aning recoverable long-te da

J *
*0 support ;
pport complidnce and regulatory requirements

| B
| enefits of cloud storage

sﬂme of the bcne L
Ills Ortlﬂud slor, ge IIIE]Ude

| » Agility:
| | : The elasti
| I unlimi astic nature '
it - of the ¢l
- ed storage in an ondemang l::oedn:]\bleg
o | er physical d =
. i evices
;?:f‘ ina data center, y0ut;;,urchase and maintain: When yourre st 8
annage—‘-:!uﬁun. This means e to plan for the servers that will be part ©f thi5
‘ a9 maintain them duri ¢ you neeg o plan for purchasing the machin
| tyou have engugh s & their life Cycle. Additionally, you n-.gu5t make su®
: :;‘;: don'ttave ro purdﬂif and can meet power requirements, In the 4
‘ | ho 8. The doud provida Physical devices or deal with en\dror';menta
‘ Mework on the seae o 40 thS for you (but
% 5 ervices that your Drovideryofl-;{ pplanid iyl
isaster ers),
recovery: The cloud can J

other bac';ups
and can minimize ¢

you to gain potentially

Capadity (o 5 ;ﬁ?e as a good replacement for tap® o
i upport your backy erns about your own data center
Voe ses storage, your | Ps. Instead of continuing to expand your
Systems go down nformation can be backed up t thpa yd If
3 Cost Although o - YOU can retrieve your data from r:h:d Tj;lou .
significant capita ex:ere;ame’y inexpensive, NAS and SAN d ir€
US3ge, SO you only payrf]o It::: - The cloud storage model is hem? =y
your telephone — T whatyou use, Thi e
generally speaking, you p::sf:irn:\:l:rtm o
at you use.
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:hye zfgl:t:d when it's transported. When you gy "
irst deduplicated to make it faster 1o retrie?®

[
! The type of i
nformati
ation you need to store and how quickl il waccgssd’p
y youn * pastd

0 enable mo
re
granular control over how and where data 16 store

ckup

Dot :
®ploying Hybrid Cloud Storage

You might consider various scenarios for a storage archi
acloud. Remember that in a hybrid and multicloud model,
and assets might be on-premises while other will live in one or Mo

are some possible scenarios:

tecture when you deploy
some of your resources
re clouds. Here

¥ Your applications and data are on-premises, and your tier 2and 3 datais

stored in a public cloud. -

 “3ome of your applications are in a public cloud, your data is on-premises, and
your storage is in a public cloud.

3 You have a private cloud within your qnterprise. and you're managing

private cloud that's hosted elsewhere.

3 Some of your applications are in a public cloud along wil
your applications and data are on-premises. Your storag

and on-premises.

th your data. Some of
ais bothinthe cloud

ermutations in terms
here's what you
loud.

be multiple P
and storage. S0
you deploy 2 hybrid ¢

n a hybrid world, there can
pplications, data,
terms of storage as

You get the idea.
of how you architect your a
need to be thinking about in

AP that connects your local
d data to the

Interfaces
plications need an
1d be able to seT!
the APIs the

To store and retrieve data, your ap

system to the cloud-based storage system- Users shou
cloud storage device and access data from it. You need to ensure that
cloud provider uses are interoperable with your own, because there Lt SL::;—
dards for cloud storage. (See Chapter 5 for more on standards.) In other words,

vendors lile to use their own APIS.

According to experts, what users want s a standard like the uhiqw;;;im Tﬂ; g

the network used acrass all SIOTage interfaces. HOWEVED, this mzyb: e

each vendor may define its own APIs based on SOAP and REST. 50, 10 i J
¢ be completely interoperable-

there may be similarities, but vendors won

Security

t meamnﬁareinp
sure security well as access=

o bewn s e mises locations as
transferred between Storage and on-premises g
rage, 100
control measures once the data is stored. Files need to be secure while in storage 3
4 storagein the cloud 183
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Reliability

i
0

Data integrity is also a piece of the hybrid cloud environment. YOU its inte8®)
sure that your data gets from point A to point B and that it maintains "= = ns
Your cloud provider might index your data. Its integrity alse P g

intact when it's in storage. For example, if indexes are cnrw?‘e""
your data. We talk about the why and how of security in Chapter 1>

Business continuity

ur ”“’mﬁ
Planned and even unplanned downtime can cause problems for yomjs,as
Your storage provider needs to include snapshats, mirroring, and batuhe Cﬂ‘ﬂﬂd
as rapid recovery so that if the provider’s system goes down, w Cftstc

You also need to make sure that the right service level agreements ar¢
Chapter 19).

Reporting and chargeback

14
Because cloud storaga is a pay-as-you-go model, you need to know ‘f'rha lﬁiﬂfgé
will be at the end of the billing cycle. This will include any transacti®

the provider might charge you as well as storage costs,

Management

té
In a hybrid cloud environment, if you choose to store zame of ‘_,.._,ul"r‘: meﬂlf
premises and senie in the cloud, you'll need to be able to manage the enV! envi®? i
together. How will service levels be monitored and managed across these ‘,.idcf?
ments? How will you know if there’s a problem with your storage P“’ne 55“%
would be nice to be able to manage all of this together, in one spot i % ag
“pane of glass.” However, the industry is not there yet, because it's ¢" 2 by?

_evolve its offerings in this space. See Chapter 12 for more on managi”
‘and multicloud environment.

Performance/latency o
t

Once you put your data in the cloud, you are subject to latency (delays T;ich w

when processing data) issues. The questions to ask here are these (

explore more deeply in the next section):

| # How quickly will your applications need data?

| 3 What are the risks if data isn't avallable in a reasonable time frame?
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i i roblems?
3 Will your applications experience time-out and thus p

ork speeds?
» Does the cloud storage provider match or exceed your netw

» Are there any bottlenecks?

Data and network speed

address latency
Once you start moving your data into the cloud, you may need to

: d how often
w're storing there an
concerns, depending on the amount of data yo i uﬂuzingvﬂufmorwm

- 1

g g dacie ?:Jh:e;;:::nut to access it. S0, you really
i cros ;

for data access, you're now going a  thie iz | :

need to think about the kind of data you're willing to e:] e e deiling =

how often you need to get to it and the net\?mrk_spel sk ok i8 TOE

Mlhnou h styurage may be unlimited (for a pnm?&[au:a tl a'.n : nem:rnrk : ;

Two isfues you need to consider are amount of peed

Amount of data . storage cloud provider:

jer 3 datain
Say that you want to store a large amount o uersaport the data over the Inter."ett‘
ke sense to actually try to Gup existing network- It migh
Sy ot e dwidth of a trudk is greater than any way, Calculate transfer
e bﬂn': the data to the vendor in armﬂ‘l:’-ireci da 'whjch leads to the
— ;Cn:; . I:;?;[:m’m of data you have and ther
rates based on

next point regarding network speed-

Network speeds

Bandwidth is just on¢ element that €0
another one. Latency re
of a network to another. For :
the words don't seem 0 match,
there’s a short clelay;k B
0

eed of your network s g
zgunection, it doesn't always work ﬂl:l
tors contribute to network latency, e
width, encryption, as well as routers

eed. Latency is
ntributes 1 s from one part

t move .
i ovesona video but

e 5 which - s to the
d corporate LAN/WAN is 2 gigabit networlt information &€
A goo

rnet.
network might be faster than the :trizenﬂka
Internet, you may experience 8 bol

u
oct how qllk‘kly Yo a
vider. This bottleneck will a[fb ck to your premises: if yo

7 5 _
i more importantly, s 3 n
ifle: :‘rlnd;ider‘s cloud and want © analyze TmiSé

.a fnthe
- ’ hata storag!
managing F
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to take 3 whije b
0 get the data b ; x nith
ack You need to consider this issue when P 9

your hybrid ¢ L
the cloud becatzl:itlem_ For instance, you may decide not to store tief !
work speeds may not match your requirements for use:

Planning for Cloud Growth and Change
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PART 4 Mar

| 3 Arisk assessmen

Planning for cloud growth 2

3 strategy to dea w;
: 3 with th :
In this section, ¢ growth, and choosing a provider, We discuss €

Understanding your data

Ina multicloyg
=Oud world, this data is he . ome
and on-premises. dtais being generated in multiple cloud cmﬂw"m

Devising 5 growth strategy

The second step is |

the growth oy u!;ﬁ ta?:ﬂct‘:m a strategy to determine how you're going 0 d'f-"’J;Ipﬂ

understand hoy much te move to the cloud. A part of this strategy, YU - o

much you can support Slorage growtk: you want to support intemally 2705

that o g o outside your corporate walls. You need to do aB joud

Strategy. This anajysi cestment in corporate infrastructure to a potenti® °
alysis includes the follovsing: g

¥ What king .
of applicati
versus what 0ns and data you're willing to store in the cloud

. You want tg |,
associated with regyj, ©Ep on-premises: This includes data issues

may be thinking only a
considering other appl
.make Sure that yoyr p
ISsues your Company
to change jf Somethin

i:ﬂ:?:? ;’"3“59 and other risk factors, Although yo!
ke 1-:VE and backup applications, experts advisé
rovider at may not be mission-critical, However:
o can adhere to any regulatory or complianc€

Sin place. You also need to make sure they are wills
8 changes in your industry,

t: E ;
YT Company has its own tolerance level when it O™

torisk. Aside from
technology risks, you may also want to consider how YoU

naging in a Multicloug World

nd e i jsi
change involves understanding your dat g::itgp

processes might change in the cloud. For example, you need to determine
whether there are any people, processes, or cultural issues to consider.

» On-site data storage costs: Include all costs associated with on-site data
storage: hardware, software, maintenance, environmental costs (such as

electricity), and so on.

» Cloud storage costs: Include all costs associated with cloud storage, including
data migration costs and storage costs associated with these applications and

data,

Choosing a provider

When you've decided that you want some of your applications and data m l:}:le
cloud, you need to pick your provider with due diligence. Read the fine print in
terms of costs associated with the storage and what contract termination lqoks
like. You also want to make sure that the provider puts recovery-time objectives
in place, in case there's a problem with its service. Also, Ima.ke sure l:he. veudur.ynu
select is viable. For example, what happens to your storage if your service provider
goes out of business? Will you be able to recover your assets? -
Experts also advise to ensure that an escape clause is in your contract, in case your
provider doesn't perform as advertised.

These concerns boil down to trust and doing your homework. Do you trust your
vendor and have you put the right contracts in place to protect yourself? Have you
done your homework? If you haven’t, you need to.
The hybrid cloud storage model offers many at?vanlages to or?ﬂj::ﬂ:hﬁ:a;
want to maintain the security of storing their !1lghly 1:0111‘1dxagl:t‘éln.alitY i
private cloud and then selectively store dati} with {ewer confi Zrllg S i
ments in the public cloud. Ultimately, the right m‘beme_er: pnm it
environments is one that maximizes cost savings while maintal g

geographic storage requirements.
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IN THIS PART . . .

|-'|anage :
an
d integrate data in the cloud environment

Understan
id the importa
governance, portance of cloud security and

Estimat 7
e the economics of the cloud

C
reate your cloyd strategy.

_INTHIS

et &
» Maintaining trustw it

» Integrating data

» Working with big data in the cloud

» Creating adata anarytics strategy
» Ensuring thatyour providers secure
“your data i

Chapter 14
:wanaging and
Integrating Data
I the Cloud

uccessfully managing dataina hybrid environment is critical o ?'our ?:s:a
ness and the satisfaction of your customers: one of tpe complexities thzm
management is the variety and diversity of data within g_rour busme:;ls. ot
is highly structured transactional and cus ok g7 an: eand
unstructured data that exists in documents and i o t?aT:s isgat the
integrate data sources across on-premises data centers and bybrid €

core of any data strategy-
mount of informa-

In this chapter, we discuss the need to deal with the massive a
tion that defines your business. -

E .
NSuring Trustworthy Data

businesses are grappling with the P
ud while protecting

f all sizes andinall industries

roblem of leveraging the flexi-
their data. T movement to
to think about how
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Increasingly,
bility and economics of the clo

the cloud is causing companies 9
tainthe cloud

ing Da

aing and integrat
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to keep busin
compliant. MII:::J:I:QI = wa; previously secured inside a mml] ylt::
cloud providers must have the proper control$ inp i

ensure the secu 2
your cmPnnY'sd?;r;lde?vaq of your data, you are ultimately i
4 Is means that industry and gowmmeﬂ 5“:“3

Created to protect i
managed or smredpebr;‘;:aiz:l;i'dbusinﬁs information still apply mnjjdff @
e vendor. For example, the Europea” m;tﬁ‘r

has implement
edac _
cess, store, or Olhcrilizslcx SL} of d:!!-‘l protection laws for companie® w
must be foll use EU citizen data. In addition, ind “S
A i

owed wh i

Insurance Portabilit ﬂh'?; Ao o Anedaad, Fas mmp]& .

privacy of indiv;m:la:: pecountablity Act (HIPAR) was create 2 oglel
calthcare information. Healthcare organi o™ ’5‘

require their subc
ontractors to ¢ =
reasonable security measures omply with HIPAA privacy " nsideratio

Controlli
E lling customer data privacy
ny businesses a : I3
better analytics m;’;crlushsng’m acquire more and more data in an effo™ o r;;d
and prospect data wi IJ: '\:;n[‘f) lﬂcr;asingly easy for businesses to enricP o ar
technology vend us third-party data le
: 0 : sources. v
customers’ Socia|rsml::3ai; will help companies match czzt;‘:;:: ?:Eﬂna “;::;
specialized data brokers ﬁosnngs' The business can also shop for . e
It has been a common p‘:ac‘:'w§sess data on individuals who are not © 07
consumer data o lt‘c‘ml marketing to acqui -te of 10 -
vt i i b got?l !:gcual media sites such as gmgicc?-‘l:cr:bz?kai::rhls :iucdln- l{"«ﬂ
that cust 1 to amass more data, you must thi  Or LY g
omer privacy is maintained ink about how yoU € '
Businesses now m
ust be aware of rl""‘d
wh : enhanced r
mu?: ;:agcrl‘lal:lg B(;Jr.;t to consumers via acquiregg:z::latml-i el d;f: s 5i0f;
rom the cons - most cases, ; pu
umer to use the data via an opt-in proces™ n

gaining such permi
ission is difficult i
abusiness and the consumer. 1tif there is no preexisting relationshiP

Assessing cloud data risks

You should be concemed
cmrironments. of cou:s;,
trying to secure. Data ca
cata‘log information o
the impact of not being able
then you can decide where
to keep some data on-
8o to the public cloud t

tha‘??;; a ;mlmber of issues in hybrid and fﬂ“mdo:‘;
i ino nsl;depends on the kind of data that ¥° et
ok md;::pe rom credit card transactions 0 p;od nd
Wk network site data. You need to unde®." 4
sl ss the data or having your data I:OmF'mmise E
store those different types of data. You maY¥ "

i L mig]‘]é

Premi; i
> driv::-: t:lo that it can be physically audited, some
og sales, and some could be part of hsﬂﬁ'ld clot
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configuration when your on-premises application’s
Saas application. Here are just a

l[q“‘. 0,

data must integrate with a
to think about:

few data-related risks

n a public cloud, there's

we mention in Chapter 15,1
me system as other

ored on the sa
is well isolated.

rvice provider and ask it
The result may be that

¥ Data multi-tenancy: As
a good chance that your data will be st
companies’ data. Typically, each tenant

» Data deletion: If you end your contractwith your se
to delete your data, the deletion may ot be thorough.

some of your data s still be on the provider’s system.
% Data breaches: You need 10 do your homework and determine how goc:
the security environment of your cloud provider is. If the cloud and rcl:te
elements such as the network aren‘rwell secured, customer data can e

stolen. Data protection laws that protect personal information can vary by

country and state.

Securing data in the cloud

ncern related to security and
rt of your data.

- tion,
The three key areas of co privacy of dataare locd A
control, and secure transpo
Cloud providers must ensure the security and privacy of

ipii
ultimately responsible for your company's dat.a.'lndustry and g?::;w S
tions created to protect personal and pusiness information §

data is managed or stored by an outside vendor-

en if the

in ki t
s e ST s
d cloud. This might oY ot 5

It's important to note th
oOthers believe that if the right

too sensitive for the public/hybri
data, such as medical information. o ted. In some =
parency and controls can be provided, consumers ¢an 1;::(1 i ek el
cles, this is an ongoing debate. Clouds that hos; ﬁ“mm S ity Standard
compliance requirements such as Payment card In tLlla D T boclo ey’
(PCI1 DSS), Sarbanes-Oxley, and HIPAA. We devote Chap

Location 1
After data goes into the cloud, you may not l::‘;hmnm
how it's used unless you specif jcally contract ated with this situation:
location for your data. Numerous jssues are assoct

aws governing data
rotections may not ap

may be able t©© gain ac
¥ your data when 0! need it

s Specific country laws:1
Your own country'’s legal p
outside it. A foreign government

ving full control over

keep you from ha i
ng and integrating patain the
o
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th
» Transfer of data across country borders: A global company W
subsidiaries or partners (or clien

ne
ts) in other countries may be <0
about cross-bo

crtualizatio
rder transfer of data because of local laws. “"“mwnﬁ”
makes this an especially tough problem because the cloud pr
not know where the data is at any particular moment either.

prd®
» Optimized performance: There are times when you want to h““’ﬁdﬂﬁ

nts
in close proximity to the user. Users have a variety of requireme
the ability to quickly optimize ap,

users

t
plication performance, In other $ItV2™

sectf
need to be able to avoid moving data for performance and
reasons,

» Secondary use of data: In
be vulnerable to al

Withaut proper co
be used for marke

@
etad?
public cloud situations, your data of '_’“e provid
ternative or secondary uses by the cloud Sef""“'-r po
ntrols or service level agreements in place, you

r
oth®
ting purposes. It could be merged with data from

organizations for such alternative uses,

The control of data in the cloud grith e
FIRTRPRS 1
You may or may not have heard the term the Confidentiality, 'nti el
Triad. These three attributes haye been around a 1078
world of auditin

n
& and management controls; they’re critical for data i
environment for the f,

ollowing reasons:

e %"

2 R 0
» Confidentiality: Only authorized parties with the appropriate privileges
access certain data, so there's no theft of the data,
| ¥ Integrity: Data ic corre
there is ng tampering

jrered
€t and no malicious software (or person) has @
| Avaitauility:

with the data,
Network resources are available to authorized users.

attributes are direct]

policies set in place
d{y, reliabiljty, and

holds for cloug provi

he
o oude’
These three y related to controlling data. Controls :I'j]i nttﬁ_s
Bovernance to make sure that data can be trusted- ach. b
confidentiality of your data must be beyond repro
ders, too,
You must unde

rstand what lavel
vider and cons

0
ud P!
of controls will be maintained by your clo
ider how these controls can be audited,
Here aye some

ity

s inte

types of controls designed to ensure the confidentiality, int ¥

and availability of your data:

# Input validation controls to ensure that all data input to any system or
application is complete, accurate, and reasonable.

PART 5 Developing Your Cloug Strategy

TeCH
huu'“'

Tip

ili n 1 nsur tha data can Dtlclledilﬂﬂl
ca be rec

tio CQﬂtmstce sure tda

"tPUtIEconc a

input to output

tely and accu-
i ed comple

Is to ensure that data is process!

» Processing contro

rately in an application.

& authorized to access the

se who ar nd transfer.
% Access controls to ensure that only tho 2

cted in Storag
d Sensitive data must also be prote
data can do so. Sens
Encryption can help.

L d ..
tais mﬂlﬁhe
. ersonal da
rocess by which a,,,-onymlmdrz kept in a separate
s NHdenuncatin e ptmls to ensure that codes ?rcaﬂon information.
o e Dwne?:::uthoﬂzed access to reidenti
location to preven

d without
't be change
controls to ensure that data cant

t
». Change managemen

d
i ntly deleted.
PN that when data is permane y
re
: ntrols to ensu
» Data destruction €O

rage sites.
dundant stor,

here, including all backup and re

itis deleted everywhere,

ity
. Cloud Securl
nt that the €85 0 1) to
Is in the cloud is so i‘ﬂ?g‘::ﬁiﬂ Controls M’atﬂ:‘fc overall

e chnaegt ok cuntrﬂer a list controls called ustomers in assessing
S Fmtcll oge:t;d assist potential ﬂfuc‘:mms

i ndors g . ec 1y
E;.;fz;: llc;;dp:iuider. The matrix OU‘:“"‘;E:hat the control . i
and the kinds of cloud delivery mo nt set of rules oud Pue a
consiste ess, SLOrAge
and publish a mission, acc encryp-
Your company needs tof:::;:z mmagerpe“: l::t:_lssc techniques ivuzhr:jonune“d
SWiing e ucatiu'ni nd business ~critical ; '-i‘cfl. and misuse. < for your data-
deletion of confides 1It_latc:‘ﬂzdut:l: exposure 0 d2 ‘
tion and tokenization

Spea ravide
W Is it P
i hat contro

uc cluad 'pravider regardmg
king to ya ;

Secure transport
Suppose that you've dec

ding
clol-'ld- Re?'r
some of your data to the
ided to move

data transport, ensure two things:

intBin
int A to po!
i from po
intercept your data as it moves
3 Noone canin

location In
storage
the cloud. ise) occur from any
licious or otherwise
» No data leaks (2 data has been
the cloud.

The goal of sm?:!ce movin
¢. The issues you
Kinds of issues ¥
gh to one in

wW.
These concepts are not $me
around as long as Lh::h lcnsame
point to another are i
data from a data center

in th
C ntcgrat:ngﬁam
and I
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In the multi
icloud world :
n , the ?
umber of ways: within a c}outlioe-nur\r:i?otfrom point A to point B migh"oc“ P »
mment, over the publi at On-premi
, ic Intern ses data center to cloud

enterprise a
nd cloud provider, or even between cloud
uds. 2
Connectivity between (or among) clouds

TI‘JE securit
Y process i
da may includ ot
ta and then encrypting it Wuu:i:;gngmmg yosie it g C“‘:;ﬂ Seiiaca
an approved method. In addition ?  pd

|

want to ens

ure the securi ]
u ity of old 5 |

you no longer need it. er data that remains with a cloud ¢ ‘

We di
iscuss each of these scenarios in this section.

On-premises data center to cloud

A virtual pri
= private netw
its u'anspon fi ork (VPN) is one way to
2 m 2 %
your o Pl‘li:a: cloud environment. A VPS;Q cssclr:iaagI: s Df?j’a:; ‘ Connectivi
A well-designed Sp';ﬂ::v:ik instead of using a ded[z’al&f;kcshmtf zjtbcﬂ 6‘# used ‘iztlgl}?df r::m the data center to the cloud is one of the fundamental tools
eeds to ine . physic | ? uild cloud integrations. The i ization i =
Bepcte two thillss: ' E“?E resource plannin;%g-l’) system 311:112: i:'src?a?;a ;::1::::2?1:1“ ::easg::;:iea:;elri_
ation to manage sales leads. Data from sales, order, invoice, and inventory data -
ly. This can be b

systéms must be synchronized for the company to function proper

» Afirewall
to act as a barri
rrier by i
ite it etween the public Internet and any pri- '
| flli:!a]ofr cultural shift for an organ
e-of-business applications

ization that’s used to having full control over its

» Encryptio
nlo prote L
ct your sensitive data from hackers; only the com putef you ]

send it to
should have the key to decode the data - ‘. .
sers have little or no control over the architectural structure of the §aa$ environ-

ment, so the I'T organization needs to ostablish new processes to manage integra-
ed application. IT management

In addition
to tran i
betwee: sport, in a mu I# |
and r et':]g‘?:l r daq.a_and clouds. Th]e“rzl;::s 1;\;?;]_:1, there will be many wu:hlp:;‘; tion of a data center application and a cloud-bas
has been dmco; this data. 1t's impgr!i!ﬂl'to : important to deal with (S sssald _ needs to separate the data elements within the line-of-business applications
tion. Some of l;ﬂ the past decades on stora :te. hnwgver, that a lot of o | from unnecessary dependencies. For example, there may be a business Process
lcalage. Rcsean:;z: techniques use a form fr :r:::d mgma] of sensitive. & | that controls a specific circumstance that interferes with your ability to easily .
5 exp ¥ |
::1 deal with the Ch:l;lel::g ;Is in the field are mripw::lmt:gprevegt :l:c:hni :l connect between data sources on the cloud. .
cryption. Th e of the serve on othe 3
on-premises d::’;re addressing issues m]l;l]:z"i"ﬂd'nance d.:-gradation pecal®® ;¢ |- In addition, specific issues related to using cloud computing environments affect
distributed que: and a service provider. The ‘0 bal:a pi}rtllicming betwl?f"’; Wi the style of integration. For example, although your company gains huge value
Ty processing over unencl:vptedy re investigating how t@ ed from using a Saas-based customer relationship management (CRM) system, gov-
Sl encrypled - ernance requiremenis may demand that customer data be stored behind your £_ire-
wall. So, when a prospect becomes & customer, the company moves the datainto
has a hybrid environ-

curity. This company now
eeds to automate data mob
customer data to migrate

ility across clouds in

the data center for additional se
n public and

ment to manage. The company n

integrati
atin
g Data across Envir
on ments order to transfer and transform

private clouds.

As
$00N as you star

the fact th
at you ha
o ve
urse, your data p data that potentially spans multiple environme

| - robahbl
[ Jour control. iy y does span 3
¢ . How do 4 multiple enviro: 15 ull
hat they must mnten&'ﬂ“ll integrate all this data? mgs:;:;ms L'oday, o i.[ s'u fil‘d
with many different integration siﬂ;a i g i
rios.

t dealing with t
g with the cloud, you must Establish away to dea[ “dl;i
Connectivity among clouds

nts
public clouds. One

Companies may need to integrate a private cloud and multiple Jouds across
common example of this occurs when a business uses several public €07 data
departments. In some cases, a variety of public clouds are used (2 P

storage or to support advance analytics.
ction of a neW

egratio
N scenari '
The thre arlos
€ most common cloud i ; For instance, an entertainment organization is testing the introdu <
integration scenarios are game that supports oii—demand groupP panicipaliﬂﬂ- The onnne'gamiﬂg COIEE:;
nity has already shown a great Zeal of interest surrounding this MW G

atainthe cloud 197
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The entertai on scd)
ainment co
20,000 16 il mpany wants to tes i
. t how its i !:mﬂ“
‘:'I 0 - mom con:ulrrc-m users before going lli:cw;tl’wyapg:;f they
) ' more power than they have available nnv-premiscs. so Y m

their envi
ronment by | :
completed, th y leveraging public
y the ¢ : cloud £s5
to ensure that m(.:mpalfy signed an agreement w-:r :-':Jurcgs: After the © jnod®
application could scale as the gar: P;thr claud:ecﬂ'“ '
e became mo Pﬂ?“m

Co : !
it

A thlld lyp(‘ ol In ratio w reate "lu"'
fl 0C
[L‘g ton curs hm you E('d
n to cre Pfﬁgs

gration with m
. u[tlple Saas p
this case, the connectivi applications in order to support busin€ss “ﬂ,‘é

g;g"ﬂnizalion uses sales
as appﬁcﬂliufl to ma

¥ capability i isi
aum:;u;:‘y:ols:t]f is in the cloud. For exdl ple sdiﬁ"d‘
nage commissi *ep track of jts prospects a0 o
sion and salary payments marty = ¥
: ¢

tions exist w arh
; here a cross-
opportunity. ss-brand sales team collaborates in closing }
As a resnlt
+ the sales ¢ ped!
dida it €5 commissi
ion must i ol
Cation, e CRM systerm needs o be be split among different 5313 plaﬂ"'
this € people who ¢] consistent with the data i é mentrua né
Process requires closed the deal won’® il e :
applications the synchronizati t be paid accurately- A L
’ nization of the data between the ¢
Because bo ‘roa
th of th
synchronizi €se applicati i
onizing the Plications are in the cloud, the most efficient apP ch:;
. iecld

offerings i datais to

gs include ¢ to use a cloud-based i

- onnectivity in the cloud :‘::1 :l':i:!gﬂtion capabi.lity.

oosing . : pe of situation-
an -

When consideri integration method wisel

trol ove Fing a hybrid y

m“"ec';ol:nosw PP thives :::L:-l(:; you need to understand th, will 195 o2

aind make sure sta ne. Use an integration i bt ol rmei
ndards are met. For ":Eﬁll;xl to muLs o arf
example, the SSL/T =4 1585

e whieis T O i

. ick s hand

in-~the-midd Protects against se shake process includes creati en

foll e attacks, Cl.ll'ity threats Teating an an”
ed when Secure mmmunicationsu':h as eavesdropping 7' []ﬂ be
' protocols exist that $ ot

Communicati
mn,
& with endpoint applications and databases:

Option
S for cloud data integration

Variousg g
Ption:
choose sh S are avajl
ould b able for
kind of clo e based on cloud data int L U
ud deployment the business proble cgration. The option %' voe
you're dealing with: ms you’re trying to solve and o

198  PART T U9
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» Software solution: In this approach, vendor

s can provide a preconﬁgured
te that jump-starts the effort of integration
between applications. One of the benefits of working with a standardized
template is that the same template can be reused for other integration
projects. The template is typically designed to cover about 60 percent of the
requirements for a particular integration, The packages usually also provide 3
way to visually map the data between source and target systems.

remises ERP system. your customer 1D might be

ed CUST ID. The visual mapping
fields refer to the samé

at they're the same.
ppings as well

integration pattern or templa

For example, in your cn-p
called ID, and in your cloud application, its call
interface makes this easy to specify that the t43
entity, You just draw a line between the two L0 specify th
Some packages also allow you to work with more complex M3

as provide a way to setup rules for data integration.

» Cloud-based tool: This option is similar in
such as connectors, that can be used to connect spedific applications. In this

case, end users can buy different components from a provider based on what
they need to do. For example, you coule! buy a component for database
connectivity or to transform data going into @ database.

» Cloud-based solutions: In this case, data integration is

set of services. For example, 8 vendor might offer a data
copy data from one source to another and then automal
ent services or services

might offer data quality and assessm
from various format types (such as flat files or d
tions. Or it might offer a packaged web application server

3 Data virtualization solutions: Recently, vendors have begun offering the
option of leaving data in its original location and mmoving the algorithm tothe

data, This approach means that data does not have 19 pe moved, which can

avoid potential secursy risks.

many ways to traditional tools,

offered”as a service or
replication service 10
tically update it orit
to load data

and database.

of vendors offering solutions in this space. Some offer
ud solutions, and some affer both- The solution

m you're trying to solve.

You can find a number
packaged solutions, some offer clo
you choose will depend on the proble
No matter what approach you use, an over o :3 ma:::::
that your data maintains its integrity by being complete: e ke, and U8 data ir;
You will still have to make sure that you have 2 master Version oo i
place that serves as what is often called @ single version of the truth — 27
upon golden master.

riding issue i going
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Ma - -
Naging Big Data in the Cloud

When we use th )
that is available ':l:‘inn-:‘ big data, we are referring to the massive anf-'““‘ ofﬁ
new. Organizations h‘nv forms and complexity. The existence of Vi g
of data. The dj ff!_'ren:c l?ng had to content wi.lh Iar,:;::u :ael::mm a wcﬂ
;};e:, lhe.cost and '-‘fl’ic:i‘:::; :}hrebadvcnt of the commercialization ¢ the >
Sts in the era of the l_mditi:;gllsg::li:u and storage Is 2 sm:l“; :lfsn‘ﬂﬁ
nter. In an earlier e " @

were limited by h,
; ow
as never before. Bj cloud, organizatio 0 j
data in an cffecug:::lg 'data technologies allow n;m!n o aﬂ‘ordand ud]i“;‘:
1s revolutionizing th . The ability to store and apna]p eto :mﬂ_ly?femu s0f 2
cessible. This has nc way organizations can umlcmﬂg massive aw5 once i
machine learning petied the door to the renai and data th mahm'
» and artificial intelligence TRlsenge maaves
Master .
Master g data management
er data mana
consistent ang gement (MDM) ic a techni bt
accurat SR S echnique th jes €5 .
fcending data silos 1o : definitions of data across tha':. helps compal_‘llabout lf"“I
lave multi €ach a single version of the t lr}:T agpks. 1 1: urm ey
ruth. For exampi€ 1™

ple systems in Jour co

But wha
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tomer mj 5 A customer? In the pany, each containing customer | 25
In ght refer to a physici pharmaceutical industry, i e @
m Wt.'m"u‘ef system, i ysician. In another syste xy, In one %7
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u need 7 [4
to_understand what you're calling agﬂ w0

to
mer, or you'll end up with
yo¥

analyze it
. That’ data that
s what master datg isaand:;gﬁ;t make any sense when

Big d
Bigi - ata characteristics
Benerally hag three characteri
ristics:

» Voi
Ume: Big dlata i
3 is bigi
Currently we: igin quantity, a
'mplemmm;:nt:':‘“a onthe wdt:'r o?gta:::::gh the word big is relative her
relooking to analyze Detab;::bfe? Many big data
of information.

ofdata: % data comes in differen
tshapes and sizes, It inclu des these ypes

¢ Str

m;m red data is the
abou tincludes reve
utincluding in
Preduced in nay

typical ki
Nue and nnudr:;;a ta that analysts are used to dealinb
arelational ¢ of sales — the type of data you think
ways in prod atabase. Structured data is also hy'

ucts such as sensors and RFID tagsemg
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Cloud Stmt‘:‘gy

S
Upporting an Analytics strategy

Semi-structured data has some structuré to itbut not in the way vou think
about tables in a database. [t indudes ED! and JSON formats.

Unstructured dota includes texts, images. and audios, including any

document, email message, tweet, of blog internal to a company oronthe
Internet. Unstructured data accounts for about 80 percent of all data.
{Note that unstructured is a bit of a misnomer; it's not as consistently
structured as data that fits conveniently into a relational database.)
which the data moves. Think about sensors

d or data streams produced by medical

uin a live stream, so it has a real-time

» Velocity: This is the speed at
capturing data every millisecon
equipment. Big data often comes at yo
nature associated with it :

The cloud is an ideal place for big data because of its scalable storage, compute
Power, and elastic resources. The cloud model is large-scale; distributed comput-
ing and a number of frameworks and technologies have emerged to support this

model, including

ource distributed computing platform written in
hat enables distributed processing across clusters
|t creates @ computer pool,
gned to deal with problems
nbe structured,

» Apache Hadoop: An open S
Java. Itis a software library t
of computers. It's really a distributed file system.
each with a Hadoop file system. Hadoop was desi
where there's a large amount of complex data. The data ca

unstructured, or semistructured. Hadoop can run acrossa
don't share memory or disk. For more information, visithttp: //hadoop-

apache .orq.

3 Spark Core: The Spark fram
at scale and support 8 variety o
Interfaces (APlSF;!:'CI\"le f the benefits that distinguishes t_he Spark_ framework
from other distributed models is the ability to use machine Iea.rnllg ?e%ai'n
rithms in an efficient and predictable way: The Spark Cori;i;idﬁff 1 l;ementa—
memory architecture thatis significantly faster than ehisk R e

tions. One of the foundational services that is builton top of the core

machine learning library.

manage complex data

ework was designed 1o :
tion ngrammmg

f languages and Applica

? re of ana-
¢ do anything a?“"fu“c'ghs:;'ﬂ;]:dusms of
Your data can DeE from the cloud.

What good is lots of data if you can
e power, you can B¢ it

lytics in the cloud is cloud elasticity-
computers. If you need more compu
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I.(Il;u' m

Tl
k"‘g to Providers about D

Other cloud analytics

an analytics strategy when
les of big data). Say you work ata
will take, You want to
kills in-house. In this
rvices for help.

I:;‘h:t%?u((ibm“ be useful in supporting
cﬁmpaﬁ ‘y.'l contrast with the previous examp
e pre;i L ial wants .to predict what action your customers
sl ycuﬂ ve analytics o do this, but you don't have the s
, can turn to analytics

v . providers that offer gaaS-based se
ou provide them your data, an

d they provide you with the analysis.
market tan either help you analyze your

A
d;:mber of cloud-based offerings on the
or provide software in the cloud for you to do the analysis yourself- Maybe

ﬁ';t’a":i using 2 cloud-based CRM and ERP system, and you want to analyze the
1at’s being generated there. There's a cloud service for that.

cloud, before you
y's data) is a pre-
scussing certain
ection.

e data services in the
your compan
recommend di
issues in the next s

using some of th
ber that data (especially
treat it as suth. We
dor. We describe those

If you're thinking about
sign the contract, remem
Clous asset, and you need to
topics with your potential ven

ata..ControI

your data as ‘covered
tential yendors about
remises in @ cloud
tect it:

sues surrounding security and privacy of
mmend talking with your po
data leaves your p
trols are in place to pro

In addition to is
eﬂ.:rlicr in this chapter, we reco
e following issues because when your

model, you need to ensure that the proper con
e to ensure that

der have in plac
lace 10 make

ols does your provi
maintained? Aré th

m or application is com
< to make sureé
pe in place- This

% Data integrity: What contr
the integrity of your datais
sure that all data input to any

reasonable? What about processing control
 ing is accurate? Also, output controls need to
any compliance issues that your pammlar industry
obably awar
to make sure thaty

e of any compliance issues pa rticular to
Iy with

s» Compliance: You are pr
your industry. You need our provider can comp

these regulations.

» Lossofdata: your datalsa P!

cloud provider is t0 find out Wl
does something to you¥ data. If
k some more

is walved, you need to as

recious assel Key to any decision 10 80 with a
hat provisions arein
the contract says Sim
uestions.
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» Business continuity plans: What happens if disaster strikes ﬁ"dyourm:d MACH‘N E LEARN ING IN THE CLOUD

]
vendor's data center Boes down? What business continuity plans does

i hasa
rovid i : : i i evolution in general. it
:et o :: :;:ve in place, meaning how long is it going to take the ﬂf:‘@t cellyo n:mm.m While the cloud has been important in the bctfddj:’:ﬂ“‘—“* The scalability of the cloud .
vl kra back up and running? For example, a Saa$ vendor %, """ profound impact on the evolution of advan 4 understanding of data ata deeper
b k5 up data every day, but it might take several days ©© get her 15 enables data professionals to gain insights a ol
P Onto systems in anather facility. You need to determine Whe level than is possible with traditional data analys

meets your business requirements. telligence

; ; ificial Inf

7] oy g Lo chine learning and art i

» Uptime: Your provider might tell you that you will be able to acces> your &2 Increasingly, organizations are '““sunfr_:ﬂ:: siing. While organizations have consis- |
99.999 percent of the time; however dyo 5 this upt in order to leverage data to improve decisic decision making. the commerdalization
Include scheduled m a,-mer;ame:w Heatdaconad. os tently used advanced analytics tools to optimize de

of the cloud has made the ability to use machine leaing B9 0 0 0 oo oc ellas

» D : jtal | of emergl
D::h:t orage costs: fay-as-you-go (you pay for what you use) and no Ic: E | amounts of data affordable. This has led to ‘_i.n.expjjfll::based {ools, While the area for
se is appealing, but you need to read the fine print. For axampie { well established companies focused on providing ial to help businesses

merging there is huge potent

e
to mave your data i ? apoutoth Alls still e
) 4 ata into the cloud? What al machine learning and '« from data that Is trans

:';UCh will it cost you
s ol 2on costs? Then how much wilit cost to store Yo' s : leverage the cloud to gain true in
need to find o { o Calculations so youre not caught off gU" id
€fer 2 “w“dh‘-‘“‘ the provider is charging for data storage. 50™M¢ pb
on the avera : [_J[lclng structure. Amazon, for example, charges yo! bject
iy BE Slorage used throughout the month, This includes all © 4

Metadata stored in buckets that you created under your accol!
» Termination of con
terminated? |f you'r
= will any of that ¢
for you. Sume
understand b
itdoesn'tcgn

formational.

tract: How will data be returned if the contract 15
€ using a Saa5 provider and it has created data oY
- ta be returned? You need to 2ok yourself if this is 3" &
Mpanies just want the data destr eed 2
t oyed, So, you "

OW your provider will destroy your data, in order to make il
% tinue to figar around in the cloud,
Data owne 3

service Drov]r:j:::-: ho owns your data once it goes into the cloud? Someﬂ

B s Ay want to take your data, merge it with other data: @

- » Data access:
(or Whoe\;.: l.-:zh:;cm"tfﬂls arein place to make sure that you and oMY 3;“” .
forms of secyre acc £55 rights) can access your data? In other words, Wh? s
ment, where the -855 Controls are in place? This includes identity mandg®

Primary goal is Brotecting personal identity information ¢

access tn (c”-np
uter r .
Properly, eseurces, applications, data, and services is controllé
Threat m
ana «
J | haveinplace & Eﬁﬁf;f: +software and procedures does your provide’ v
| data | ariety of securi ur
| i? This includes intrusion D!'Otect.ionur ty threats that might affect yO
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the risks of the cloud

» Recognizing

|
1
%
: » Creating a secure hybrid cloud
! environment
» Designing a governance plan

::apter, 15
;'. s:5"11<_)ting Cloud
Curity and Governance

§!
ecul.—iw is one of the most jmportant jssues facin IT lea
, begin their transition to the cloud. Whether you're looking at

i id environ-

|
| me private cloud, leveraging a public cloud, or implemen

e | g

By

ment, you must have a security strategy. Security is &

really relax about because the state of the art is constantly eV

hand with this security strategy iceds 1o be a governance strategy — @
r cloud deployment-

parties involved in you

ed respansibility

ensure accountability by all
a shar

across the organization. You can implement all

trols and still face security i

of their role in keeping the cloud environment secure. Clov

IT professionals with more control over their IT environmen than Eves pefore. A5
a result, the organization benefits i pexibiey, a"fsp.::;
there is also 2
ey don't unders

[ . }
Managing security in th

much
tand the jmplications ©
o security risks and govemance cons !
nvironmmts. There is @ lot to consider: and
tion is -

t'lmalﬁlY. educa
+anding of his ¢

f’luctiviw. However,
impact security if th

|

|

| In this chapter, we examine th
companies worling in hybrid cloud e
understanding security is a moving target- Ul
ing that everyone in the organization has an unders

respunsihilities with regard to security-
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g Fxplorin the Ri
in the Clgude Risks of Operating

According 1o
the 1
National Institute of Standards and Technology (msﬂ,-‘

government st

ranging from IO;:I:;‘;S body, computer systems are subject to ™%

natural disaster, The ata to loss of a whole computin .rac:Iit because® of 6

Sensitive data can be-se losses can come from trusted efn 1 -b-(s or from

eriminals, NIST divides gre . Posed through an et mistak 0750 %
these security risks into the following categores:

» Erro 2 rs or T o
rs and omissi
551 T r
slons, |nf.lul:f|llb dala errors o Prog
ammir ge

» Fraud and theft
» Employeesabotage
» Loss ical i
of physical infrastructure support
» Malicious hackers

» Malicious code

Th eatstoi 1le!dUﬂ| personal pr v, cy
a

Mill'ly of th ime
e 52 S5ecu nie
ntY risks th.ﬂl compa 1e

computer
Cloud g"?‘"‘ms occur in th
Security Allian, e cloud, but the

Practices in the ¢lgy

s face when dealing Wit 12" ghe
re are some important twis:

e, an or £ i
Banization dedicated to ensuring security fof

Critical Area: d, noted in j

2. c s of Focus i its recent bli 7 ; 1ance

security risk in the CTS in Cloud Computing "I:EETZ?;O-?-’ ugecurity ?wdﬂaljﬂ aal
. rificant areas ol 0

oud include the following:

» Traditional secy

because vouyy rity: A hybrid cloud enviro

2nolon
: _ ger tota
:;.;drfe USIng aren't an your prriv
2 ditional SEecurity measure 2
Vg
aditional security includas i

® Physical :
secu”ty Cove
telecom rs security of IT equi
munications infr equipment, network assets, and

passive” astruct

Or" which also j see the section, *
Human ncludes equipment protection 0"‘& e i
= résource securi and location).
ti.Il‘suring background
{thats, those who d

in control 5nmem changes traditional securt
ises, Nuw' ome of the computing asse®>
€ being f , you must ensure that strong

g followed by your cloud provider:

joud

ty de, i

B :LSO\:;E the_ people side of the equation —

N dentiality, and segregation of duties
pplications don't operate them).

PAR evelopi
T 5 Developing Your Cloud Stratesy
(=1,

y service level agreementto

Business continuity plans need to be partof an
agreement for continuous

ensure that the pravider meets its service level
operation with you.

Disaster recovery plans must ensure that
and applications) are protected.

% Incident handling: A hybrid cloud
at least two ways. First, whereas you
center, if an incident occurs, you'l need to work with your service provider,
because the service provider controls at least part of the infrastructure.
Second, the multi-tenant nature of the. cloud often makes investigating an
incident more complicated. For example. because information may be
commingled, log analysis may be difficult, since your service provider is trying
to maintain privacy. You need to find out how your service provider defines an

incident and make sure you can negotiate how you'll work with the provider

to ensure that everyone is satisfied. L
ty: When an application is in the cloud, its exp!o;ed to
threat. The CSA divides application security Into different

areas, including securing the software cle in the cloud;
authentication, authorization, and compliance: 168

application authorization management {for updati _
application monitoring, application penetration testing and

i f
» Encryption and key management: Data encryption refers asetol

ichisan
algorithms thatcan transform textinto 3 form called cyphertex‘ré \:_l;l‘: el
ext that unauthorized p3 .

i rties can't rea
encrypted form of plain t i
of an encrypted message uses a key that triggers the algoi:m;-;: r::rr:?)wu
data and provide itin its original state t0 the authorized user- g
that only the intended recipientcan de

ptit
can encrypt data and ensure ‘
anizations may be tempted to en t all thel

ormaton e heyre: the cloud and
’ ut its moveme ntto
row e i nce 6 e el o experts inthe field have pegun to
cryption that can be used inthe

how safe itis once it's in the cloud. REI.‘.:ﬁﬂ}‘.
consider other security measures pesides en ction that
cloud. (We tackle 2 few of those security measures in the laters

deals with encryption options.) A D

Your assets (for example, data

ent handling in

environment changes incid
ur own data

may have control over yo

» Applicationsecuri

every sort of security )

development life ¢
identity management
ng application and the like)

risk management.

» Identity and access management: Identity
is 2 broad topic that applies to many areas of i€
systems is to manage dentity information s e
resources, 5aas and on-premises applications. dat& gnifican
controlled property. Identi

ty managemen
In a traditional data

center, you might use
tion. The cloud often reguires multiple forms

er this topic ina

to resources is secure. (We also COVE :
identity management <ection, later in this chapter-
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With the i

Increasing u

have Wl'.“”-dl'llned gous:daf.‘:]oud COITI]JUliI"Ig, and mobile devices YD“ no WI

:‘;’-‘lu: systems. On an ongﬂ?:ez regarding what is internal and wh.;t is externdl

lh"S EXISt across servers neti a::S' you must assess whether holes or VulP® L

m:: continuously m“ﬂi'tor. i ork, infrastructure components and endpomm.

infra 1em. In ot i
structure as well as a cloud pi;;:i:urfk' you need to be able to {7

er's. |

Cloud provider risks

A compan
Yy planning { : I
range of w]nembiliﬁe‘: iirtl::’ its IT environment generally focuses ond b
E:nnﬂ information, whc-:;. er to safeguard sensitive corporate customen
nter. Regardiess of wh er it is Incated in a public or private El’uud or the a
responsibility to protect am: your workloads are runni: ‘ it's your €@ s
:Is:lembm- of challenges lh:t :r:tuze your applications andgihfor.miitiﬂn- T ereal‘:
se whe jder:
are a few of those thal]cnge:h‘-n you're working with an extern? e

» Multi-t :
enancy: Ina .
" : e multi- -
tions its data and CDnﬁg:r tenant architecture, a software application parti
virtual application instanc: u: n 5o that each customer has a customize
Same servers as other comy owever, your applications and data exist onthe
users are accessing their panies using the same service provider, an3
names of the oth resources simulta :
hei co i neously. You m know €
mpanies that are sharing these serv:rysn; ; '.fnone
.20

Comipany’s da
ta or appli
'] ; catio
your application may be affe:t:jbre“hm or fails for any number of 1€

agon 5

> Attacks th
at affect yo
U, even though you aren't the target: If your

company mak
£5 Use of ;
‘;ﬂ attack, even if it '..'\.ravI:l‘tl:.lmhc doud, you may be the collateral dama&® in
b:‘:::e you're sharing anT::i?t for you. Consider a virus attack, for €™ =
TEeL your res environment with ath ot
or worse, Fs0urces may be affected resuel'trii:ger: 2 thcmigh iyc:urrrlrl;[llﬂo“
' service inte

»
ncident response: Ihado

|

:z:\; :;l:nckiy incidents are h

s You about a seryrj

i ntoccurrad. As a re

u BCts your business, A,
ay not have access tu‘

7 ;

a: d“f:;'f:)r;menr. you may not have control 0V’
b Lot o e
S mnr':t: they've confirmed that an ac?’
dditionally, if now something has haPDE"ed urd
] servers to pe you become aware of an incident o
Visibility: In ma perform an analysis of what went wrong
provider is dp; " cloud enviranments
into your re;rrg- In other words, o
troublesoma i y‘;isr::a; are runn
regulations or laws edto ensu

»
: you may not be able to see what you!
;):; Lll may not have control over your visibiY
Ly 51 n the cloud. This situation is especially
at your provider is following complian®®

go throughan

Although your company may
you're now trusting

extensive background checkon all of your employees,
that no malicious insiders work atyour cloud provider. This concern is real
because close to 50 percent of security breaches are caused by insiders (or by
people getting help from insiders). If your company isgoingtousea cloud
service, you need to have a plan to deal with inside as well as outside threats.

3 Data issues: If you're putting your data in the cloud, you need to be con-
cerned about a number of issues including the following:

» Non-vetted employees:

Making sure no unauthorized person can access this data
v .
m other companies’

Understanding how this data will be segregated fro

data in a multi-tenant environment
Understanding how your data will be destroyed if you terminate your

contract
Understanding where your data

Understanding how your data is treate
your provider’s Servers.

will be physically jocated
d as it moves from your location @

Data issues are so important in a hybrid cloud enviranmentthat we devote

Chapter 14 to them.

vendors: Som
ud providers platfo

o cloud providers may
rm. For example,

move your a rate
der B. Itis therefore jmportant to und

ually Jocated. Once you gain this information, you

< are complying with your securi ;
re both doing 2 thorough job

roviders AandBa

» Multiple cloud
on a different clo
need extra capacity and
supported by cloud provi
your data in the cloud is act
must make sure all the partie
You need to make sure that p

of vetting employees.

Different applicatio might demand different 1eV

you’re niot providing time-sensitive

be as concerned about incident response ; 4 in what

this: You need to ask yourself how much you investe

into your cloud environment. 1f you're very conc S LeSOUICES,

there's a service interruption or wha : dcanoaffeﬂ you cloud 7¢s0
ractice due diligence. what happens in the clott

: e . ises. It's best tO be preparec-

as well as those on your pusiness's prem®
Even when cloud operators have ood security at the physi :
s levels, ygour company is responsible for protect!

system, and application
securing its applications and information-
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End-user risks
tis

The cloud has helped t i
= o bring IT into th
e s e
[easﬂ'.-’ access and share corl: ket s ]gusmﬁs &
onger holds all the cont This. b g e 'cd s e
that non-1T Pru{essiona.lm]‘ Tl}‘S ol 3 ‘;h o B
;aa:f This is not their ral?:"ftl}:lf:lfml sorcii e Hmfil::jd campuzjnﬂ

- Some of the reasons wl'iy i;tl:flpnwer Ll i ™5 3

» Forthem
0st part, their i
Saas programs rangin; !r;\;eractmn& with cloud computing are through various
Salesforce.com to consum m enterprise-level applications like Workday an
many others, s er applications like Facebook, Yelp, LinkedIn an
complex securi 5 OF these Saas offerings typi . k !
urity that is built inta each Iefe!tglfj::iaelz tal[te i
pplication.

» Employ
ees are user!
ol Lo acquiri
|t1l:||team, Is of course well as:::;ngfcompu(e resources from the IT team- "
ngs like systems m“ﬁgurau;g: SQ:UF ity risks and follows best practice® for
, software mainten tro
< ance, and access COM™

» Com
pute power th
internal d at teams were traditi
ata traditio -
center that has strong securriil‘;'j?nch”'r'”g from IT were from an
asures in place.

The reality i

v is that non

=T .

I'teams typically don’t know why the data enteri55ecu[e'
edatac E
dan'lf“]

nor have the
§ Y ever cared:
Ef;}m most of the mc!.}:f,:] they need to know is that it "
: ilt into basic public clouﬂo&'ﬂﬂs involved in making th dwOrks. They " art ot
very clear.in their service el machines, 1o fier avme J’"'“““" "’:’1“’; ket
o securing their cloud unv;WI agreements that use-;s ar i oe; nsiblc
rporate card to spin ‘onment — not somethi e mrup]etcly_r {hel?
Sec 4P a virtual machine is likely T g somebody pulling ot
urity measy 0 appreciate.
res tak
weli-meani > taken b
for m‘;::aﬂ;:ig business uaef}; EL:;:) :;I; :Eph tent can be easily unclcl!'“'"m’d g
ng security j ot have an u . ctic
;»des fora Saas applicat;c.m-doud environments rg{:ﬁand]mg ofbes i)
secure informati nis acomm bries mple, sharing ad
rmation ending up in th:afol‘;culce in some companies an nle
g hands,

Developi
PINg a Secure Hybrid Environment

Athoughtful a
. Pproach to
risks. Here are so security can s ; i
me poi ucceed in mi 3 ue!
pointers about how to dwelﬁpt;g:etti:zf:ﬁfr:?{’dt I:;a\?iyrr:ec o
ri

PART 5 Developing Your Cloud Strategy

Assessing your current state
th assessing your current state. We
f questions that can help you form

security starts wi
by answering aseto
egy. Here are

In a hybrid enviconment,
recommend that you begin
your approach to your security strat

consider:

a few important questions

your own traditional security infrastructure recently?
ons and networks — both those

firewall? Who has the right to
ly the right identities gain

3 Have you evaluated
3 How do you control access rights to applicati
within your company and those outside your
access IT resources? How do you ensure that on

access to your applications and information?

fy web application vulnerabilities and risks and then correctany

3 Can you identi

weaknesses?
u can easily

your security risk over time 0 YO
eed it?
s from external security

racking

9 Doyou have away of t
tion with those whon

share updated informa

3 Are your server environments protected atall time
threats?

r do you get

encryption, ©
|gorithms? Does

1 hays, if you are using
se standard @

» Doyou maintain your 0w
them from a trusted, reliable provider? DO you u
your cloud vendor have access?

3 Areyouableto monitor and quantify

» Canyou implement security policies con

premises and cloud architectures?
ur data no matter where
ts for

ndustry?

cecurity risks in real ime?
sistently across all types of on-

39 How do you protect allyo s stored?
3> Can you satisfy auditing an data in the cloud?

3% Canyou meet the compliance

d reporting requiremen

requlrements of your i

program?

plans? How do you ensure service

3 What is your application security
3 What are your dicaster and recovery
continuity?

when it com

Assessing your cloud vendor
cial set of challenges

A hybrid cloud environment poses a : teas
security and governance. Hybrid clouds utilize your owr;d e
of your service provider. For example, data may be sto i::ifﬁras
processed in the cloud. This means that your own on-prem

premise

and Governance

oting cloud security
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<L d gy

be connect
edtoa mo 2
contr re public cl — ) :
ols you need to have in pla:eud' which is going to affect the kinds afst:t'ﬂ“rf

Controls m
ust be in pl .
and the like — not 02;08 for perimeter security, access, data integrity malwet®
service providers each ]_::Et(;'m" location, but also with y’o;u cloud‘ﬁroﬁ'dﬂ'-
gg;h';tf"mtl;mtible with the mril;'?;m way of managing security. They mayormﬂ'
- IU's absolutely criti nce and overall securit ' r organi®”
assuming that the Vl ritical that your company not t ri !['pian ofg‘zou rsndw
cloud provider has security eovered. head in the
y covered.

You need to veri

you demand int
all

fy that you
r clo i
securi emally (or a supl:!cr['ipmwanr.em“'@s the same level of security i
rity strategy). You must as::ral;zvel, if you’re looking to impmwv"“'u:;ﬂ;-
ot of hard questi k
L. o tee tha
ns to guarantee ™ ot

‘-'Dmpany's 3 .
: ecun
provider's, ty and governance strate

gy can be integrated W

Here are s 2

i ome tips that

ing yo : can 2
& your security strategy: get you started and that may also be useful if asses’

¥ Ask your
cloud pro ]
provider what kind of companies they Sen,f[ce' Also ask

questions abo
; ut system archi :
multi-tenancy is handled chitecture in order to understand more abou! how

3 Visit the facility un,
bl -1 ,—,m);r, n;:;::o::n-r_ i order to understand what physi I secury
areas, from the recepl.io cording to the CSA, this means rl} .ysmi ughey
fuel tanks. You also f‘lee; dareato the generator room an;a "'“t‘-’g e ﬁng
fiow people access the b to chack for perimeter security (f e rﬂ5P|e‘cheE
ullding) and whether the opergérc;; ::2?;:& ok

crisis "U € =
I T >!:a|||ple. fire exlinguishEI s, alarm,
. s, and the llkP}

¥ Checkwh
ere the clou G
area or an area Droned et

located, For is i |
0 natural disast . For example, is itin a high s
» "{')Vhal ?or;_ of up-to-data do R ﬂooc‘mg?
Ioes it have incident resp
Pians? Restoration plans?
staff members? ;

cumentati
o i?;:ll;)n does the cloud provider have I place’
s? Emergency response plans? BackuP

Ba
ckground checks of security personnel and other

» Whatso
rt of certificati
b ons does the provid
> What certifications such as Cisssrchla;; - g e 8
companies h : ; et
e : es have pravided i
o certification companias rel!::;l:e“ﬂ“rd R
Jr;rn':l Ol.{t where your data wil| be I
Bulations it must meet about

important to kn
issues, OW. Refer to Ch,

sto

da[aff:-_:‘yol‘lr company has compliancé

b 1:If ing in foreign countries, this is
or more about data management

3 Find out who will have access to your data. Also check to see how data will be
protected.

3 Find out more about the provider's data bac
want to know if your datais commingled wit
data back when you terminate your contract, thes

er prevent de nial-of-service (DoS)a

tracts does your provider

kup and retention pians. You will
h other data. If you want your
e issues may be important.

ttacks?

3 How will your provid

3 What sort of maintenance con have in place for its
equipment?

continuous monitoring of its operations? Can

3 Does your cloud provider utilize
oring capability?

you have visibility into this monit

» How are incidents detected? How'is information logged?
t is the definition of an incide
ider? What are the roles an

ecurity?

jcations

nt? Whao is your

» How are incidents handled? Wha ,
d respnnslbi“-

point of contact at your service prov
ties of team members?

does your provider handle application security and data s

» How
nitor toensure thatapp!

3 What metrics does your cloud provider mo

remain secure?
u to be able to answer

d we don’t expect
o tion you'll gather

them becau
your current security environment.

f questions,
We present
for assessing

This list proposes a lot 0
them in a few seconds.
should be the foundation
L 4 environment, you might assume
rity in the clou carvice level

Of the Smﬂdtlrd ﬂngEl'l'.IL'ntS are

the customer. So, your company
processes, and

Given the importance of secu
that a major cloud service prov
agreements for its customers. In fact, many
intended to protect the service provider — not
really must understand the contract as well as the jnfrastructure;
certifications your cloud provider holds.

You must clearly articulate your cloud security requ!
strategy and determine accountability. If your cloud pro
about these items, you should probably consider @ NEW

other hand, your cloud provider may actually have some
can improve your own securi robably does.

ty! In fact, itp
i u'll
this assessment will giveyoua Jot to think about. At that Pau:;“]_f:an_
aknesses in your own ty p
Joud provider. Yo

Completing
have an idea about the strengths and We i oRre
you need to discuss W D ve o put in place, both

ment, as well as any issues LR
have a better idea of the tools and technigues you ; curprise you-
on your own premises as wellas in the cloud. And, your provider may surP
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PART 5 Developing Your Cloud Steategy
iteg

STRA
TEGIES FOR A SECURE ENVIRONMENT

He
re are some additional pointers:

If your com
pany is la :
Tge and you are implementing a complex doud environment

it makes sense
to have securi
ments and assess security Drotfjup::ple on staff who can help you do your 255855

In most circ rspec
umstances,
» 8pproach doud security from a risk-management Pe !

tive, |fyc|u|- or
ganization has
security planning, risk-management specialists, involve them in d

Try to creat
e general aw,
$Mbers about Spetrﬁcacll-::ess of security risks by educating and warning staff
reats come from, within® gers. It is easy to become X
within and from outside the organi::ﬁ“;plamm. e
n.

Regularly have external T securi

policy and IT ne
two
providers, rk and the

llg.; :onsultants check your company’s IT security
policies and practices of all your doud service

Stay abreast of news about IT
5€5

s ;
of those breaches. ecurity breaches in other companies and the calh

Continue to review backup and disas
15aster-

strategy. Apart
tion recovery, rom anything else, secu

recovery systems in light of your securlty
rity breaches can require completé app

Revi

d«;u:wg;ewur EOVernance strat
e ey = enfo
Joud Governance Strategy,”

“pies 5
reed 3:;.:: ongoing basis to make sure that Yo"

[ 5CUSS governance i g3
later in this chapter, e in section “Creating

11 [~l|t their business to understand the ins and ““::
ould not be surprised if they have 2 mt! 1 pett

Cloud providoer
: 2rS are now maki
gf]:;cunty_ This means thala;:
€ on security than you dg!

Diggi i
gging deeper into identity management

Identity management

I ' helps

il; nh;?xng a company mel:t [1):‘2::
caﬁnnsnt, where you don’t own
e FIE“,r}rou may need to;think
i e:m‘mp]e. you need to
et Dﬂenmy: Identities also

; p{ermses. A userna

security with a firewa]] isnl;l:

:L:;:““l'y breaches and plays a signiﬁfﬂn[ ‘;'::
g nfm‘-“’mpllance regulations. In a cloud &7,
about id :nt:.“““m and may not control the P
think of _d't!" management in a slightly djfferfj 2l
o identity as more than just an in d at
e and r devices, code, and other resourc®® t P

password simply aren’t enough. Pe’im-ec{:s

eno
ugh. For example, many financial serV!

ed security techniques for access and identity. 1f
bank or credit card’s account page on a new com-
ic location, you've probably been presented with

these AIM systems can detect other characteris-

1f somebody tries to 10§ into a bank account

ix months, the system may infer that
letely block @ccess.

companies are using advanc
you've ever signed onto your
puter or from a new geograph
challenge questions. In addition,
tics about the device you are using.
from a phone that has been turned off for s
this login attempt is fraudulent and could comp
jdentity that link to the
into an entitlement
different layers at
stem layer, the

identity and attributes (that is, facets of
many systems, These facets may feed
layer that contains the rules for authorization and access to the
a provider’s site. These layers include the network layer, the sy

application layer, the data layer, and the process layer.

In the cloud,
identity) can come from

bedec ommissioned quickly and then brough t
the fly. Data can be mo

want to commu-
ecurity

Think about the cloud. Machines can
up online again. New machines can be prm.-ismned on
to different machines when the need arises. Your company may
nicate with different partners and cloud providers. All of this can affect s

and identity management practices.

rotection options

different kinds of data require different fn_:mns lflf pro-
d environment, data encryption might, in

ases in a clou g
encrypt sverything. You co¥ en _

¢ own disk, when you - a cloud provider, and
rovider’s database. you could encrypt at every layer.

Understanding data p

Some experts believe that
tection and that, in some ¢
fact, be overkill. You could
ple, when you write it to you

when you store it in a cloud

2 comprehensive wa¥ reduces your expmurz;‘ldl:;w;:ﬁ?

mance penalty. For example, many experts a

than letting 3 cloud provider do so,h iy
track of too many keys can be @ nig ;fm ’.re =

can create other issues. For example ‘gt:’aumoﬁng

i e data as it's
(e i database. This

think you've

Encrypting everything in
encryption poses a perfor
aging your own keys rather
become complicated. Keeping
tionally, encrypting everything
ing to encrypt data in a database, you ¥ ;
(point-to-point encryption) and also while it's being § iyt
procedure can be costly and complicated. AlS® even:h el
encrypted everything and you ire safe, that may 10t bt

ng weaknesses wi
ter it's encrypted-
ts in 2008, the hac

i t your data
cryption sirategies 15 thal
B in a major data breach at

For example,
keys hid in the network for months 3
eir credit card at the

ta was encrypted:

oOne of the long-standi
is at risk before and afl
Hannaford Superms

were able to steal pay

point

—of-sale. This breach took

1 i -gyernance 217
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Maintainin

I ga large nu

archiving, and acc essh:;:t;r ;:]r keys can be impractical, and managing the storing
the keys i difficult. In order to alleviate this PO

Benerate and

¢ compute 3

i ; encryp key ty
mprove security, Soa s as needed to reduce compleX!

“EIL‘ are so (¢} ll val
me i
ther a lab]B data Safl.‘g'l.la[dl -4 t
n Edlnlquﬁﬂ:

» i
:}nmymulngthe data: Wh
: 3 Ffata (called metadata) is
ocial Security number orad

endatai .

rcrr;?eﬁ anonymized, all the data that describes

personal | drE;s Al - This might include someone’s name

nal identification, hence pri . though this technique can protect some
privacy, you need to be really careful about the

amount of inf .
ormation 3
ou YOou stri s
twho the data pertains to, p out. If i's not enough, hackers can still ﬁgure

» Tokeni
zation: This i
i'élndc:r'ntol-censclr.a:iﬂhmql-le protects sensitive data by replacing it wit”
(020 thorized o i_lS\::[uES that mean nothing to som : ac‘l:;!: o s
thieves ¢ a this data. Thi [ i
oud doc:nss - This technique d
il ecreases th e that
ything with the data, Tokanization can p:ofeﬁhir";r: cart

informati

on, password

argue that i S, personal inf :

Lit's more secure than enc ;;Tanon' and the like, Some experts
lon.

¥ Cloudd
atabase co,
ntrols: | I .
nthis technique, access controls are built int@ the

databas i

S&in order to

d protoece

0esn't need to be Eﬂtryptedme whole database so that each piece of datd

3 : rity r ap ene
with your clouzlypf: \l:i?i':.'b'hty

o 3 our co .
mpanies. This cunc,:g mpany is sharing common infrastr!

you
Bet access to advanced virtu

cloud envi
& vironment Y
right cloud it Youcan m
Provider. g,
securi T uwWeve,
rity responsibilities ‘witi; T, in some cloud environments, you need to
1

Iaas, you are 1, your ¢l

X eg 7 oud provi :
been provisioned. " ¢ seeurlty ot srmfrc :&:ﬁgra]mmple' ot u[fla
2 resources once they

sh

The cloud
provides
envi your busin
ronment. IT users also hav::: users a greater level of control over theif "
uch greater control over provisioning IT assets

1 Strategy

Creating a Cloud Governa

Without understanding the the potential to easily provi-
jon to security. You need to

risk involved, users have
viding the right level of attentl
ioned in the cloud with the same attention to security as
ta center. All users of cloud virtual machines need to
st adhere to your company security

sion images without pro
manage resources provis
used in your internal da
understand that all provisioned instances mu

standards.

After you have provisioned an image, you need to take responsibility for the patch
management of that instance as well as additional images you create from that
instance. For example, you nee with vendor bulletins and

d to keep up-to-date
apply required security updates, oftware.

fixes, and patches to your s

dentity management process opens up yulnerabilities that
ment. You can also put other customers of

a weak identity management process and
f entry for hackers. you will need to havea

Having an inadequate i
can impact the security of your environ
your cloud provider at risk if yon have
create vulnerabilities and open points 0

process for

3» User ID request process

3 User ID approval process

3 User ID revalidation process

3 User ID revocation process

3 Password management guidelines

3 Password strength guidelines
your cloud provider may decide

1e right level of security, :
with services.

If you fail to maintain tt
an refuse to provide you

you are a poor riskand ¢

nce Strategy

ty strategy requi d acmuptahilifyr.. This
es in. pasically, governance is about apply}.ng pt:‘lhzlhe:a-];
the organizing principles and rules that determine how an o:ga:za;z:: g
behave — relating to using services. In the cloud wcs':ld, gog;s e
define how multiple organizations pehavs, because multiple pa

ent companies will be part of the governance plan-

es enforcement an

An effective cloud securi
is where governance com

d Governance 219
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PART.5 Developi BY
5 Developing Your Cloud Strat

5. The role of

IT go\l‘em d contro o
ance i.s rea va i T 50 C
]! Cmnblna“on Of pollcy proces. ]
" S, an
[he

IT govern
ance is to i
trols, IT implement, maintai
Bovernance does the fullow;::lnl AR ORI N

» Ensure
s that T asset
used accordi &5 (systems, proce
» En g agreed-upon Doriciesssi'dam 50;“) o il'npff-‘ﬂ‘-em"fd g
sures that the prOCECRSES
58
» Ensures that th assets are properly controlled and maintained
ese
assels are providing value to the erganization
IT governa
nee, therefor .
e, has to include the techniques and policies that meas¥r®

ged. However, IT doesn’t stand alone iP '?e
isusveman“’ o be effective, it must P "hsncr:
alnues and how people work together 02, .

gy A critical part of governance is establis!

(_hefinl::jgmi of

and co
gmm:::;l :aw systems are mana
: rocess. In o
'I;Js as much about orgarﬁ:fir ik
si
s :ess guals as it is about t:cnlf]
Iganizational relati b
people will s
Favernance

hi * 3

work together acrE:sbeLwLeP business and IT, as well as

occuirs when IT and organizational boundax:les sp, the best
the business are working loéetla.ﬂ

Unders i
tanding governance risksl

Y YT st
exa petitive environment
: mple, in certain co!
oundaries. In finan m
software dmlupme:
market on time, In th

£ govern ;
andits vie;n;; ?nnciples based on its regulators’ aru:
panies, inform .Tlsk There are different levels of 115% I:;J
ial services Cena%n cannot be shared across interﬂat“’ =
t, there ace ;'isks ain dz?la practices need to be fnllawﬂd-
e healthcare ind associated with getting the product on the
Although a bﬁsin ) ustry, there are patient privacy €On°® b
set of ess’s CI0 m. l
To markuelf)i;‘;g.mﬂage rigks, zgcgﬁtevﬂﬁthe business to put together cert-::’
3 int in b 13"
a cred » SUppos e business ey
Now ;:;:rd system can hz ?5’;;2\;@ a corporate polic;fn :tsatﬁl;lngdfl:::a:: dat o
i v ose that th, v the co i
mformag e CIO di mpany’s marketi e
Cleariy gun- In this case, d_ls:“b“!r_s that the marketing:::;“% analysis l-l;:rs s
» ot only the CI10 neeg usiness is put at risk ysis system il
ed to know the rules t" Br;d T govemance
set in place to manage risk>”

reisal 0 ove
Iis
[‘U'ﬂsldﬁr as you mu 1
He e ist of ks b nto a hyhlid model:

¥
> Audit and compliances; |

|

|

| contr nclude i

| ol ¢ ude i

i and maintaining ssues around data jurisdiction, data access

an audit trail.

» s&:u"
1Y Include
data integrity and data confidentiality and privi
privacy.

|ability and perfor-
for example, alerts,
in addition, does the
does g0 wrong?

ty: Include the level of avai
to successfully operate —
ness continuity plans.

3 Performance and availabili
mance your business requires
notifications, and provider busi
provider have forensic information, in case something

» Interoperability: Associated with developing a service that might be com-

posed of multiple services. Are you assured that the infrastructure wil

continue to support your service? What if one of the services you'® using
changes? What policies are in place 0 ensure that you will be notified of @
change?

een the lines of your contract. For

If the service §0es down, how will

provider gaes out of business?

pilled correctly and on

jated with not reading betw
ain the cloud?
if the

$» Contract: Assoc
example, who owns your dat
you be compensated? What happens

with ensuring that you're

ly for the

3 Billing: Associated

resources you consume.
9 Other: Include protection of intellectual property:

ance strategy

ance usually jnvolves establishing

The board creatcs rules and
licies are being met-

implementing a govern

work? IT govern
presentaﬁves.
ow to ensure that po

the following:

How does governance typically
a board made up of busi
processes that the organi
These rules and processes might §

zation must foll
aciude

ch as regulatory requirements or funding
best practices and monitoring these processes
amming stan

things such as programm!
s, and monitoring apphcatlons

» Understanding business issues st

9 Establishing
) dards, proper
sibility for

9 Assigning respon
rtification

design, review, C&
board
want your s
= Ware handled o0 your

d envimnment, yo
isa shared

a hybrid clout
gomputer

elated to how your
deal with you
the user of
nsibility af
rganization r¢ ui

When you move into
to deal with issues T
premises, as well as
respnnsibility between
standing the boundaries of respo
strategy within your 0

cloud services
ad defining an ap

palance-

' g i t

A successful governance strategy in 2 hybrid enmun::: 1y, several goals are
agreement between you and your cloud l?m"ide”(s)‘ ey } ce.
involved in cloud governance, including risk and mon

221
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ing cloud gecurity and Govemant
a

CHAPTER 15 Promot




Your gave
manc
€ strategy needs to be supported in two ways:

» Understa
follow: m:';igi:::f :p|i.ance and risk measures the business must
government reqi-lirem;]t::::ss require to meet IT, corporate, industy: and
Lnlerr'{alional borders? These . r example, can your business share dat2 acr
echnical contr ol At Eqmremlgms must be supported through
and workflows, ion, and strict governance of processes, data:

¥ Understandi

ding the perf:
mMeasure your business "—‘f:‘ﬂance goais of the business: Perhaps you
stock price, quality of prgzr-mmance in terms of sales revenue, profitability
doud provider needs to b::;;m service provided, and timely delivery. Your
Sl bt petorrance, e possang hepyol optimi®

Making governance work

We believe 5
d that effecti
processes and Ve management
rt of the cl 7 3
part technology. 1t's really a th:ec-p::ds;;:iliube parct
n:

» Your organi
L ganization need
stos
Ssues and to put proces et up 2 governance body to deal with cloud

sesin .

enforcement (this body can o sosskwlliie business around
his board will have oversigh your existing governance board, ifyou >
ght responsibilities and will collaborate with the

business (it
s (it should i
practices. indude business members). It can also develop best

» Your oreanj
Banization ne
2 edst
with standardization of ;‘r’vf_?ave governance bodies in the cloud that de?!
ices and other shared infrastructure issues- YO!

=
= need some y
sort of interf,
S voi ace to this gr ;
your level of invalverrant in lhei Ou‘;}_ Your level of invalvement depe” 5

! { | ¥ Your o,
| Banization al
J o9 50 need
J Sfganizat 5to have tech i
f o : nol i
i e ogylr'! the mix that helps your
l =) ly monitor wh appens in the cloud.

I
4 Measurin
g and itori
performance monitoring governance

P
You can measure s

i
| J stock price, and cug reqeﬂ“':'

iness pe

tomer géz?;n::“ce by comparing production, sales, e

comparing 5: on with your goals. Likewise you can M° v

dgets; and pro ‘Tver, application, and network uptimé; ser/i
ject completion dates with your goals. Howgvef’

| IT perfﬂrm&‘-_e hy
resolution time; by

B 222 PA § -
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.t_‘.‘)?le aﬂ-d

much more difficult. At the end

t in place should help provide guardrails so that
teams the flexibility to innovate.

measuring the success of a governance program is

of the day, the rules that you pu
teams do not get in trouble, while also giving

Of course, your own internal governance committee needsto answer the following

types of questions to get started:

ort the business? Can you create

3 How can a governance strategy help to supp
ile also giving teams flexibility?

a policy that keeps your organization safe whi
3» What should management measure and monitor to ensure successful IT

governance?

» Are internal and external users of [T resources getting their questions

resolved quickly?
t persons within your

% Is customer data safe from unauthorized access? wha
organization can view customer data? Can employees do their jobs effectively

while also seeing less specific customer data? #

to business management that your organization can

ed outages without damaging customer loyalty? What

case scenario if your pusiness or 8 partner’s systems

have a rapid response plan to handle security

3 Canyou demonstrate
recover from anticipat
will happen in a worst:
are breached? Do you

incidents?
e repairs

ctively so that you can mak

or systerns proa
ations?

3> Areyou ableto monit
affect rules and regul

before faulty services
» Can you justify your T investments [0 busine

investments in governance, privacys and secd

think about new ways to justify the costs?

gem ent? As your

55 mMana
you need (0

rity increase, do

! ng a cloud.
These questions need to be answered whether oF not you're using

oud Security and Governante 223
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» Explaining the reason to balance
costs with needs

» Defining the hybrid cloud economic
advantage -

» Understanding the value of various
cloud models

» Examining the costs of the data
center

Chapter 16
a | Breaking Down Cloud
Economics

jssues that a business faces when moving o
ding and planning for the costs and the eco-
ot surprising-

%, ne of the most confusing

cloud services is understan
4 nomic impact on the business: It is 1
ess begins to Use acloud senticc
lication, of storing
d often dra-

First, costs can change d sin
for a limited set of functions, such as testing: creating an apP
data in a cloud service. i
matically less expensive than using
often taken by surprise when the
There may be a logical reason for the costs

|
B":“ancing Costs with Reqdirements

3
to understand the coS
ur

It is imperative that you be able
uting. When you be|

d, you realize th
smpacts your
ssues that 1rn1:£RP ;ru more mmp]jcated to calculate
¥

|
J different models of comp
| .
! economic impact of the clou
1 have to consider a variety of i
The costs of running an application, suchas
wn Cloud Economics
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than looking at
employing the re
such as cooling,

just how
quired smf]:]tl:)d:uﬁ;l e r_or the software and the expens® -
the Ij floar space, and 1e application. You must also consider issues
A ist goes on. The reality § capital expenses versus operating exXpe T
the largest global ent ¥ Is that organizations — from small and mid-size
Increase flexibility andemmes‘ — are moving mward cl d nvi nments
public and peivalt cloxia cost .emciencie& Correctly balancmouu cnwn;f di{{greuf
Port your business gua]so_“’lces is critical to creating lon _lf ’T l:;ewiw to SUP”
e Sompting R cloud allows 2 oriram:ligngm levera®
= euppert changig cusu;;m: ?e;l:lri:nml:l::: future needs of the busin®® [ﬂ

Striking the Rij
Ri
for a Hybrid cngo:tdBalance of EnvironmEiig

Operatio;
nal performance, securi ty
!

impact o I
N an organization’s cloug b

economics, and flexibili
public ¢l > i exibility all have
it oud services, private cl strategy. Striking the right balance amo?
PAINg process, Plannin oud, and the data center requires a Pr? mat
::;s units as well as an unfé Tllst m.kc into account the needs gfa UF:II'EE[}'O pusi~
*mg:ly‘:;mbmhdnon of u:uvlro:n-.::,?ld;?g of the future business strategy. i=hdingtlr:e
' ue when creati nts is critical for yo - " chieve B
aling a hybrid cloud strategy t-ul:::;f:';: 7‘1;*';;1 w.['::me
- or the following®

» Pgb!ic clouds offer a
third-party tools an
third-party service
governance and ¢
have the flght e
placing data in ¢

mazin biliti

d apphifﬁ:ii“ﬂnes for scalability and a variety of

¥ oo mear; ﬂmver'wﬂ because you are using 8

ompliance. ‘lhﬂrefm o make s oty

rvices to prorecE yul‘::‘:syou i e taty .

Yo he apprapriate location, FRENR A
ou can'tleave the selection

i,;uulneed to establish a set o

siness units, For example,

of 2

fE:i{;‘:e:‘qm"d services to chance or whim. Rathe’

' can store what Islnes that applies to central IT as well 35

! fir OO S ATy O bl clo et ) eN e Npeof datA thia: you

| ewall? Which data ik ic clouds? Which data needs to be behind youlf

{ Bl sources that 2ds to remain in the ¢ e Renn y

18 { assume tha You need ta have near immedi PR Gt Ace e B

B Sl teveryone will agree with iate access for analyties? Don't
Unications plan, ith your plan without a well executed

» You have sirate
an

gic line of
dyouh business applications that run in your data center

ave a mandat
e to
move to the cloud. This can offer you potential

m =
PqRI 5 Dew lopi E
Eveloping Y ]
our Clg ud Strate oy

cost savings and agility. However, you need to do your homework. For_
example, itis far more expensive to move an aging monolithic application t©
the public cloud. So, before you starta migration, do your homework so that.
you understand your own applications thatare critical to the day-to-day

operations of your business. Have a well thought out plan.
dor. While this may

risk. Sudden
has a sudden
ral public

e too relianton 2 single ven
it may also leave you at
<o, if that vendor
tionare selecting seve
hnical risks.

$» Your organization may becom
give you clout and acanomies of scale,
pricing increases may impact your budget. Al
outage, you have no recourse. Many organiza
clouds in order to reduce financial as well as teC

THE ECONOMICS OF THE ONLINE

GAMING MARKET

Consider an example of one of the playersin the exploding
our hypameﬁcalvtndor hit the market with the right online games that =U
the market by storm. The company had to Move fast
demand for its compule resources ifit noped to mainla
point came wher the company's newest online game went
in six weeks and then to 25 million in five months. [twasa
pany's on-premises infrastructure could not hope 1@ keep UP
storage, and networking bandwidth.

market for online games.
ddenty took

arstood

Judging by thé experlence of some of itsweak?-; c:E :
that it had to move fast. Therefore, the compal ©of success-
that would automatically scale during peak Us2ge hours. After the first yes

fully using the public cloud, the company began to r% S
unacceptable rates. It decided notto a blic

vate cloud to manage data and to handie compy
environment helped the company balance the ne s
cloud provider combined with private d_o_ud thatwas €

mobile saclal gaming workloads.

At the same time, as tHe company beca s and suP
of independent software vendors that created new g2 or growth. over

an > gaming PIEHETT: e oyt addiL:DHal ’I::;:inez aswell as USing 2 variety of
time, the company has added new interma capa owth. W ;
public cloud <ervices that ensure consistentand pred le £
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¥ Asyour business st
pravider to yo Tategy evolves, you may deci i
exdusively :si:zr;?:‘:?ncrsmmers- In this caie. yofren:izi;crn:c' ; se:-‘!izm of
sy able to chargegyislr“:i::tcmuu oo xz\:':’:‘s o
obust internal IT B omers for your ;

viable service pm:;iars;\:zanon that can lr-:f);sfor:: ::Zf:.;?o s mv;?ialh?
provider or creating ?What are the risks of either usin ao ; :JTTr::Jud
You need to weigh aﬁ?: T METR) dodl T Tvere isn'tgo piJi :1 G wer

e factors and come to a well conslssr:afl c:::T:ioﬂ- :

Computing i
£ is not a sim :
ple environment. It is dynamic and rapidly changing

vendors offer thei
their servie
emerges that wi rvices. Costs ca
will cause n change in the bli
you to rethink your link of an eye. A new S&
execution plan. Thereforé: it 1

to b-e rE&d
V to ree
ket matures, valuate your plan aften as the market for cloud ting
or cloud compt

Reapin
g the Economic Benefit of the cloud

ypically has ’

5 ma ; -
cine of these wul:Ld.rreth types of workloads to manse® n it
erefore, to Omimiz::ads will be a better fit than others for 2 clovd

your economic benefit from the clov<

good unders =
tanding of your workload requirements-

An organization t
data center, and s
environment. 'E‘E;
must first have a

Commodity

3 4 wol']{]gad

appl S, suc|

ﬂgsrl:'lt;ms' i ‘"‘“aightfo:v::dwe yday email, collaberation, and mcss"’giﬂ &

ti everagi: it for workd ; cteris”

n:S' SH¥ Sct oy, ng:[:fnd""‘_’ capabilities such a: E;fast:;] "hdjmes:E charad ¢
ve applications a modity workload such ’ L zan?n, o .lﬂud

te a good fit for the cloud uch as email, analytics, and €

A customer-faci
-lacing financial
application in th
e heavily . .1 jndus”
y regulated [manmalt A

i
Y
14 try may be
! better sui
it wel : suited 3
| 1l designed Saas appl;, fof a private cloud envir
cultural and pplication that can hand onment. While there may 5
le the task quite well, there ™ ;’r:
here”

governance r
7 €asn
rity and corr:e?'nal . e Bgi:?iitfa business will chose a private clotd- T
Pliance issues. An Orgamr;:; the public cloud is outweighed Y ‘
-ation may have Specia“ fha[
zed worldoads

are used occasionally
ma¥

) i
{ fore, any po
&
have run ef by a select
’j group of users. These specialized workload$ A
n

fectively

economic benefit i for many years i .

enefit in moving :gem i;:l::i:lmtzmal data center, so there MY
oud.

228 PAR Developing ¥
TS pPing Your Cloud Stratepy
a2y

:L_>—

new te i
chnologies become availab :
lable and as standards emerge that transfo e
ice
{3

enough (o sim
ply seta
strategy and plan in moti
on and execute blindly- Y “ar_

however, you will find many situations
lability of the cloud can deliver out-

mix of workioads,

where the standardization, flexibility, and sca

standing economic benefit.

After you evaluate your

pmic benefit if you need

A move to the cloud is likely to deliver an econ

new butshort-

ramping up fora
pacity and

our organization is
some extra CPUca

3 Increased capacity: Y/
mporarily need

term initiative, and you te
extra storage.

» ASoftwareasa Service
diversified, everyone on yo
different version of your in
out on some big deals based
across different sales teams.
run your sales automation will ensure
have consistent and accurate informa!

for more on 5aaS.)

Jution: As your ¢&gmpany has grown and

puted sales force seems to be running 2
1. You have recently lost

nd prospect dat3
saas solution 0

(saas) so
ur distri
rernal sales autom
an discrepancies in customer a
yYou decide that jmplementing
that all members of the sales team
tion when they need it. (568 Chapter 9

Running your email system requires Tnore a::i
inistration i t on maintenan
more servers and lots of system administration time spen nte!

‘ . o senvice inthe

and upgrades. You decide that a massively scaled application
e you requi

» Scaled application service:

cloud will deliver the performa )
skilled administration team to focus 0N other projects-
The next few sections look these scenarios from an economic perspective:
Filling the need for capacity
gervice (1aas)
Some pragmatic workloads fit pesfectly into the Lai o = ted workloads
model. These include basic computing services to SUPP?
or test and development requirements-
3 _to-d gperations
Considering aas for workloads that are outside the pormal day 2y
makes sense for these reasons:
yirements isn't

3 Building out a full jfrastructure for these U 4
sgonomical A SR purchase T id be dramaticaly
than is otherwise reau ces WOUK 2%

underutilized, this approa

s» Beingableto procure 3 reso

and allows for much faster go-to
conservative in projecting redu :
will be alile to respon to those changing Né
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S0 an laas
model is
they need right awaya:if;zmmk choice because organizations can
, ut having to buy new hardware or go through the
der

process of man
uval provisioni
the following: provisioning. In practical terms, this means you must cons

access what
Jong

» Softwar
€: Buildin, 3
g New software is both a cumbersome and a long-lived

»

»

»

»

PART 5 Developing

process. Typi
- Typically, deve
dhe'uelc)pmem SO?Mare T\EEG nEEd to acquire servers and specialized
the bottom | - Although this is a
i necessary pro

evaluate new sof t\;:::"::m It can be Ume'COHSumri,z a:zf;geiif:::
tion is more likely to “3;" inthat 5‘_’f““’r3re is available as a service, an organiz®”
In addition, new apmoamn?va"“'-‘ software because fi can qui(',kly evaluate it
deployment (ic/cD) m odeﬁ:( to continuous integration and conlinuous

; see :
economic model of the cloud Srpmer- Tl petins he Sl i

dd to

Clﬂlld-naﬁvga

Eeneration Devgﬁg';:grh servlr.es. Increasingly, developers are using next

applications. These ar :-m‘hm a Paas environment to create cloud native

defined APIs. This me, e highly modular and containerized services with We

public and private Clc,ar'-s that the services can be moved across different
uds based on circumstances. With this afsﬁi:e;ure, a

business

an operate -

i certa :

private cloud or data CEnte!rn workloads in the public cloud and others in

Expandi
Ng need for
5 storage: A« ¢ >
::E}. necd to store and Tnang:: ¥ urganizations expand the amount of datd
b"—‘”ﬂ-“i- Considering the smg Z’. its logical to use inexpensive cloud storage
huaf"asses often save consid:r Itty of cloud storage services, it makes 3%
USiness's sto, able costs. H v

; Tage need . However, in some situations: 2

€nvironment m, > are so expansive thatan i
nay be more economical internal cloud storage

System testing: Sim|

relatively Shﬁﬂﬁm? J:i;f‘sor!.ware evaluation, resources are rnaquirl!l'i| for@

to own their own resouirg festing a system. Despite this, testers typ/cally want

most of the time., |n add .ES, “Il"hici'l isi't cost-effective be'cause the will it idle

h_e- has to spend much r:;cln. if someone is testing a fast-growing ‘).:,D;gl ,

Via a service for a P re money to achieve the same thing than he coul
of the cost. Testing as a service alsc;g ‘means that ¢

IT organiza
tion ca
the d n test for situ
ata center. ations that cannot be easily replicated Wi in

Seasonal
or peak loading:
'filftfd-l?ursting e ther::iorne companies are already using laas for
xibility °sting s re unexpected or planned high-load periods_ The
eans that the company doesn't have to overinvest in

hardware, Th
. I Nése com
themselves, panies must be able to adapt to higher loads to Pro(ect

Y.
rour Cloud Strategy

WARNING

Selecting a Saas for common applications

Not §Il Saas applications are the same in terms of costs to the m;ganization. 1f the
application is fairly independent of the overall applications nd information envi=
rompem of the company, Saas is an economical way to quickly implement core
servicess Also, because many Saas vendors make their application programming
f“‘ﬂffaCES (APIs) available to other vendors and customers, they are able to work
in conjunction with third-party saas offerings or on-premises offerings- Moreo-

ver, Saa$ has enormous benefits for organizations that don't want to support their
depending on the number of

own hardware and support environment. However,
users using the Saas application, costs may skyrocket. Therefore, it is important
to analyze the costs of the $aaS application before signing an agreement.

Make sure that you understanding the pricing model of the Saas vendor. Is it
charging for each user per month? Does it offer volume discounts? Does the ven-
dor have a free version of the product 5o youcan test whether the Saas application
will be useful before buying? There will be vendors that create pricing models that
are not obvious at the outset. You need to do your homework to mmake sure you can
anticipate future costs.
like an obvious penefit, but you

Reducing your hardware requirements may seem
may not have considered the additional economic penefit that accrues based on

reductions in support and maintenance after you cut back on infrastructure Fcrr

example, when you implement gaas application, you ehift the responsibility @

managing new versions and updates to the saas provider. You can realize many

economic benefits as a result of this shift:

3 You can cut back on IT staff or reposition members of the team o
other projects.

3 End-user productivity improves with a caas model that is ons
more frequent application and seamless upgrades.

3 Improved data accuracy is based on the consistency
tion and availability of the Saas solution.

jstent with
and imp[mred automa-

omic implications of Saas is that they can create evmj
data in the T organization. 1tis, therefore, impor
ach and choices based on how well Software 3s 2
th other applications — in the cloud and ;-rrl
an easily Jead to even more costs if the
the integration betw

However, one of the econ
more silos of applications and
tant to evaluate the Saas appro.
Service needs to be integrated wi
tiie data center. A SaaS application ¢
organization has to go back and rearchitect
premises and cloud applications.

eaking Down Cloud Econem
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:m PART 5 f.‘-n‘-..'{:lnpir:-_.

TRy ry——s

OpEx VERSUS CapEx

veomacar  VVDEN the valy
e of cloud "
STUFF  around the cloud solutions are discussed, the i
se ideas of CapEx versus Opéx: , the conversation often revolves

5 c.pml ﬂpendku
acquire or anaﬁca:;?pm These are investments made by a company ©
equipment, software lic perade assets, These assets could be vehicles, rea! estale:
lay out the money up fr'-‘ﬂscs_ networking equipment, or servers. Comt anies :
ont or pay over time (a capital lease) for the abi;r.y to out

right own th
: e resource. The
over time. cormpany can then depreciate the value of the asse

Operatin

E expenses (O

: Ex):

operation of a business. :xa :; Thes_e are funds that must be paid for the ongoing
ples include wages, repairs, utllties, and supples ®

well as cloud

" services i

Software ! s like Infrastructure as ¢ !
asa Service, a Service, Platform as a Service, 1

OpEx versus Ca -

exj.cnses they ciix:;:::pgmm-m“* companies are limited in the amount Of"-apiml
that do not produce inco.m rgﬁlz?uons often try to avoid sinking ca| ?;:i into resourc=>
e ez olie ok st compares e 01
redirect cda:ltz:ir vehicles. They do so D::.ﬂy;:;;;, utifity companies elect to [eas eif
greater agility - :oé::nge::s that might be mﬂr: nt:; :;:::;"—: ;?mac?;;an?:;;;"
quicidy ramp up ifit gains tram";:aslly cutits losses ifa proje;:t is not ;uccessful orcd!

tual machi to depreci over 2 :
o ne (VM). Of sourse, you m ate Iservers)a server costs less !hanadoud\ﬂr
NG your VM 24 hours Ust take into account the fact thatyou might 1% o
z:sts itor maintenance, a dni:;"- 365 days a year; the physical server h); < assodiate d
uus"s like storage and bandwid Jfator:» power, and so on. The cloud VM hasaddiﬂ'ﬂ"a
08 foud e ices el 1th. However, eveniif there is a premium for the clo M,
still makes business sense because that choice freés up

capital for ather proi
Sy projects ik

in fiax % eresearch
ibility and agility, rch and development or marketing and the incre?

ihe CapEx vers
sus OpEx discussi
period scussion oft
of three years (lhE time en leads to the Capﬁk person arguing that

Selecti i
ng a massively scaled application

Some of th
5 e earliest cl
massively scaled oud adopters are Ia
R E e ta
application (such as email]rfn;;::l:i’??rifz that wante? t;;igs art
a cloud. CompP& s ¢he

finding that a
t approach to be a
. more cost-effective approach. In essence
. ’

.\
s Your Cloud Strategy

conomics can't be matched by the data cen-

ter. Wh'f“ applications support this type of massively scaled infrastructure, the
ClOlfd will often win out. Because massively scaled applications such as email and
social media are relatively simple, a vendor can easily standardizé ‘and optimizea
platform, making it cost-effective to support vast numbers of users ata low cost.
By taking advantage of the economies of scale incloud environments, @ massively

scaled application is a‘win-win in the cloud.

type of cloud application where the e

When it's not black and white
‘ onomics of the cloud

r-cut. Accurately forecasting the ec
for many organizations is that they don't have,

costs that allows them to consider cloud propo-
s. For example, because companies pay per
ation, the costs Over time may appear to
pplication outright. The same argument
ustomer pays fora unit of work by
nsider the flexibility and agility of
of customers and partners. Some

Not all situations are clea
can be complicated. The problem
an accurate picture of data center
sitions on an apples-to-apples basi
user per month for a typical SaaS applic
be greater than the costs of owning an @
could be made about 1aaS services where the ¢
volume or time. However, it's important to c0

the organization to change pased on the needs
companies are willing to increase their operating costs in exchange for reducing

their capital expenses because it gives them long-term flexibility-

THE EMERGENCE OF ON-PREMISES
PUBLIC CLOUDS

A new model of computing is tak
structure and capabilities of the pu

ing shape. This madel offers customers the same infra-

blic cloud but focated within 2 data center.

model. with Outpast YoU lease 4

rack of servers from Amazon that include the <pme hardware am':l softw e
¢ the AWS public cloud but lives within your data center: All services aré \:ur"tl“’st 2
managed by Amazon. You don't purchase the hardware or software. The Qutpa
vice connects directly to the AWS public cloud.

mmzrs.lhat want

mic medel thatcu r
ent of this maode! 50 you'll have

AWS Outpost Is an early example of this emerging

This becomes yet another econp il u;rr:ip;:ing
will consider. [t s early inthe developm mhel
gaining an unld_ersmndlng of the short- and long-term €
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mises data center costs, you need to look

There are other si
7 r situatio
;ﬂli.mn‘:ed for the CfnuI:: “;:::;: an a]E’Plif.'aLion designed for an earlier erd is not
i buﬁ:?:[:’"-" i it e Thzgp]":.‘m”_“s often have dependencies 1o othe’ To prepare for your evaluation of on-pre
e mﬁ,: erawliere odaliad io be dgfi Ica:inns are nu} optimized since they wf: at the costs that are directly and indirectly related to the application or tyPe of
S e s s?:l l for a specific hardware and nerwman workload you want to move to the cloud (public ot private). Some of these indirect
ply moved to the cloud it will require 5 costs are hard to evaluate, making it difficult to accurately predict thie actual costs
o qf running any given application in your company. Here is a fairly comprehensive
list of the possible costs, with notes:

Enormous a
mount of co
m
pute, storage, and networking resources just to
it to the

Only when
the application i
cloud. pplication is modernized does it make move
= sense Lo
3 Server costs: With this
rual cost of ownership, which normally consists of

interested in the total an
the cost of hardware support plus some amortization cost for the purchase
of the hardware. Additionally, a particular server may be used to support

Under :
standing the Economics
several different workloads.
sts for the storage

and all other hardware components, you're specifically

= —

of the D
i ata C
¥ enter
1I; Wb s ot » f]tm’age costs: What are the managementand support co
- any pi = organizations ; ardware required for the data assoclated with this application? storage (osts
' mii‘: f;‘r ;P{];lg;;ﬁgn in the dal;:ﬂ?ﬁi‘r‘riﬁs:rzr:t}ict the actual costs Of r[";“ :L::% may be very high for certain types of applications, such 25 emall.
many personnel rgf,:fpllmt.ons, For example, hl:,f: ;:;":: :‘:frgf;; udge pow 3 Network costs: Whena web application you host internally, such as email
- g : may be a particular m ces are dedicated to a single a licatiun? Althot het® or collaboration, is moved to the dloud, the strain on your network may be
::;emstarr members m"a';'lt;ewhen your staff is ”Pdat[ij:g Onenaépnc‘“io”’ hosé = reduced. However, keep In mind Lhalensuringmatusters inyufarcumpany v/
i ‘. In some organizatiDn;rollb]eshooﬁng a different application ina ul!wl‘ have on-demand access froma ere t0 tl?”d services requires subs'::rltla
i o specific departments o there may have been attempts (o tie €0 uting bandwidth. Cansider how the cloud vendor will charge for use of netwo C;"'S
.J i , but if 56, the model is likely to have been ¥ roug™ services, When you move data of \workloads in and out of the cloud how 00€>
sk :l:las asbipleemmple, the s the vendor charge for that service? .
. e b-e h;mas others barely ;Ouc]-:l?f :: E;‘jnail_ Some departinents are very hezlﬂ. »» Backup and archive costs: The actual <avings on backup costs depend zﬂ
. would requ;’y users. Although technicall all. Pockets within a single 4¢P7 o g0 what the backup strategy will be when the workload maves In®© the clouc.
| Aok re more overhead than it’ v you can monitor individual US®: do;;od" The same is true of archiving. 52 that you're thinking of moving S}N\; s
,A‘?T gt supporting tstomers wh s worth. In addition, over'=ead costs @ oy workloads to the public cloud. will all packup be done in that Clcfl-! -i i
¢ 1 ; of runni “oportant message can en they forget their password o accid® 15 your organization still be required to packup @ Deftentage of critical data?
il ng an application such Surpass expectations and add to the overal o8 There are many different options for storing data in the doud. (For more o1
| Latency is a key <k emjail, cloud storage, you should flip t0 Chapter 13
I. | 56y ices. There Cr:::s I:;"l.'ar.ion s e ni it i ) mp,,[ing » Business continuity and disaster recwewco?‘!f_: n theory, the ﬂobueda
| might cause pmbh:,!:l € some surprising immgm e cost and benefit of COT_ ryic cervice will have its own disaster cecovery capabilties: S0 there dmayl S
to take qualifying ms. Take the example of a bu ces where using a © dobi® oy consequential savings on disaste? recovery. However, YU nee tf"; I\izt -
' ‘ to execute on the ;esl?s every month. The Oniin:me::i that requires its 31;1:1‘1 able understand what your cloud provider's disaste’ recovery capahi!"iy et
y people in too many cﬂu“g- However, there are D&:: cckns w.e" design® (00 ma? doud providers have the same definition of disaster fe‘-“?"e'yﬁ' r’:‘_:; s
1 may not have axdﬁtecmpal?les are all doing the testin p:a hpenods Yvhe’,}m gndﬂf must determine the level of support the ;'lcud. provider willo e.:sndary
| slow performance o ted its cloud service to handl gmt e I ult i be an added cost from thig provider 0T yo! might seek 00/ = nizations
| ture that can handi r outages. Not al! cloud vend b This- s chite” vendor to handle disaster recovery an procedures. Many 0 N e
| need to evaluat e the requirements of its ors have a well designet’ = U _ have redundancy and diversity built int® their cloud strate s to
il e your vendors based on customers. The bottom i G business cantinuity concerns.
‘ 1] your own needs today and in the futuf
!
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» Data ce
nter infrast
elacivicig A ructure costs: A wh
the |:le|tat!::'e|'|f-:°r ;Pace. cooling, building nﬂ? Stﬂftes of sy IEluene
er. Because ntenance, and —gol
gy dilhe ks _ sa on — go into one clo i
40 per 5 to a public dloud may ngf;“"' estment in data centers, moving cloud ;‘d‘; :m '“S“fad m”"‘p'_e o bl oods. e procases o i
- DRl dou i A T - } n one, if not multiple, public clouds. People, processes. and
F et sy software can help with management, put they each have thei
of the cloud 0 take advantage of the o .(Of course, you can deploy @ involved. See Chapter 4 fo i ot
! undmerumrzed i S e | p r more details on multicloud management: ;
:!0 = » I?at.i_ transfgc When you transfer data, say from your premisés to an applica-
i mperwm P s-o;f I T ) p tion in a public cloud, costs are involved. This includes the fee to initially move
oo i s panding your data to the cloud. These costs can quickly mount if you have large amounts
choice in arder to dive ta center. The cloud will be a m t that paint, you M2/ of data requiring lots of bandwidth, Furthermore, depending on Yout dote)
» Software mai it workloads away from the data z;:[:lrore _— :El‘ldﬂr. i oo pernn e e
i : Mes within the same cloud (for i duri i
sotvar ey or instance, during backup of replication).
You may move s the annual mainten he c
e o s, ance cost for t » Customization: Ifyoure migrating an application to the public cloud that was
y seem simple, things can mcily- Dugﬁ the answer t0 on-premises, there may be costs associated with customizing the application
sasily get complicated if 3 spef-mF <o that it can now work in the hybrid environment. Most likely, some configu-
ration work and testing will be done first. In addition, that application may not
be well designed for the highly distributed nature of the cloud environmentin \

ed to be rewritten.

ably want to integrate various
CRM application might integrate
tion. Sure, you might have

software lic i
Lense is part
other applicati of a bundled d i W
plications | ealorifan ication i
S In your environment. application is integrated W!
its current form, and it may ne

3 Integration:ina hybrid model, you will prob
ple, your off-premises

Opt.ationa
Isupport
perso
nnel costs: A whole set of day-to-day oppra[‘ioﬂal
business intelligence applica

Costs is assocl
lated with runni
nning a —
2 any application. Some costs are genefdl ones
~+  applications. For exam

¢ thatap
ply to eve :
storage and a ry application, includi
f | archivin g ing staff suppor i
ing and security. Sou% to patch management and ier:-: or everything 2 I
application, such a de support tasks, however, m warks, o woublee Wi REon ER
may be offset by e;} atabase tuning and perfo'rmay be particular to 2 8V°" to integrate them if they were both on-premises, butit will probably take you
B erging cloud managemen nce management. COStS more time to figure itoutina hybrid mode!. j
,Uf:rtrmur! software costs t and automation 1001S. S Storsgiths 4 ’. 4 doud il really Il
A -2} S e : i , you will re
Pk -_«Awh . it ? you move data and workloads 10 @ hybrid dou Y W
example, managem y installation, and it has a ure managem ave to balance and think about your long-term storage Costs: |
: ‘ ent R 5 an associ I
tions and can't easily besé’_ff_ware is typically used for ma'ste:fi:“’:or o 3> Compliance: Compliance (external or internal can pe an increased cost when Ii
vided across specific applicatio y different apP using the cloud. It may be necessary to have the cloud service audited to see it
S that it meets the appropriate requirements, which may relate to IT security of )
Eva lua L recovery procedures or any other such IT activity that must obey Cﬂmﬂﬁ?“f‘? h
T ng Cos ts standards. This is in addition t0 you? existing on-premises udis: Compliance
Hybl'i d r 8 Sin th e : requirements might come from ceveral sources:
nvi ron ment » Vendors and partners: An example would be gredit card companies
requiring companies who accept credit cards to cOmPY with the Payment
In order to mak Card Industry Data Security standard (PC! D5S)-
ea imi
n sma g -
al data center versy It economic chaice about i ter- , Customers: Customers may require that you produce an SSAE 1607 similar
en costs associ eties of the cost f e cloud, you need £ . K . h local
always a cost t?:;:amd orlth the el ;f::lﬂt; You also need ta consider potel‘lﬂ‘;’: L GOJEmTenFaI bodies: wlaur arglfn}zaﬂ;: E:fu :eﬁn‘:e-::;’;ﬂgeﬂ;al h 3
: nge, includi , in particular, a hybrid cloud. national, or internationa compliance stan .
o luding the following: v \nsurance Portability and Accountability Act (HIPAA), and sarbanes-OKieY
anagement: (SOX), along with dozens of others. \
f challenges, v t: Management of a hybrid envi ; i i that your 1
f - Youno longer need to si environment brings additional + Internal compliance: You may have compliance requirements .
236 PARTS Developi mply manage the data center, or ever organization has established: These may be even more spedificthan
eveloping Your Cloud Strate g exdaIR RS i
tegy
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take an action because it

ly :
! s jes shouldn’t Simp 2 ditional data
I' - : >rspective, companies S stay in thetr ;
' : | server. of s d to have a policy on et ST and complexity and
' ' Server: If an application is relatively small, running in a virtua the publi seems cheaper. You nee il N sxample, Privacy o st
- perhaps only running occasionally, its unlikely that moving it to the P center or in a private dm:, iﬁu should have a policy that sr?teti react quickly t©
il - cloud will result in any server hardware savings. singularity of the wnrklo? ) e business and enable it o kioad can
jon, there d self-provisioning will support that specifies Whe 2 in the
% Storage: Similarly, if very little storage is consumed by trie applicatio™ anc 88 imties. There also needs to be a OIiCY U8 /5o i afe enough In
M3y be no reduction i SAN costs. i i 1 to a public cloud — and whether ex eCon! omic decision-making
il not be safely be movet 2 Jestions are part of the larg
¥ Data center infrastructure: The floor space in the data center w‘l e 10 private cl oud. All these q
reduced by the removal of a few servers, and it may make little d'”erbeﬁng process.
cooling costs. The change usually needs to be significant in order t0
down these costs, . Y
: . ssibit
¥ OCperational suppart personnel: Savings occur here oriy if there’s 2 zz i .
ity of saving the cost of a staff person or delaying the recruitment ofa
person,
y not
»

md
Infrastructure software: Infrastructure management software costs
come clown with the movement of a few workloads into the cloud-

CALCULATING COSTS: CLOUD BROKERING

e 1000
Cloud pricing changes constantly which makes it difficult for a business to be 22
the type of financial planning that management requires.

° Estmating charges: Some vendors provide monthly calculators for their w:‘:he
services. For example, a calculator might ask you a series of queSﬁ""s.abou a
number of compute instances, storage needs, data transfer, load baldncing nthty
IPs needed, and then provide you with a monthly estimate. Of course. your

; the calcula®
V52 and, therefore, tha charges, may vary from the estimates that
Provides,

: ors:
Calculating total cost of ownership (TCO): Other vendors offer TCO (aICVP™
These calculators might ask you a series of questions about the type 0f dgplﬂ: ‘
ment, the number of servers, storage requirements, and load volatility (for = B
Ple. the kind of demand you have). Then the calculators will estimate how m o
you might be able to save versus a data center deployrnent over five years- Thare
calculators look at such factors as sérver utilization; facility, power, and hardW d

: ;an
costs, the cost of downtime, reduction in deployment, and provisioning time
cloud administrative costs,

: oty O
Warning: Of course, you should not base your decision to move to the cloud simply oy

these calculators, Some of these calculators ara marketing tools, at best. How&*'er’;
can help you wrap your head around some of the costs associated with the fact®

‘ ics 239
- .l Economt
inherentin the move to the cloud, : 3
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starting points
hybrid cloud's support

+» Describing the
of innovation

optimal clistomer

» Defining the
experience
» Optimizing for workloads

, supporting a dynamic life cycle

ing costs qqg! penefits

s

3» Assess

e

Chapter 17
Planning Your Cloud

Strategy

¢t of steps. The right

urney
; peratianal. So,
and the

.,

ur hybrid strategy is a jo!
5 imperative 0

7%, lanning yo
he technical components;
inging all constituents

|
|
|
¢
3 i : " planning straiegy i
gl | | youneed tolookatt
organizational plan.
mon understanding of how the
' Remember that cloud computing can offer
of computing as well as business strategy-
course, be imperative, you also need to :lﬁnl;]albout Zhg; :ineﬁ
transform thie customer experience. your oVe strat :
different types and models of computing, S¢ planning will be integral to yOUr pat

forward.

ut what to expectasyou pegin your journey,

‘I
(]
in this chapter, we give you an ideaabo :
ant issues you 1t to consider:
) L

along with the import:
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WARNING

|
_4.2 A
RT navelaai
-, 5 Developing Your Cloud Strate
u ratepy
P BY

B e

At the inni
Beginning: The Move to the Cloud

in the initial
decade
Primaril of cloud :
y, departmental computing, very few i
. L b & e .
with the resources they ni“‘;c]opcrs tired of having to ‘.u,a?tn;ssr',s had a s;;il;fﬂ
'I'hlh::e capabilities were i!:'x:: to get the job done turned to :ru::if: clt:::: jces:
approach to co ‘nsive, elastic, a
m i ' nd based ¥ 2 odEL
puting caught on across organir.auzlc;:::azllirzismgcngllnbf-

While thi
s ad hoc a
ca pproach i
use problems. to using the public cloud was pragmatic it began

Because n
o plannin
computi ! g occu .
an a;[)':'i::‘gs ncket. Whi[er::ldi'r?‘n?;ma[ managers began to see the cost of
ation in the wdividual devel ild
oS clo eloper wasn’ i but
ts began to spiral out ourd, when all those bills were : ::1 ayllnegdmucl,:l:z[ t
control. In addition, there was?ﬁ[ffzomgg‘;ms'ew'
ver

rity and gove
S rnance. Business
icreasing pace. usiness units began to use Saa$ applications at &
pplicatio
IT initially i
= ¥ ignored th
viewed the e cloud and as
use of this thi sumed that it e

bus s third- s its use would not last- mar 25°
pu;i:'mss' In addition, man db party service as a threat to th ntll ;I'I in the
t ic cloud was flawed a g usiness leaders were conc €.10% ity in the
nue'\ira :)U(Jge i acceptabi;;tywofmd put the business at r[i!::egamalrf\zc:a[;gﬁ ied

echrology that threa of cloud services. This a i .o of any
- tened to change the statu S AP

at changed? In si S Ho.
be A n simple te
clogua;at:; mm{ ¥ e“‘“fgm[::i'f:m pace of business. Well #:tablished business®s
i would therefo. new SEHErat‘ ; +he
re ion of i

:Efrze fead, i fo create & e ok Itness wodels :;I:?.ﬂffﬁh \a!'l'.ltl: eltlo reqUi””

ts, there was onl new physical infrastr svns (itive

s only one option: Move to the cl ucture, 1g. many €
e cloud.

Nl.a'ny C
ompanies h
sta ave eit
orgif‘s..' .It‘ can be o‘femh:]ﬂ"begun their move to the cloud or in th Jan
Wﬂrkl::-‘:iuon to select the r:,“mg to come up with a s.tra:I orﬂ:n :-jap les
ads, and create a g‘ht services, the clouds th ey Ak ¢ for th®
n environment where cha s that are best suited
: nge is the norm.

Itis not e
asy lo det .
acl ermin
set\:;l;:lj Phtlinns; Do yol.le::lh :-1:1‘0 do first. Do you pick a single product and $
=‘-ﬂp;wrf ;;Jl o ublic o private c!oﬁflg(]]:tl:: i g mmove all of your 3sin8
of your workl : you select a si : ri?
oads? a single vend?
ds? Do you hire a staff of exlfedf::elcljclfll';igfesﬁi"“au
Cisiﬂﬂs

to build a pri
ri
fot Fout? Private cloud, or do you hire a consulti
ulting firm to make all the

REMEMBER

There isn’t si 3

a“u;rfe isn't simply one option that will handle all of your business situations and

e glour“:mrk]oads. Therefore, there best approach is to come upwithas
at will help you achieve your business and technical objectives.

trategy is like any other business strategy; it must be
and objectives. S0, before you

An overall cloud computing s
the five steps, putlined

pla::med wit_hin the context of your business goals
begin your joumney to the cloud, we suggest that you take

as stages, described in the following sections.

rent IT strategy

Your first step is to assess the current state of your IT strategy and how well it
serves the business. I'T organizations have typically grownina relatively unplanned
fashion. Although they Jikely began as well _orchestrated sets of h
software, over time they have grown into a collection of various computing silos.

Stage 1: Assess your cur

ng like a typical two-car garage. In the beginning,
d tools. OVer the years,

you might think of them as bei
the garage held two cars and a few necessities such 35 yar
the homeowner began tostore lots of different parap iain the gar26, PIENE
from unused pots and pans to a1 array of old furniture- suddenly, that well-
planned, purpose-built space pecame crammed with somuch tuff that it'shard 0
use the garage for its initial jntent — storing cars!

re like that garage, of is it a
t? Does it provide the type

ew initiatives and business chan
different software products, and

we]l—p]anned and
of flexibility and
ge? Or is it an

Today, is your IT infrastructu
a variety of

well-orchestrated environmen
manageability that supports 1
assortment of different s¢
disconnected tools? Do you have many different d
advantage of a variety of public cloud servi

cialized needs? Mos

already use third-party cloud services for SP°€
bination of all of these environments-

business has a com

vour first step is taking an honest assessment of where yoi are mfla-,r. What ‘15
working well and what is holding you back? You can’t undertake this proces; in
isolation; you need to create a task force that brings m.gether business ain %
leaders along with those who will developand deploy cervices across the business:

to the operatio of the business and

ns
usiness needs. You need to con=

r support changing b )
<0 infrastructure: what happens when the busi”
does the T organizarion support

225 applica-

vou should look at what systems are critical

which applications no longe

sider the flexibility of your existing

ness requires a change in ;

parmership initiatives? Take a d services in:':ludlng S it u

tions as well as cloud applications built n different GIVIS©T In ad nnn."iftﬁe
cal to managing you siness. Where does

need to assess the data that is critl
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data reside?
e? Is it tied to -
ous parts of the cnv_jmn':lfcpfﬂm’hc application? Do you store your data across vari-
> Does some of your data reside in public 0 private

clouds? You
: need to und
control that data, erstand your data and the process that you use today to

S : i
tage 2: Imagine the future

Once you understa
is ifl executing Yo:f :::'ﬂ‘l you lhavt: today and how effective your [T enviro
business look like in stxa-r‘gy, it is time to look into the fulyure what will yopt
tWo years ago and wh months and in three years? Who wi ; ur mmpeﬁ:ars
ml.‘l.:siry is Chang},n do aie §‘f0ur competitors n-_:w?. Do L‘I‘El?im_ ate that yr,ll.h'
collaborate? Are thefe ramatically that will impact youg ‘:’1;1-;1': ?pcom]}ete a
are starting to implem technological approaches that your cml A com titors
to offer new business S?r-: th.'?t you will have to embrace? Are ;ﬁgippﬂrmniﬂg
be that your industry is tegies that are driven by emerg;i:-. , technologies? I* may
will not be able to siistai changing, and without new tech l,1 roaches ¥
in a competitive advantage nology apP
This process, which is i .
egy. You will most e g hybrid and multicloud strat”
private cloud. You will y have workloads that live in your data center or in the
are ready for the umn:}e?d to prepare for your hybrid cloud strategy 5 that 27
E;':"er.s. both the busi n:;n::c: changes in your business uThi::g;gfhe pla i
‘hd:[)cll?a:'lhe ';hanges to the bl:lsife:; ganization will have a dcf:per.undcrs diné
that futmiel; ;i;iiic-mhle manner. ";]I:?s ';;LL:;::?{DEIEST that will help % Gqg
an::'l::f(ﬂe that you will :’::;té‘:jz}:zﬂtuiogil‘.s isn't a 0ne-[i:l1?;a§;gim:ai‘h:.r;:u s Jould
et and as new innovative lgc;’;i?:;%iu; “E}]an as new competitors ente youf
erge.

Sta :
ge 3: Explore what's out there

Armed with

i i the knowled
$§ T' Infrastructure andg:vt':i the current state of your business and the suppe”
ha 0t with cloud computi re it is headed, now is the time to learn and &XP
PPy to do all the work ;':E Y“Pl‘lons. Although plenty of urganizatiorls il ¢
ou, it's important tha der”

t you s me umt

you spend the g

standing the

z landsca;

opti th pe of b :

prions that can help the bu;i;;;"‘ﬂlces, as well as different cloud com

Spend time wi
th your
Peers and see what type of cloud strategy they have adopt?
rked

and the type
of dividends
well for co nds it's
for companies in 's paying. What are the best pra
c ve WO
coming to market fmgfﬁ industry or of your size? Whl:t ar':ifﬂfmnmﬁ""s
ung companies? How can you offer a new appwach

business th
at will allow
your market? you to effectively compete with much larger compani®® i

Ping Your Cloud Strate
By

ne

The wonderful thing about cloud comp

and offerings is that you
a market offers free tri-
well that will give
tigns will serve your business
-2l so that you know what
i r help, you will
ch your cloud strategy-

uting capabilities
mpany in the clou

are free to experiment. Almost every co
offerings as

als of its technology. There are many open-source
you the opportunity to test out
now or in the long run. This e
questions to ask. Even if and when you t
be able to make better decisions about how you a

loud strategy plan

this should be
pany has done

ice provider fo
pproa

Stage 4: Create a hybrid ¢

ady to start creating thé
between the pusiness and 11 !
way to thinkabout your techniology services:

ildi ithi icati i ilding
You won't be buildin monolithic applications. Rather, you will be buil '
I te new creative services that will

microservices that will be building blocks to crea
keep you ahead of the competition. :
i inki i d imaging the
time rethinking your pusiness an n
you actually know & t your industry and busi-

tegic planning you have alread

At this stage, you're re “3ctual plan. Agait:
based on a joint effort d IT. If your com

planning for a different

While you are spending your
future, don't lose sight of what
ness. Take advantage of the stra

as a starting

r company
din the pro-

Always leverage the knowledge and expertise inside yol
point. It's also a good .dea to get your most strategic part™
cess. Your best partners, Sup ors, and customers w:tljl h
how they want to collaborate with you in the e
for your hybrid cloud strategy- We use the term hybrid hecany ds. l;feou will have
you will not leveragea sin ¢ model for your o :
some public clouds, S0mM€ privat
take into account where you want to
, costs, and
Where you deploy your workloads will depend o0 issues pelated 3 la:::‘;;y , pvacy,
reliability. At the same time, you need to i mumm These issues need £
and governance policies that your com™ needs toadne company. For example,
become part of how you approach cloud computin it it | have t© conform £0-
different industries have different regulations that YO 0 formation c2n
Some countries have 1aws that restrict where gl "“mﬁgaua strategy-
managed and stored. This must be consiciered for yoUr hybrd

Plan for impleme

action. Howeven ji’s not practcs
i of ahy
sy fa t;t:go:gﬁpiemenmnul= For example, the first

Stage 5:

Now you're ready for
once. Most companies
egy in -vhich they deploy P

arts 0 plan
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phase might be to

collaboration m:hstﬂsp?;;.:l of the existing public cloud workloads by working

security, for example. You'w“';“hs so they have resources for management 30
want to determine, for example, how many depart”

ments and indivi
ividuals are usi
- us .
better financial terms. ing various cloud services so that you can rl!.‘gaﬂ'w

If your com
. pany is n
projects that are wcﬁ“::? the cloud you may want to begin by selecting 3 3
that is useful across va _“e"‘ to the cloud. For example, select a 5aa$ appli€ fo
with creating mic;osr_,;"“s departments that has visibimy, Begin experime”
F:lect a software dweln;erz:,:‘d managing them within containers. You ¢a"
R e gy T (A has3 ket deadline and buikd "

{ing

Whaleve: -yearl € 0

a you do, thin y i u

1 incl 4 . il k;}f your hybﬂd cloud strategy as a m Iti Y I ff ;

will Include everything from a set of private cloud servic ; ces
srvices o suppoﬂ eme

internal develo
: i pment and d
ine . 3 lo
onjunction with your da:;cef::::-m needs to a way to leverage public se

Stage
ges of Strategy Planning: An OvervieW

Consider the fi
: ive sta
preceding section. ’I‘Il:;i‘;sko:;he overall cloud cortputing strategy described 1P the
out the process in terms of the impa‘cl cach stag® will
it

have on
vour busines
Table 17-1. s, as well as the value each stage will bring as sh in

You need to thi
think holisti
such as infrastoicturs t;iliyl_ not just about the most straightforward servic
. management issues, ’1:11': W;‘ so about data integration and integrity and cloud
the current state of IT and th‘::?“ Si2ge these efforts will be directly tied 10 poth
usiness strategy for the
next several years:

Evaluatin
g the Impact
a
Strategy Planning Stage:d e

I Aersess s mpact

Quventstate. You need to understand

your level ; You wi
| of maturity, u will better understand You will set the stage

h k
ow much work is ahead. for business and
IT collaboration.

Map the future.
Youneed to u
ndersta =
Wi the e Youcanbe beter prepared. - i Sliow YOURD make

headed, to map you
o busin); rcloudstrategy  strategy choices based 01°
ss change. different worldview. =

————— 1

| :46 PAR velopi
TS5 Developing Your Cloud Strat
tratem
aLegy

Impact

e Valu
m;:l‘f.’“’ doud Understand the choices  Without this knowledge, you  1YoU wantto selectboth
OPtion e you have. will overlook emerging irieg-and-true and brand-
irlesd s options. . new technologies:

you will be ready to execute

Cre LI e
atethe plan,  Aroad map-o plan over This will help you stage your
implementation based on inan organized way-

time.
. business s{!aleg_’/
e e
pproach to mov-

A coordinated process of Adynamic3
jmplementation and ing forward.

_—

s

Pante
impl for Get ready for action.
ementation.

—

Focusing the Plan on providing
Services to Your Constituents

rete understanding of the technical and business consider-
technical architecrural'plan.

ations, it's time o put the strategy into a 1 e business

nical plan must mirror the requirements and changes in the
customers @ Ul

< pg will COME fro!

is helpful to think about what [¥Pe of s
ot I‘:hOSE et will contract with

It is also important t0 understand
. ty while you
ces directy have {0 determing

organization may provide some servi Y dyou also
: & . other services- g
commercial service providers for | create 5@ peed to

how you will create of select those providers who SN
! ; section.
plan for three different types 0 s we discuss It s

Once you have a conc

f services; 3

Cloud service consu
These are the services that touch your employees: %ﬁwﬁ; = for example,
histicated services underlying 3 infrastructure sidwices =

Although there aré sop ces, an
business process, 53aS applications: oot Joesn't cere where 2

they are hidden from the consumer. The consumer
or what the infrastructure behind it may be The

cloud providers
some cases, the services
for corporations. Therefore, th Ed ces.

& infrastructure services. - ices. These

tions ranging from paaS, Saas, 3
management platform a0
£ I\'il:

rarange oo =

create (ieir own service
service providers often uffe
required by your company-

CHAP
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e

5 - e

p—

Tt S—

Cl i
oud service creation services

L]Olld creation serv ] ervice provides : ndu5l ¥
ices are offered by 5 I * rour i
ar Col'l'lpally_ IIICSI_‘ n-t lB"dP
n me services can be dESlL“L’d 1o ]'U“d
or Wllllfn your private .
environment. It's common for the

l{.‘V(!ng both p blic strategy
! i 5
1blic and private offerin - based on business stral *

Supportin
as
IExl?’erien(:g uccessful Customer

248

PART 5 Dave

Now that
you have a P
road map for creating a strategy, take a step back and think
Swmer

about how .
a hybrid Z

experience. EVErythinaptpl::ath to cloud computing can transform the cu
ness through the clouﬁ sl tyou do with this new approach to linking I and bUS*
how you can expand th ln_u!d focus on expanding opportunities. S0, think ahout
r.-:.vimnmem to e[ﬁcienet;b:;i?' to innovate, satisfy customers an.f’ optimiZ® YO:J :
elements t iver those servi i on 1B

hat lead to an effective customer e:]::' ’ln s mecti e

. rience.

v ;
supporting innovation

Most of the exciti

exciting in s iy
transforms the Custim novations in industries come from creating change that
backbone of business s:r experience. In the days before the Intern® e $°
customers more f rét;uerz:j:es' companies might have innovated by simP!¥ calli?®
wh!.:re business is condu y or packaging products differently. But in the agt
?nh“e comiiiierce are mcf-'l:cd online and where chmmuniu‘eq. collaborat® o
nternet-dri OITN, com 1aa )

t-driven technologics 'l';llppo]:?:::‘o:“; discovering that they mus

aton.

Cloud computi

5 puting offy .
retailer wamingg to ;z:i;nuch “Ci}er set of options to companies. FOT examP®! f
_aﬂYWhere in the world cane real-time access to images and vidéos of Pmducﬁ
;tns::l-res, thus reducing late;‘:_}:[;tn?j C_lifferent public cloud provider in each ™ k;:
nother company m 2 improving the cust experi Likewis®!
:;:.‘es behind Lhey;irefilﬁot;.ln:me these public services ::n[':l?rghe S;ﬁ:c;pc of seF”
an;a u; be managed safely é :hl'ISl!res that intellectual property and highly secur®
cultural reason 2ly. Other companies are di : sons

: 5, : e discoveri ac

standardized Semcgstl;fcpnwtte cloud is their preferred mo::lgl f:;rmpvn;;a:ﬁhe same
available both inside and outside t.l';e firewall, the P E

vate cloud is b
ecomin
preferences, g another deployment model based on Orgaﬂizaﬂnnal

lopin; 3l =5,
ping You Cl Strates Y
g rLloud tr.' e

Supporting a Dyn

tomer experience

the technology and business

Defining the optimal cus

Although most companies will first think about
model options offered by cloud computing vendors, it's importan
tomer first. The greatest benefit of the hybrid cloud strategy is the way it helps 10
transform and optimize the customer experience. Mote and more companies are
interacting with their customers online. Customers will judge your company by

how well your entire cloud environment performs- Abundant statistics demon=

t to put the cus-

strate that customers who have a poor online experience rarely come ba_ck fora
emented with 3 strong strategic foun-

second try. Therefore, a hybrid cloud impl
dation can help enhance the customer experience.

.

Optimizing for workloads ;
. ‘. fferings can be OVer-

pth end breadth of cloud computing 0

different business models, different platforms, and many

ces. But at the end of the day; one of 'the most impur:::
u handle and manage workloads across your varl
Remember, @ workload is 3 unit of work that you exe-

Thinking about the de
whelming. There are
different types of servi
considerations is how Y0
computing environments.
cute to complete a task

- - ‘ty
. - pout every business &%
so, from a busine think 2 ; ugeta
being supported by a comp Kioad. Using #usf:ﬁtii::i ';zlf;?njz, if
firmer handle on the right cloud service : 4 private
you're managing a workload £ ringent seartd requlf:;‘: :E:sl;]jcl:louds
cloud environment may < 1op to support
that will offer security
security requirements. th
storage capacity needed for a day of a mon x
public sérvice. By focusing on the nature of W"r_"da;:;g
to create a strategy that matches business require s

warranti
on the other

amic Life Cycle

As your cloud computing strategy emerges: YO
wa

important di
style. In traditional i
zations inside and outside of IT wills
! e to do
gies to support any given IT initiative. 1T then bas
disconnected €0

making sure all these
each other so that they act as though they We

mponenl‘.s can
a single
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Accom :
plishing thi
is task
have become more cxtn:mhas never been easy, but the consequences
e. 5 Ces
For example, several different 5yqst:nlas may

made acro:
: ss the IT o i
implementati perations. If so
ation of meone fo ;
i a new f rgets to make
serious. Systems can sto version of a database or tool :(heﬂcl:l;nge b,:ces can
p working, and customers can be scrigusf:g‘f:fected‘

Abstracti
cting Complexity in the Cloud

In the ¢
merging w
abstracted. The lie] C:fld of cloud computing, platf
- c p # » platiorm i
:ll:dnagcd at an infrastm(;;nplc:uw will not be reduced bu: um“ . Jexity will
ere will be a central ure level rather than at a tool 1 mlc"}l;“? p y‘“‘
more centralizati way lo mana ; , evel. This me?
izat ge configurati : . i
ion of core functions that grc 3[:3;:: m:.ld s 'lh: e
ged across hybrid €

ments. Few
o Er movin
ar p
g parts that are subject to human error will help trans
el 1an

nviro?
form
5

of fallures
depend

on database R
mnflgura“o g
ns, and I’
, and IT must make sure all of the correct changes
on the

mmuch MmO

inloa smooth -
er(.‘clrnpl.ll.i ility in
ng UUI!“" in a much more dynanlic faSh.
1011 IIIL‘S
(e

will not ha
ppen overni i
ght, but looking forward, IT must adopt goals and stf

gies that pro
: mote the aut "
sequences and errors. omation of the complexity that leads to unine?

Ba :
lancing Costs and Benefits

How you plan .
“mdfi‘:efom‘ S d’;{lu;]i‘::&dtdoud environment will be driven b snics. Y0
c]nu:z worthwhile in the ‘I’E::‘S of the total costs and wheth:r ,;::: ::-pelndi!
i services, including | g run. Achieving this bal sentp simpl
nth, or per "Eﬂrcomf 2aS and Saa$, are offered twan:ie et Imi
dact. Some other services are de.sn?;ne?inf:r ﬁ;:ﬁ:

ded 01

Us

many

a] use

Balancin
g costs ma
V require 2
quire you to negotiate volume discounts with your pro
fig”

ers. Emergin i cloud e da5a
E private clg i
oud rnodels are designed [lp]'
iances that are p

ured with the
same cload i
services found in the public cloud. With the applian®®
eded

model, the clo
] d ve
behind ud vendor may i
your firewall. N provide all of the
. No si s It
simple formula will givf I:r({))u tal?: nTj:: E E;Ti;:;t[ ?.:;y Lo
P 5 ouf

define the
total co
long-tern st of ownershi
1 goals ip or whether a clo :
t ud service will accomplis

Definin
g the purpose of your cloud service®

Because of th
e economic im
pact, you have to look at cost-benefit issues !Jm“gh 5
to think

different 1 s
ENE than i iti
ina tl'adlll[)nﬂ.l data center envir
onment. You “EEd

PART 5 Developing Y
2ioping Your Cloud Strategy

t will affect the
expensive in yeary
{ hardware, software, main-
t the internal
that your company
eeds. This Saas ser-/

are considering and how i

rvice you
y be more

5 environment ma

any money in terms ©.
ents. Saas also may better suppor

about the purpose of each se
business. For example, 3 Saa
license fees, but save the comp
tenance, and support requiremm
needs of the business. perhaps the Saas environm
can be more proactive in addressing customer oF employez It

vice could result in better internal pmducuvity.

ent means

on the other hand, in other situations, 2 public
i t of cloud ser-

nomic sense, such as when yout company’

vices. In this situation, your company is,

Therefore, bring these services in-house, because @ well-archi

model will provide the most economically Vi ¢t the business.
i wer t0 purchase in

if big enough, the company might be able to use !

a less expensive way than a third-party company cou= Likewise, this company
can be in a good position to support innovation and optimize the private clou
model so that it produces the right workloads in the right way-

ns, companies will find that splitting services between public
and private is the most optimal financial approach- The company that neeifs extra |
storage capacity three times a year will b best served by Jeveraginga public
age service than by purchasing extra storage capacity-

roach to de

brid cloud znvimnment. So,
Iinancia] measures you'll ne-ed
t directly affect your ability

In yet other situatio
stor-

ermining total €oS€OF 4P
0

when moving to the hyb!

to compete? What type ©

strategy for success? Simply Jooking at all expens :
: Establishing 2

m

the best method for determining you® strategy- =
the economics of will help your decision™

your cloud strategy

When you are pl
sure that you aren’
from the perspective ©

cloud also needs t@ be understood from a
that plans can be put into action ifid staged 8% o can justh
R, hypad i depen:ﬂ?lo:t!fl:ct the bottom™ Jine of the pusiness:

spend and what you 5ave, but also

2 L cpteny 251
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IN THIS PART

Ex
plore ten cloud resaurces

Di ;
Iscover ten cloud do's and don'ts

_ HAP
» Seeking standards

5 Finding open-source initiatives
» Discovering free resources from your
favorite vendors

Chapter 18 ‘
Ten Cloud Resources

7ou can find many resources that will help you find out more
computing. There are standards Orga hat enjoy wide P2
from the most important companies in cloud market.
zations benefiting from the parﬁcipation of companies o tl
implementing hybrid cloud servi i ies and that are eager 10
help guide your way- Ini addition, ¥ou can find open-
ful in moving the market forward. Of course, all’
research, papers, and best practices that they're happy t0
oes

offer you some practical ideas on where to go for

about cloud -
rticipation

Standards Organizations

d stability of enterP
mis. SEEOR | organizations ar°

requiréime - i
i ber of imp?
s rocess eyolve. Here are

ck‘dYI a
g vendors toge

For cloud computing to meet

industries, it needs standards. LU

worising hard at bringin
u should play attention t0-
ndards and Technoiogy: The National nstitute of
sTisa U.s: overnmen noy that fpcuses 0N
" tion hasdoné @ considerable
information on cloud comput-
/cloud- J

two yo

3 National Institute of Sta
Standards and Technology (NI
emerging stand
amount of work defi
ing. Check out its we

ning and providi
bsite atwwny .nist-
Ten cloud Resources 255




»

»

»

There are i
e Important A
o .
rganizations that are not strictly standards podies-

organizations
work ¢ A
nsents along, losely with vendors and standards groups to move
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2> OASIS: OAS he O n n n
H IS, t
e Urganizatio for the Advancement of Str
UCIIJ!EC!

Informati
jon Standards, i
* s, isagl .
adoption global conso
of standard rtium focused .
5 on thecr nand
organization that relie for electronic business. The Consomu?nc, eatronnal:am
OASIS creates topicss s on contributions from its member orga f’ia Tio P
AS <peci : nizations.
computing. Check pecific committees that are beginni d
seck out s site at www. cas 15-op ginning to focus on dou
.0asis-open.org.

Cl’[‘aﬁng stand
ards takes
@ :-:;jed work by dedicated ;Eéollzawork = often volunteer, financially uncompen”
eemranen youldards committees dcst:rzc thﬂlemm?gd to get things right. People who siton
» standards committee memb:r.undwng gratitude of the rest of us. wet
Consorti
These

pire”

Cloud Standards C

(C5C0)is a :ombina:;m?ercounc“: The Cloud Standards Customer cound!
established to focus on ; Vendet sl conoiatt ounttmer L
more than 100 of the wo OL!d best practices, Today, the arganiz n'-on includes
Martin, Citigroup, State g i orgs e, bieuiig Lockheed
Operated by the Object M:e:: S lorkh Gonn g Shtageberny = .

wwa . cloud-council.org, -~ Y e S e website 2

OMG Cloud

the missic,n':;::i&g?up: The OMG Cloud Warking Gros=p (CWG) takes over
and published 28 delwe'ral: OMG-managed program that launched In 2011
vendor-neutral [’,'Uidancea ies over the course of its operation. It publishes
adoption, highlighting stam; impartant considerations for clou.d computing
customer requirements, anpdagis' opportunities for standardization, cloud
standards-based cloud coréputlrs'ltgzreaci:\tcizfg?ef:smr s ecaysien Of Py T

CWG will maintai
tain and u| d
webin, : pdate these .
ar, Introducing the OMG Cloudﬁsgfkri;r mre information, wa(c? Y
roup.

The Open

Group: Th
. : The Oper
f:::\;ernenr of bumnegp:s;ei;izg ::13 global consortium that enables the

er organizations, i rough IT standards. Wi

: e . With an 4
the IT community — csusI:ohaa a diverse membership that spansr:!?;cTors o
vendors, integrators, and ::ers. systems and solutions suppliers, tool
Tavhe Igr:ul) has a cloud work}':guhams, as well as academics and researchers:
aila i rou
le. Check out its website it p an;j has lots of good source material
w3 .opengroup . org.

Open-Source Offerings

Open source has become incredibly important,

especiallyasa foundation for cloud

tent support, for example, for Linux a5 the foundation
refore, open-Source offerings, such as the

important role.

computing. There is consis
for most of the cloud platforms. The
following, are playing an increasingly
on (ASF): This nonpi ofit corporation was founded in
ty of projects for the open-5ource developer commu-
nity. The group offers software that s distributed
License. All projects are managed by active technical experts.
The Linux Foundation is the rllonproﬁt consortium
owth of Linux. Founded in 2000, the Linux .
Foundation spensors the work of Linux creator Linus Tarvalds and Is sup-
ported by leading technology companies and developers from around the
world. The Linux Foundation promotes the platform and works with those
vendors and customers that leverage Linux. Check out the LinuX Foundation
atwww. linuxfa.mdatiun.org.
dation: The Eclipse Foundation is an open-source commu-
ndor-neutral open development platform and
g software. It's a no rganization and
i nd the

3 The Apache Foundati
1999 to support a varie

» The Linux Foundation:
dedicated to fostering the g°

3 The Eclipse Foun
nity focused on providing a ve
application framewaorks for buildin
has widespread participatio!
globe. The Eclipse platform is Wit
operating systems. including Linux, H

Windows. Check out the Eclipse Foun
s Open Cloud Computing Interface: The Open Cloud e
Jis made up of aset of P community-
m. The group is based on

(OCCI; http://occi-va- org )
specifications defivered ‘hrough the Open Grid Fors
d AP! for all types of management 25
ntAPIfor 1aas

its development ofa pro!;ocol an
0CClwas originally initiated to create 3 remote ma
m

services, allowing for the developmentof inreroperi_sble mn:hf:; :i:;:e ik
including deployment, autonomic scaling and rngmt -b“_ o
into a flexible APIwith @ strong focus 2N integration. Pof'ﬁib]:i‘:;
and innovation, while still offering a high degree of extensiiiss,
 of the Open Cloud computingnterface ‘“’“E:'ig
" addition to 1sas incud™® for example. P22

inated Rackspace

n-source platform origind
g clouds. Itis supported by more

and NASA far building poth publicand private
t initiatives
T ization has hundreds @ L
than 150 companies. The organizatio org. The 80P also |

underway. Check outits website athttp:/ fopenste O rgl.
has a Wiki which can be round athttp: //wikl OpES S

teninjavaa
p-UX, AIX, Solaris, QN

dation atwww.ec 11
Computing

le with

The current releas
many other mode's

3» OpenStack: openstack i
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The i
Cloud Security Alliance Ci0.gov

The Cloud Securi
: security Alliance (CSA ;
tices for providin ) was established to promote th ac-
g and i : = ote the use of best P . ;
ensuring security within cloud computing, and to educat® g;g-gov is tlhe website of the U.S. CIO (chief information ofﬁ:e;) rzlm;T th;y Fe}llieral
ouncil, serving as a central resource for information on fede By show-
f innovation, identifying best pmcdces,‘dnd providing a f:_)rum

farmed about how our govern-

people about the
1ses of cloud computing ts help secure all other forms of com”
casing examples o
n the private and public sec-

puting. Check out i :
out its website at https: //cloudsecurityalliance.org
for federal IT leaders, CIO.gov keeps the public in
ment is working to close the technology gap betwee!

tors. Check out its websile at www.cio.gov.

The Cloud Storage Initiative

L

Open Data Center Alliance

cA) is an independent organization ‘that is
articularly focused on
automation of cloud

The Stor:

= rage Networkd

focused on the rter.\«\.rux:'ll-celjlgsltndmlr-‘JF Association (SNIA) is a trade organizati®”
orage industry. The cloud storage initiative focuses on

the needs for
cloud storage
ge standards, Its strategic goal is to lead the stordgt - ; 6D
e Open Data Center Alliance (O

developing a unified vision for cloud requirements — P

industry worldwide i
wide in d i
educational services to e:;::\]ﬁ:lllg and promoting standards, technologies:
er o i 3 r) S -
rganizations in the management of informa open, interoperabl olutions for secure cloud federation,
i es . )
infrastructure, common management, and transparency of cloud:service delivery:

terall iance.org.

Linﬂ. Chec] it i Wi wWww.sn q
k' Lits ebs]lﬂ at .snia.or
w_opendata

Check out its website at ww

Vendor Sites

All the major clou ;

recommend checlcin‘tig ::‘liﬂpmmg vendors provide great resources online we

Microsoft, HP, Cisco. Sal ?’cnd"“ such as Google, VMware, Dell, Amazon, I

and systems inlegral'c; esiorce.com, ServiceNow, and Oracle. l".::msulting irms i
s, such as Accenture, Wipro, Cognizant, and Deloitte, 2157

offer content tha v
- t will hel ; ;
and industry best practic e: provide perspective abodt cloud computing serv!

This is only a ial 1i
arti
thu. list checil: Sil.:s[ ;l[:s;.ull:lmdmds of vendors are in the space, so don’t stoP with
find great resources 1e vendors we mention throughout the book. You o
on systems integrators’ sites. Take advantage. ‘

Cloud Computing__Conferences .

One of the be
st wa 1

to one of the mnfef:nt:g:asr-n about what is happening in cloud cemputing is t0 gY

all conferences provide h;ls“"“ cloud computing has become so ubiquitous almost

are local meet-ups that all of meaningful sessions about cloud computing. Ther®

exchange ideas. ow you to get together with other interested parties ©° | N {
{

59

en cloud Resourcc—s
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| TINTHIS CHAPTER _
s Planning for consistency

» Having the right management plan

» Avoiding pitfalls

» Moving forward without looking back

Chapter 19 :

Ten Cloud Do’s
and Don'ts

7. /7 any companies that

LY 4 planning- Executives in different bus
" | cloud services out O T

Over time, the clouw

proaching its future of comp

to move into the cloud don’t do
use

iness units began 0
i f frustration pacause O inefficiencies in the IT
organization. d has taken a fro i
business is ap uting platforms.
\tis ificreasingly clear that it is no longer good practice 1o simply mov® ahg.ad vt
cloud services without 2 plan. without careful planning things will m"a“a"h’hﬁa‘:
wrong, In this chapter, we Eive you some idea you should do andW
journey to the cloud.

you should avoid as you begin your

Do Plan for Cloud Native

trategy matures, you
native architecture.
s that are design
tive services aré

d in containers. WA

As your clond s
based on 2 cloud
you are building service
A key benefit of cloud na
microservices and package
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You will want to usona devel on deployment ap]"la"c
foc cont ous developm T ay
tinu P tand ep

that yo
ur applicatio
ns an .
customer needs. d services are constantly evolving based 1%
g based on changi?

Data Consi
and ManagEabi"ty S'Stency

Ironically, one of the
reas:

::—;T; the silos of data. 011—?::: :?mpani.es look ta cloud computing i way

ing Sy wide variety of .-.ppnﬁ‘:_ghly dlstributed riiel of the ciowd, to move

B sinesses as they look fo ations and services. There are Ou‘ | data is sto :

p the business und r ways to manage data e many issues confront
i erstand results and plan fo rs:)hl:?lt“ can be effectively U
ough many tools uture.

than i allow Y

'C‘BI:‘\:I: ey appear. Tohe Suf;::s;o b'-z l-m‘emtcd across silos, it is m jifficult

nizati ere data elements are defi ul, it is important that there,be d ore di v

st ion understands the efined and managed. It is i acommon €2
1ared or are there restri nature of stored data — [ important that the OTE3"

- restrictions based on p rivacy re[:; ‘_Example, can data be re3

3 ou also need to unders lirements?

and change that da erstand how the data can

t:.:ide:"&n;le, certailna.c:‘:;:g‘;’ {lave to m"“g:ruﬁiﬁ% :::u i:;[;um d to access

where qu;in you need a fast resp‘::e rules that restrict Wher:: mw [;l’dlucal‘.; n

issues for es are taking place Se;f'. you may want to place daI:a 'Oﬂa. ata ”

maﬂaging datain thE' Cloudnw' governance, and manag::lfirliltteasroeutar'

Do Deci
de and Plan for Cloud Services

Public cloud
- services offer i
services as ne offer incredibl
eds cha e ease of use and o
more than one nge. Increasi and flexibility to add and sub act
public cl ngly, businesse g and subtr
zl::lrﬁ may have stand;l;? ;‘;‘]mss the "rganiza:ig: 2_::_ felndmf,; that they're usin5
ma ! zed o ] - For example, 3
as manyre]y.ﬂ“ a different plar? a specific public cloud wh?l okt OM‘?"E
hl.md::.e?:rr as five public cloud ‘orm. It is not uncommon f e another busines?
tie ol s of different Saag 5. l.n addition, these same b O_l' one company to use
T di:;z services that are :gpllcaﬁom_ N dﬂﬁcu:;s:ne;fes may be using
v 1n, 1 0 kee
er what services are bg used. It is therefore important p track of all of
In som eing used and by which dep. nt to use tools that
e cases, you’ ) artments.
terms with .-_-[0' 1 be in a good positi
ud provid good position to negoti
ers. When selecting pubncgd‘:z:’; Z‘g"’a{“ﬂbge?us financial
, it will be important 1@
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Do Have a Service M

REMEMBER

Do Plan for Portability

TP

Istio, and Dockers s0O

portability across cloud ser-
review the offer-

he public cloud. Consistency

ards such as Kubernetes,

ng some level of
eed private cloud services,

focus on those that are using stand
tl_mt you have a better chance of havi
vices. When you determine that youn
ings that use the same standards as those availableont
will make planning and execution much easier in the long term-

anagement Plan

many different servi

re for malticloud and hybrid cloud man-
bout all your P

clouds, and dat

As the hybrid cloud that consists of
deployment models, you need to prepa
agement. You do need to start thinking a
form services, Saas applications, private
applications as a unified computing environment. There aré m
of management that you need to consider and plan for. DO deci
to do right away and what you'll do over time as technology matures:

that you use for

or each service
and services s

Initially, for example, you need to beable to monit
performance and security. Test new service manag
they become available s0 you're rea
support your long-term plan. Begin €
vide you with visibility across your

run, you'll want to ynderstand perfo

were one computer.
ur internal custo

manstraté to yo

want to de
them with

The bottom line is that you
external customers, and partners that you can provide

compiiting experience.

i 4 the
that are using saas don't make plans for e
out of business 0% mes o0 E—q;!eﬂslw
you di over a different

Many companies
what happens if their saa$ vendor

. ] i 50
Another issue to consider for the future is what you'll doif youdi
saas vendor who is petter able [0 meet VoUT -

d emf'imumeﬂt
vou do need a plan for how you €an move your f:l.‘ﬂ o CII: ‘;nd inexpensive
to another. Make sure that your selected yendors P‘-"’“de-a e ith the at of
way to move your data. You don't want to ¢ you'll be able to
microservices and containers, it's pecoming MO e ﬂie but it's a0 jmportant
focus on portability. It may ot be as €asy a8 you would like:
practice to get ready for the future. 6
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REMIUMDER

WARNING

Do Plan for Security

aches

Security can't be i i i bre
ignored in a cloud environment. In fact, fear of security
esto

is one of the primary
reasons : 4 .
the cloud. e ns that management is hesitant to move key servic

Security i 4

it l? ::laT(zr:ul:ET:;:;n{]:Iy puttins worlfloads behind the firewall. Drgaﬂim‘mns

cloud services they're ugin)eyohave security across all their assets across all llhe

data is protected rhrnu- h i ne Of the blgg*fst risks is to make sure that sensitive

well-constructed pla gh encryption techniques. Do make sure that you have 2
plan to protect your data ne matter where it lives.

Do E)fecute on an Overall
Hybrid Cloud Plan

When you're creati

plan for the semi.i“ﬁl“ cloud strategy, it's important to think about an overal!

center. Many cloud at will live across the public and private clouds and the dat*

with contractors T:::wcﬁ will be shared by developers in your company an

provide to part nn_:rs anﬁiﬁﬂ? SCMC?S may become product offerings that you
5 me E o

tested, monitored, and r:alalDE:uc‘c!:‘ i g

At the same tim s

can create a hylf;igu:nti?: i what your company's IT assets are so that you

the quality of your ﬂ\-'craunme'-“ that's accurate and efficient. Unless you contr®

Sl publj.c oo senwrom.nen_t, your company will be at risk. If you'r®

your application and d a Saas application, does your management care whethef
ata reside in a multi-tenant environment?

In most case i
5, muin- i i
G haw; 5 lf:n;:ant is a secure and well-managed environment. Howeven
o' inte!lmectual nces where your management team wants to isolate your
property from those belonging to other businesses. whiie

it may not be technicall ;
by the business. y necessary, it may be a governance requirement demanded

| Don’t Rely on only a Single Vendor

It's temptin

el Dupplag :g i“o‘:; Clpll:d vendar you like and stop. However, that can be a mis-

AT S T A‘:l more than one cloud vendor so that you’re not stuck if

ure and be out of com Yﬂ:mg can happen. A vendor can have a catastrophic fall”
commission for a few hours or a few days. For example, if you're
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to have it rep-

developing and deploying an jmportant application, you may want

licated in several regions or on several different clouds.

u have some experience wit.h

ecially important when you're worlcingl:n a hy;:n:}d
7 3 : <bili-

cloud environment. You may find that certain cloud services requir the cap:

: 73 onire this type of
ties of a high-performance network. Othet services may not rﬂul;ii tre e
sophisticated performance. You need to plan fera

vou won't understand these distinctions until yo

cloud computing. This is esp

1 the different 1€

Don‘t Over-Invest in Licenses

WARNING

L
3 4 their customers to
Many cloud vendors create packages to make I attracl'l?:e ﬂ::ars pecause of price-
buy in bulk. So, it’s tempting to buy more licenses formo y !

However, this can be a trap if you over-buy.
per monthif you

r user
the

For example, a vendor might offer you half zhte lis_t pdmtfnezcﬁw that you take th
sign up for 100 users over three years- ing only 25 U5erS: No vendor 1
plunge, only to discover that you really are appotis signed your contract.

cale down those licenses once vou

going to let you s A
ur Saa$ applica”
At the same time, keep track of the tools you us€ u:je?sh:nﬂ; ﬁll—deﬁned \pis?
tions. Are these Lools provided by indepf:nd.enl?ven ﬂnee 2 ermine W :
Are the tools proprietary to that a?phcatmn‘ :e.';l;
approach is going 10 service you best in the long .
.
Don't Overlook the Need 0
Manage Infrastructu re
to
is th t they dont t have
One of the reasons companies aré attracted to the f’::';::sls However, don't
1 a 1 5
the details of managi"é so e ud services, ¥
3&1‘3”1@3 you're using only 2 couple of P“"h;':"’ S ing a customer
ke Lrac:k of the performance of these ve‘flr? ifable for3 couple of da¥S:
relir:inmm management §aaS platform an T unaark team will blame
who is t.u blpame? 1t's quite likely that the sales (ke top ovide peﬂormaﬂce,
11 singls
IT department, not the vendor. .Increa x
gOVernance, and security oversight of cloud servic
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Don’
t Leave Your Data Center Alone

It might be a relief t

and corapledt 0 use c!nud services to ge é

that the data CI::[:: ;:z E]!{tllsti_ng data centgr.!li;:;ﬂ;i:o;tc of the inconsisten®?
many years to come. IID:,E wither and die. The data cclnms d:_mgemus [o’assul‘ﬂf
work in cnllabamlio}l witt ver, you need to continue to Em’ Wrﬂl remain wab}c for
dark: Begin to plan a ‘-illra: Floud services. So, don't leave n; yion £ lhm-u 7
applications and tasks it's ;le i:u::];lilip ize the dala cunlm}' s: ru?::z: :cﬁg:;[é: :E:

or.

Don’t Ignore
n i
gnore the Service Level Agreement

&

REMEMNER

All public ¢l
oud vendors, i 4
sort of service | s, including [aas, P
evel agree , Paas, and Saas$ pro i -
and what risks you | greement that explains what obli 4 viders, will offer S00RE
o aseiie. obligation the vendor assume

No Vendu 5
i r will take .
fine pri on obligations i
W print and unde ions it doesn't | y
ve - and understand ex 1ave to. So, it's u e
liurr‘;d(:r will reimburse you if actly what reality looks like Forp . g reatj o
vic al. The vendor may indeezcm‘ lose business because []‘19 e)sam‘p[el o
e, but that will be small give you the money back tl service is not 0P°Z”
comfort if you've lost an im that you spent on a se1”
portant customer.

So, you m
ust decid
determine whi cide how much 1isk is
which ine which services can 13k is acceptable. This informati .
‘»-‘r" ones need to be with reside with a commodity ¢l mation will help you
iich services should : a provider that offer 'V cloud service provi en
remain in your private clo fl a higher level of service, a7
ud.

Do Mo '
ve Forward and Don’t Look Back
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PART 6

We think that the r
that you should ad‘;mn?em to the cloud is inevi
pt wi inevitable. it

o e 0L L i Loty
tacting yo uie;se models are differezfe you encounter in a traditional dsat:es i er
ity will 1 ata and the perform - Vendors take some responsibili sl -
with th al:ld W'{[h your own com ance of your services. However lll e i p[o
Tiig }:’.tnght information and ul:iT]-l-ly‘ Thgrerure, you need to mmlre ;E:;pgnsnbﬂ-l

ght steps, we thinl that the futt::eral:g':tl?ﬂ of caution. However, ifryug::zf;

quite exciting. '

The Part of Tens

Glossary

something by hiding the details
oviding a high-level speciﬁcaﬂan
i rks. In the cloud, for

d from the user:

abstlractinn: The idea of minimizing
and just providing the relevant information-
rather than going into lots of detail about

example, in an laas delivery model, the infrastructure ;
when, and how.

and d‘umb."r’i'q", which are the main

access control: Determining who of what can 80 where,
omicity, consistency: isolation,
transaction processing.

ivate cloud service op

ACID: An acranym for af

requirements for proper
loud

Alibaba Cloud: A set of public and pr erated by Chinese.c

vendor, Alibaba Group.
s that allows

API (application programming interfacel A collection of subroutine ¢

computer programs to use a software system.
sothatits consistent

iece of code
quirﬂﬂeﬂli
h taken in developing @

application life cycle: The process of maintaining a P
support pusiness e

and predictable as it's changed @

architecture: In information technology, the design approaF
program or system.
archiving: The process by which database of file data that’s seldam used oF Du::tac::: e
but that's required for historical or audit reasons is copied 02 cheaper for™ ¢ 2
The storage medium may e online, tape: of optical disc

. i t
asset management software that allows organizations torecord Toﬂ?i:::s‘:?u
their hardware and coftware. Most cuch applications capture 0=t o agemen
information, and so o1 Such information belongs inthe configuration
database. See also CMDB.

ks are

audit: A check on the effectiveness of @ task or setof tasks, and how the tas
managed and documented.

- . This audit
audit trail: A trace of a sequence of eventsiné clerical o7 mmi}:‘h‘ir:yi:e:whu did it
usually identifies the creation of modification of any elementin s
and (possibly) why it was done.

r or ocess is
authentication: The process by which the |dentity of 3 person ©f computer P"
verified.
Glossary 267




263

AWS (Amazo
n Web S
developers b ervices): The
ulld web aooii set of web services
applications and use Amazon's d;’;‘;’; :‘O":;oq offers to help web
uting environment.

Azure: An
: An operating s
manaiemerk ystem for doud co
sl mputing from Micro: 05/ nd
need to use internal damc‘ N datasczrt s, o hrs
enter resources when developing 1pr|;:'ersl" e
tng applications in Azure.

backup: A utili
< A utility that ¢
storage mediu opies databases, fil
m. This copy c : . files, or subsets of datab
opy can be used to restore the data in ca:: Esf g::af::esr lf: ac
5 failure.

bandwidth

: : Technica

signals, The ten liy, the range of frequenci

. misalsou encies aver which a dev |

per se sed to : ice can se ve

cond, that a comm X denote the maximum data t 0 e oF rgce
unications channel can handle ransfer rate, measured in DI

batch: A non-i

- n-interacti

lowest ve process th

est, generally used f hat runs in a queue, u :

Sician (Sry\ac. Bmhc';rmprgessmg batches of infm;n;lli‘;:,;nw ;m" the system l0ad 15

Early computers were capabh s cant be used if you want insi hmsrenm ey

to process large data sets !oreHc:;jcﬂw batch pracessing Todaﬁ bat;ﬁ"ﬁ ';.eal"‘me gatd:
oop. ' L is frequently us

best practi
ce: A pro
from wr proven and effective
iting program code to IT ﬁﬂver:::;: execute a process. It can relate to anythin®

binding: Maki

; ing the n i )

can interact. ecessary connections among software componem h. mey
5 so that

biometrics:
= Using a pe o
computer — b; & a person’s unique physi
y emplo physical characteri ; :
ploying a fingerprint scanner orvu?c::s::ns:a::?g:c‘:e i
rer, for example.

black bo
1 A compone: .
need not be un nt or device with an in
derstood by or accessible to 11?: LZ?? an output whuose inner workings

BPaaSs: i
See Business-Process as a Service

BPEL (Business
Proces
(Web Services s Execution La
: Description nguage): A computer |
designed for Progrargm' Langaage, an XML format e desarlig o basedone =
ing business services. See also XML riing web services) 80

ZPM (business
the activities process management):
— both ): Atechnolo
automated and manual — neeﬁz:il‘ I:g z:i?;zdl{:lr?s%:nf:srf?nclég::mg
n ;

broker: In c
3 omputer z
layer or com progremming. a one softw
ponen program th
layer or compoy ﬂen: and translates them into a fu?lLath::tp ct;;el?: 353 ﬁommd e ;re
s nderstaod by another

browser: A

T Aprogram th !

could anly o at lets you access |

. perate on a ess information on the Int igi

mobile devices and Sensf;fsmn computer. However, now there grrr;El:‘rEwsnS;ﬂallrz browserrs
. i rs that supp?

bus: A tech 0 e
™ nalogy that connects m with on’
ultiple components so they can communicate

ancther. In ess
& ence, a bus i
enterprise service bt s connection ili
c capability.
e bus) or hardware (such asI; m;:o?ybbl-ljs;agezea?:ﬂwsge e
- o

Clowus i
Cloud Computing For Dummies

constitute a business.

business process: The codification of rules and practices that
Business Process as a service (BPaas): Awhole business process is provided asa senvice
involving little more than a software nterface, such as a parcel delivery service: .
ue for transforming how business qperates inoa

translated into software
d but may

bus!ness process modeling: A techniq
codified source in code so that it can be

r actions that refertothea
t or buginess app

directly useful

ctual corn:l'lerl:ial worl
lications.

to the business-

business rules: Constraints
need to be encapsulated in service managemen

function ar activity that i
ts for that data canbea

LA

business service: An individual
chieved more

cache: The storage of data 50 that future reques

quickly-
m all areas of the pusiness and opera-
provides guidance across %
thods to achieve predictable
everage its growing

center of excellence: A group of key people fro
tions that focuses on best practices. A center of excellence

business to help organ age of proven me
results. This group also b o for change, because itcan !

knowledge to help business units benefit from experience.
change management: The man agement of change {1 operational processes and

applications.
able

del that makes [T resources and applications avall

cloud computing: A computing Mo
sina celf-service manner.

as services to business organization
that partner with cloud

frware and hardware vendors

seliing © customers.

cloud ecosystem: Independent 50
pository of service

providers to create d partnership for

ement databasel): In generai, are|

CMDB (configuration manag
management data.
Ted'mdomﬂ'- An T fra

jves for information and Related
technical and business risks.

peusedasd puilding b!
eor software that can o thave peen made
as restful APIS

mework

COBIT (Control Object!

with a focus on governance and managing
ock in larger

component: A piece of comput :
cystems. Components can be parts Of business applications ologies, such 8
accessible through web service—(elated standards and techn gies:
d web service: &
For examplé:

See also microservices an
i oud worklo@
sasure of the costand capacity 0f 2 80U e infrastr

compute unit: Am
Amazon uses computer U T ORtp
o u
gc2 Comp or. Other 1aasS

within its EC2 service,
by virtual server instances. Currenty: ane .
CPU capacity of a 1.0-1:2 GHz 407 Opteranor 207 Xeon pr
providers also have units.for measuring resource usage. 2
i jtuent eleme
configuration: The complete description of the way In M’llcnl; llte ,.;;T-:lﬁ T terms.
of a software proguct or system interrelate, both 0 functio
rations. normally involving
configuration management: The management of c;::;g:; o S nagedan  changed E
holding configuration data in 2 gatabase so that the W i
where necessary.
A |‘
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container: In

collections of ;f;:fg:—" programming, a data structure or object used to manage
container. There are 2 I:cm ;:::ﬂn organized way. Often micraservices are stored inside 3
Dockers, CRI-O, Conlaincurr; a;:: eTm'mg container open-source offerings, including
bbbt rakti. Kubernetes has become the de facto standard fof

container orche 5 ! j

pssipseidiinn ;{ra‘;i:&.;: :ﬁlfa! atgplicauan may include a number of containers that
% y ! container orchestration — or a pr i

w containers are intended to be used to execute a process. RS

CRM (customer relatio
nship manage . -
sales force and customer support Op?zr:;‘;:ts}_- Software intended to help you run your

data cleansing: S
] -
is listed mu,lipﬁ tnr:;::a.f used to identify patential data-quality problems. If 3 customer’
her name, the data-cle ma customer database because of variations in the spelling of
ansing software makes corrections to help standardize the data-

data fabric:
The part of the computer network devoted to transmissions.

data federation:
ol E.ngz:a access to a variety of data stores, using consistent rules and
e all the data stares to be treated as a single resource.

data profilin, i .
and ?.dnonslﬁpt tg;: :2;?:;;?; %‘?‘:955 that helps you understand the content, structu
technical and business rules. . This process also helps you validate your data against

data quality: Ch i
- aract :

ness, timeliness, feagfrl;sé:; of data such as consistency, accuracy, reliability, completé”
elements are represented inn:izr;“: d validity. Data-quality software ensures that data
maki = sistent vy across di

ing the data more trustworthy across r.hn:Ir cnterpr?slgemm e
data transfo

_ rmation: A proce i
by different "-'PTJ"CaT.ions,p <5 by which the format of data is changed so it can be used

daia warehouse: A la
- > 3 rge data store containing t ians hi hich is
used primarily for data analysis and data nninri‘r%ghE ARARen eI e

database: A co

: A comput i

andin an organizg'd gsiﬁ:;m:-l::aeg d?d to store large amounts of information reliably
along with helpful search ta.pabnln'; e:ldbases provide users convenient access to the date:

dedicated hosting: i i
Srerthat's hmte%' I_?]“t‘ﬂ;ﬂéiﬂ SOTSI:EE is where the customer is given full controf over th®
: dt 2 contrasts wi i ¥
ment is the responsibility of the hosting co:'l:lp':n‘;uh Ll ranaEe
dedicated server: A dedi
1A ded i
of the hosting cloud Sewilcf:‘led server is one the customer doesn't share with other users

di rectory: The w
i ord £
map of devices, ﬁlz;s, ‘g:‘;::;?:mh computing and telephony to indicate an organized

cloud Computing For Dummies

work of an information-procﬁsing application

distributed processing: spreading the
among several computers.

n the
early binding: Making necessary con nections among software components whe
software system Is first put together of buill.

): Amazon's c_ammerd

ol Ihfrastructure 353

EC2 (Elastic Compute Cloud from Amazon
Service (laas) web service that pioneered cloud computing.
i based on
elasticity: The ability t2 expand or shrink a computing resource in real time,
need.

inati oth, duplicates the
e, or a combination of b g i-!:haviurofme

different. second system-
inal fu nctionality ofthe first system. See

emulation: When hardware of softwar
functionality of a computer system in a it
second system will closely resemble the orig
also virtualization.

applications that

ing): A ackaged set of l_:usiness
u;c :rgit.é:sr.l an?d daga management into single Integr: ated

rt a business.

ERP (enterprise reso
combine business rule
environment to SUppe e
. I frware system at alle
tA distributed middleware sof
ESB (enterprise service bus) S e ardized Way-

computer applications to communi o
rnegie Me
esch (eSoureing Capability Model Aframework dmn;‘[a :;g:hips e
University to provide a pest-practices model for ::gr
customers and suppliers in outsourcing agreement:
ta from a data store

ing da
ETL (Extract, Transform. Load): Tools for "‘f;f;g%:: 31:‘::‘:;?5 it can be ﬁ:)a’:;m
i o the structure o % o busin =
(gata extram:?a}'ﬁ?ﬂa?dg:f [r;n-gfgrmaﬂol'ﬂ. and sending thedata to th

business app
tion (data load). .
hat provides busin
&TOM (enhanced Telecom gperations Mapﬁ ,::;meworkt P
process model for the telecommunlcal:ons industry. et b
‘ ted service
fault tolerance: The ability of a system to pcr;g:; uninterrup
failure of one or more of the system's comp 4 E ui
canact @
federation: The combination of disparate:;fs siﬁzaétﬁm " e thatal the right
. nage i

federated states, data, of identity ma
rules apply-

roducts.
frameworlk: A support STUCtUre for developing software P

1 rvice offering:
Google Cloud Platform (GCP): GooglE's public cloud s& et 08 e
pe mmm i esacross
il that corporate °° gove <ecurity 155U
gnveamn?::“e:e;hﬁnahbugtgvt:me:xgs wmbined wit compliance and
rec ;
computing environments.
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Cioud Comput

granularity: An i
. ~ mportant sof
referring to th tware design conce i
& amao: . pt, especially in i
service component Un':zosr (:el.m or functionality — frorﬁcﬁne {u c;iz:on 5 mgep;?:gm
calculate a square root; énog::fm component can do samething quite s imprlgv;u‘:h a8
a complex business ml‘e or er has a great deal of detail and funﬂloi‘lalﬂyp'[o'rc resent
second is coarse grained D::E:kﬂnw. The first component is fine grained, and th[:: -
grain . Developers often : o O

ed services to create a business ser\.ricea ggregate fine-grained services into co3rse”

grid computing: A

networked mmg‘;“';:?t)uhwﬁ d drsmbyled processing, involving large numbers of

capabilities) that are ham:n geographically dispersed and possibly of different types and

be used instead of virtuali ssed to solve a common problem. A grid computi ypdel can

unacceptable. ization in situations that require real ll?‘ne wheriul‘;:‘fn:‘;.ols

hardware partitio

into 'ractms-,, Eachr::REh"Ihhe act of subdividing and isolating elements of a physi | server
ich can run an operating system or an ﬂpplicauon,p L

HTML (Hypertext
Marku r

Berners-Lee in 1991 and lzelznquage;_ A data-encoding scheme invented by Tim
Wide Web. asic way that inforrration is encoded over lhe{'-’orld
HTTP (Husertext .

e Trans ¥
transmitted over the wa':;"‘tm 'i’;omcoll. The basic way that information is linked and
security. & Web. HTTPS is a version of HiTP with encryption for

hybrid cloud: A i
L A comput| i
ing environment that includes the use of public and private

* clouds as well rr
5 data center resources in a coordinated fashi
a hion.

hypervisor: Ha

: T Hardware that aliows

, dl ervisor sits at the |Wﬂ51l]]éve!s mfu;}:'ple operating systems to share a single host. The

;o ;.- in software to enable dynamigmsz:lardware environment and uses a thin layer ©

sach oper: = r i A . ;
perating system has the resources ;ci;’i‘;:;ll‘;g The hypervisoi makes it seem like

laas: See Infrastructure as o Service.
1IBM Cl H ¥ i
oud: IBM's public and private cloud service

identity ma

nagement: Keepi
en 2 ping track of a si ;
gagement with a system or set of sys‘ieﬁ'lssmme user's (or asset's) identity throughout "

infe.matio

n integration:
:’;ﬂémnents or regions D-ff‘higfsieass]usipg software to link data sources in various
nsistent, and trusted i"fﬂrmatggn" zation with an overall goal of creating more reliable,

infrastructure:

anything, beita I:ﬁr:gd;mﬂmal systems necessary for the ordinary operation of

on includes roads, Elmﬁcglﬂ",lT department. The physical infrastructure that people rely

computer hardware, netwo wiring, and water systems. In IT, infrastructure includes basic

run on top of. X rks, operating systems, and other software that applications

Infrastructure as

associated Sﬂftwar: Service (laas): Infrastructure, including 3 management interface and
, provided to companies from the cloud as a service.

For Dummies

ructure. In 1T, these services

he infrast
talk to one another, for starters.

_Infrast.rur.ture services: Services provided by t
include all the software needed to make devices
Internet: A huge computer network linking almost all the computers in the world and

ta formats. See also

enabling them to communicate via standard protocols (TCPAP) and da
SMTP, TCP/IP, and XML ;

ct to interface with aany gther products; usually

interoperability: The ability of a produ
used in the context of software.
codified technique for communicating data across @ packet-
Isa mean intellectual property cuch as patents, trademarks,
also TCPAP.

IP (Internet Protocol): A
switched network. IPcan a

copyrights, and trade secrets. 5ee
1O (International Organization for standardization): A1 orgahization that has

developed more than 1 7,000 international standards, including standards for IT se rvice
management and corporate governance of information technology-
nfrastructure Library: A framework and set of stan-

ITIL (Information Technology |
ractices.

dards for IT governance based on best p
ector Architecture): A technology that enables Java program
and legacy applications.

measure the effect

s to talk to

JCA (J2EE Conn

other software, such as databases
iveness of @

KPI (key performance indicator): An indicator used 1o

process.

soUrce container—orchestraﬁ?n system fo;;utamat-

nd management. It was originally design by
ndation.

Cloud Native Computing FoU

haon): AN increasingly popu
re bundle md

is an open-
t, scaling 3
ed by the

pHP, Perl, or Pyt
tions. LAMP
server; @

Kubernetes: Kubernetes
ing application deploymen
Google, and is now maintain
lar open
LAMP (Linux, Apache, MysQL. ’ de?ﬁ: of the
<ource approach to building web applica i
Linux operating system; the Apache web
language, such as pHp, perl, or Python:
ns towh
|ate binding: Deferring the necessary connections a';.?;gﬁiﬁfypgf e nges
connection is first needed. Late binding allows MOr€ L
binding does, but it imposes some costin processing
einan environment-
a'to execute ! i, whereas

nables 2 servic
Fecd to respond in NE0 e

me lag that &
ess latency an respo

ensitive:

latency: The amount of ti
some applications require |

other applications are less time-S
stions can't

_when appiic
tegacy spplication: Any sppIGUER ML Cr s fe 21 0o e 2000 L
be dispased of and replaced easily, lheyﬁzﬁg;eéd ieces of code can be urned into

that they're still doing something uselt b
business services with new standardized interfac B
ar to Unix. n
Linwe An open source operating S}'SEGM_hased upon andaslrﬂi:;gcause itis wPPo"ted bya
computing, Linux is the dominant operating ‘YSte“ﬂ;Ed operating Syste™
large number of vendors and is the predominate
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Linux web h
osting: The
managed by a Li vast majority of \
IO W websites r
software stack. eb hosting service using the !_lj&nmol‘-‘nt:_?:ugn:; 0|;er.mng g
, Apache, My5QL. PHP)

loose co
i upling: An
interact by approach to distrib
A passing data stributed software applicati 2
omimm:rcs dependmcie:]:;;‘n-'quests to other cumponﬂ-ﬂ:zf:':o;;m :; bidk compelicl
m 4 slan i
Y. Each component offers a E;OH‘FMEMS' The emphasis is on Sl_marhgi;_;;cd w; - d:‘:;-
small range of simple services to othchc‘ b
omponents.

malware: Th
i < The generalt
virus | erm for
es, Trojans, worms, and sr~$$ﬁum software that intentionally does ill, susch s
ol B - = "
markup lan,
guage: Aw
taps of i ay of encoding i
crg:‘ :Ie" delimited by angle bra k'“f: information that uses plain text e il
i ed, based on XML to stand ckets (< and >). Specific markup L containing spect
5 Z up la
puter systems and services "Sr::: the interchange of inform aur;?,u Lfgfsw: = gfftli?enl
. lso XML i en
mashup: A
Jp: A program
tha = (possibly i
n one source, such as Gog IﬂSTaIIed on a web page) that combi
gle Maps and a real estate listin ines content from mpre
: 3 service.

master-slave
:Anarra
controller and ngement in which
:nd other participati ane system or i .
- i rocess
a master fail, the slave pating systems or processe e e dEngnared asd
s are unable to continue ses respond to this controller. should
metadata: The :
definiti i
find, acce itlons, mappin,
4 ss, and use pings, and other c . .
: the company’s data and soft\::rr;.c-tc;ens“cs used to describe hoW £
metadata re; components.
& pository: A :
mappin : A contain i
apping data to its actual phesi er of cansisrant definitions of
: physical ocation in the system, business data and rules
microservi m.
ces: Anarch
services that chitectural style
2 are loo yle that decom o
sely coupled and indepandently deplo opeatoniio s collection of
g ayable.

middieware;
: Multipu
and applicatio purpose software th
n atl
in distributad computing E*::f :rt‘ :1 Lay;r between the operating syste™
nts.

mission criti
cal: An appli
pplication that a busiress cannot afford to be without yme
put at any Ume:

MOM (Messa;
s ovented Middisware)
: e): A precursor to the enterprise service bus. See

multi-tena
ney: The si ;
vend cituation %
SEPﬂ?artisrﬁn;eﬁ' |bLlt e mwu::?;ﬁailsiéngth instance of an application runs on a caas
- 1N a multi-te ¢ nt organizati 3 .
configuration so that :a'?‘c']‘..‘ :rchlleclure, a software a:J:lisc(atggamsl. keeping all their datd
ustomer has a customized Uiru.ralr;s;;:;;?ns its data and
on instance.

MysqQL:
QL: An open-source option to SQL.

NAS (Netwo
rked Attach
edS A di
torage): A disk that includes its own network address rather

than being tied to a server.

.NET: Pron

: ounced dot-net; .

weh servi net; a M

services. See also web sen.:;feﬁsoft programming framework, with heavy emphasis on

omputing For Dummies

n - .
etwork: The connection of computer systems (nades) by communications ¢channels and

appropriate software.
at created a bioad array of database management
One major difference s that

;}ésiems that are distinct from relational database systems.
is not used as the primary query language. These database management systems
are also designed for distributed data stores. / pi

NosQL: A set of technologies th

tured Inﬁ;rrl'latiun standardsk

he Advancement of Struc
<tandards.

0ASIS (Grganization for ¢

A consortium promoting e-business and web services

Oracle Cloud Platform: Oracle’s public and private cloud services-

open source: A movement in the software industry that makes programs available along
them so that others can lnsRect and modify how

with the source code used to create

programs work.
P2P (peer to peer): A networking system in which nodes in a network exchange data
directly instead of going through a central server:

PaaS: See Platform as @ Service.

action and Report Language): AP
tern administration, web developm
essor): An open-source scripting Janguage (0
dynamic web pages-

pstracts the comp
nd deploymen

pting language in
her activities.

riginally designed

owerful scri

perl (Practical Extr
ent, and ot

widespread use insys

PHP (PHP Hypertext Proc
in Per)) used especially for produding
d servica that 2 uting services

the seyelopmentd t and management

a service.

Platform as a Service (Paas): A clou
including the operating coftware and
life cycle. It sits on top of Infrastructure as
ns a means of access: often a menu: to all the
hat the user is able to run- (o] the window
ccess 10 applicatlons

windaw that contai
de direct 3

the whole network

portal: in computing. a
portlets, that provi

applications throughout
o sraller windows, oF

is segmented int
such as stock-market price feeds or email
i ithi t3 center.
private cloud: Asingle renant cloud senice that operates within @ company's da
usiness software that focuses
function =

roach to developingb oS siness
£5585 needed 12 make the 5 e to more

in the large: Anapp
product availabiliy =25 opp

usiness proc ;
&, or checking
ng afile.

programming
on the various tasks of b
processing an order, for exampl
Jow-level tachnical tasks such as openi

uters use 19 esta

blish and maintain communlcadon

protuco!: A set of rules that comp

among themselves.

ovisicning
p: ilable

: A
5 available to users and software. ¢
nd makes serverreso rces ava

aking resource
lable to users a

provisioning: M
plications avai

system makes 3p

to applications.
therona fee

3 er el
public cloud: A multi-tenant cloud service available t0 any consum
e or as a free service.

per transaction senvic
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real time: A for
5 m of processi
the same tim processing in which a com
e, fead ; : nputer system acc
fing back immediate results that !nf)lr:'ence th:zﬁ;:g iR ¥
urce.

real-time event

proce
actions that take place :f“:"lﬁi:‘cluss of applications that demand timely response 10
and RFID. See also RFID. e world. Typical examples include automated stock trading

registry: A sin| !
A gle source for al
software component. I the metadata needed to gain access to a web service Of

repository: A datat

. DAsSe

SR ‘°”ﬁzurat|of:::jlmam and components, with an emphasis on revision
anagement (where they keep the good stuff, in other words)-

resource PGOI‘A
; : A set of compute, st
across hybrid em"""‘"mems_pu , storage, or data services that are combined to be il

response time: The ti
: The time from
or an application to the mcrne,-:he moment at which a transaction is submitted by a usef
ko tatha ( t at which the final resul jon |
user or application., sult of that transaction is made

REST (representati

onal

commonly used to promds:?i;e Fl:?n'ﬂe'}: A software architecture style interface that i
disiited envvonments inclm e interaction and often stateless interaction in highly
See also SOAP. . including the cloud. REST and SOAP are used in Amazon's S3.

RFID {radio fr
equency ide
2?::?13{ to Drna‘ucts?ur p-:::\j :;?::r“]) g f\aw‘:"m“}}&" that uses small, inexpensive chips
er a sh . o)t : ISR
ort distance Lo a spedial radio lr;:;m?tnt;:fr':i’:;:e? unique identification number

PPC (remote
procedure call): A
AW
subprogram on another cm]pmeray for a program running on one computer to runa

S3 {Simple Stor.

ageService):
part of AWS, A magzaﬂ Pmﬁl‘;\tﬁsmbute_q storage service, from Amazon, that constitutes
that are up to 5GB in size, This is E'mpab'hly to read, write, and delete objects (of dat)
access files. See also AWS. n't a database capability — just a place to store and

SaaS: See Software as o Service.

SAML (Security As

: sertion
authentication and authori:;lai rkup Language): A standard framework for exchanging
assertions. on information (that is, credentials) in an wML format calle

SAN (storage a
rea network): &

These storage devices mig;':{;: Sh‘_gh'Speed network of interconnected storage devices.
:'gfmnce bebnesnzSA ird 8 eweir:\t:pucal disk drives, or other storage media. The
ile a NAS | NAS ata SAN ;

is generally easier to install and pmvid:-;n: gfte asg%:;r speed than a NAS,

Sarbhanes-Oxley: Th

: The

2002.3UsS. |awyenhanzl';lnbg“§ ;?‘;nap:-ijr;% :(cﬁunting Reform and Investor Protection Act of
S p \ € i
resulting in substantial new l.equirementsafol:fc;riz;lz'lal:ecﬁmpan!es boards of directors,

from small to large am ounts of
d

software products such as

scalability: As regards to hardware, the ability to go
per unit of power as

processing power with the same architecture. Italso appliesto
databases, in which case it refers to the cansistency of performance
hardware resources increase.
scripting language: A computer programming language that is interpreted and has
access to all or most operating-system fadilities. Common sxamples include Perl, pythen, -
Ruby, and JavaScript. Itis often easier to program in a saripting langu3se: but the resulting
din compiled languages suchasC

programs generally rur more <lowly than those creale

and C++.
semantics: In computer prograrrimin,g, what the data means a3 opposed to formatting
rules (syntax).
server farm: A room filled with computer servers: often needed to run large Internet
sites.

machine resource. is'

+ dynamically manages 2
model that dyna Y I ion in a cloud environment.

serverless: A cloud execution
de is deployed into product

intended ta simplify the way €@

d out for the penefitof a known
s, some of which may also

service: A purposeful activity carrie
nd they complete by delivering an

often made up of a group of component services,
nent services. Services always transform something 2

output.

i i the enterprisé, i
ory of IT services pro\rlded across f
ce description: access rights, and cwnership.

ct fon (T LSS and cu:
me cases, with [T cust

ncluding

service catalog: A direct

information such as senvi
to reportany jssues
service desk: A single polnt of conta Smmmom;pse Sk
they may have with the [T service (or, in SO E
ing between a
SLA (service level agreement): A document that captures the ynderstanding
ality and timeliness-

service user and 3 cervice provider as 1@ qu
at it meets the

vide.

t: Monitoring and optimizing @ servic
the cuslcmervalues and the stakeho

: atoensureth
service managemen [derswantw pro

critical outcomes that
n taken by the user

a web server in response to an actio!

serviet: A program that runs on
via a browser.

man yesources manage
g ion wi o narraw focus: cuchashu
silo: In IT, an application with a sing! rlaﬁun o aration g others

ment or inventory cantral, with N@ inten e
] the norm 4@ t
six Sigma: A statistical term meaning S standard dewaﬂugsn ﬁiﬁnﬁ Ll o
nameofa quality-improvement program that aims at reducing 1
I : i t ransmit elec C
SMTP (Simple Mail Transfer protocol): The pasic method used t0
mail (email) over the Internet. i 2k
) e
SOA (service oriented architecture): An 3PPI“DaCh u:‘ %u;:ﬂ;g c:ﬂgllicam!ck-bnx
ments business processes of services by using a 5e§ o e,
estrated 10 deliver a W€ _defined leve

components orch
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SOAP (Sim
ple Object A
Along with i : ccess Protocol):
ong EST, it ): A protocol spe
cee alswc: phiars is used for storing and retrieving dpl[:“ill':: ‘:}l;: r;\::r ek i
g dats azon storage cloud.

Softwareasa
Service (SaaS):
): The delivery of computer applications over the Internet

SQL (Structured
Query Lan, o
and manipulating databa s.;:s._s,“| age): The most popular computer language for accessing

SSL (Secure Soc
kets Layer): A
Internet, first immducegbylﬂemg;:fr method for making secure connections over the
& A

standards: A

: A core set of col

agreed on by a busi common, repeatable bes i

> usiness or in hast practices and prot

end users collaborate to dwp?"'s‘w group. Typically, vendors, md?js ocals that have DEET

number of stakeholders. O op standards based on the broad try user groups, 3

foundation and in . Organizations can lever: expertise of a large
novate on top of them age these standards as a common

subroutine: A
: A plece of com
prmliinlisgpipd i puter code that can i ed
. s long s the easily be used (c
programming language y are on the same computer and msugn?«';'arl?rﬁ:i? m:msam"
Spsiily i inthe
TCP/IP (Trans
mission Contr p

o ol Protocolfintern

" i _ et Protocol): T
packets that are sinl |nd|s that underlies the Internet. All da’t 'he CDmPTi_!x v
packets th el oerth i a is braken into small

_ e network and reassembled at the final

thin client: Client |
. : Client Fardware i i
s e in the client/server envi en
ya : nvironm i
A B witj;: nipll‘ltmom_. Most hardware 4ésigned [Ent l!_mtns dep _denton the
Moy diskdrive o0 hard deive or this purpose is similar to 4
throughput: 1 wh -
he rat i
i ste at which transactions are completed in a system
ered storage: The : - I
: assigni i
;tl::rage doke ks plagc e:inier;?:: data to different ypes of media generally to red
S e e ers 1, 2, or 3, depending on how‘often it 'zu?l.rbe i
TLS (Trans
port Layer Secu
i rity): A newer name for 55L. See also SSL
otal Quality M
ana, :
gement): A popular quality-improvement program

transaction:

: A computer acti

account. When r action that repre ,

, a transactio t represents a business even iti
n starts, it must either complete of nnt:: fm:;hp::n t‘i;:l;ﬁang i

UDDI (Universal
Des
XML-based servi cription, Discove
ervi i ry, and | . ¢
ces registry sponsored by G S oo M h.'spfa'::;om"n:ndem"dem'

utility co
mputing: A me
use of a meas tered service that acts li ;
ured amount of a component or ;'5"‘5‘;:‘ public service based on payment fof

virtual memo
Ty The use o Tl
memoary appear larger. fa disk to store active areas of memory to make the available

For Dummies

oftware that allows itto emulate another
Iy known as virtualization. 5ee also emulation.

vlrtualaiizatlon: When one computer runs s
machine. This kind of emulation is common

VEN (l-'l_rmal private network): A VPN uses d public telecommunlcaﬁons infrastructure
to provide secure access. This is a virtual network dadicated to providing & customer with
more security within a cloud environment. Each VPN runs its W operating system
bandwidth, and disk space, and can be individually booted 1

W3C: A handy way of referring to the World wide Web {onsortium, an organization that
coordinates standards for the World Wide web.

web service: A software :amponent-created with an interface consisting of aWSDL
definition, an XML schema definition, and 3 Ws-Palicy definition. Collactively, components
could be called a service contract — or, alternatively, an API. See alto API, WSOL ws-Folicy.
and XML

of steps needed 10 £ATY OULS pusiness process: Workflow
petween the steps:

he passage of information
that displays hyperlinked pages of
ats, Including multimedia-

An xML-based interface description
b service when it

workflow: A sequence
technology automatest

em builton tOP of the Internet
riet

World Wide Web: A syst
tain a wide va jety of data form

information that can con
WSCI (Web Services Choreography interface):
essages exchanged by 3 we

language that describes the flow of m )
teractions with other cervices.

participates in choreographed in
ption Language):

WsDL (Web Services Descri An XML format for describing web

services.

rvices Policy Framework, which provides @
cteristi of software

e Web 5e
ts, and chard eristics

rvices policy): Th
requiremen

gtheca pabllities.
b services system
rotocol that allows portlets 10 communk

Ws-Policy (Web 5e
means of expressin
components inawel

WSRP (Web services for Remo

cate by using standard web services in
that has

XML (eXtensible markup L anguage): AWy of PME“"“&%Z?;@;%“::;; are
become the lingua franca of SOA. In XML as 11 HTML, 0318 5 O ve many more
enclosed in angle brackets {<and >k although the £25° in XM
meanings. See alse SOA

ructure of XML

for defining and describing the st
escription of wh XML document.

documents:

¥ML Schema: Alanguage
pefinition): The d

at canbein an
tylesheet Lznguage Trd +mationsk A cnn:};::rtesr ;215::5
X how to change on¢ yL document N another.

XSD (XML Schema
o, based

XSLT (e Xtensible 5
on XML, that specifie
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applications (continued)
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monitoring
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running Saas offerings in, 129
using serverless functions, 113
AWS Elastic Beanstalk, 142
AWS Outpost, 233
Azure, 113, 118,142, 181

back-end workloads, 167

background checks, 211

backups, 167, 182, 235

bandwidth, 185, 235

bare metal cloud services, 108

batch workloads, 167

Benioff, Marc, 124-125

big data, 200-201
application integration, 103
characteristics of, 200-201
inaster data management (MDM), 200
workloads, 167

Black Friday, 110

block-based APls, 179

bottom line, SLAs affecting, 52

Box file sharing, 4

business model, 28-29
gxamining future, 244
re-examining, 28
transforming, 29

C

caches, 181

CADF (Cloud Auditing Data Federation Working

Group), 67
Calico standard, 63
CAM (Cloud Access Management), 47
capital expenditures (CapEX), 232
CCM (Cloud Controls Matrix), 195

CCSK (Cloud Cumputing Security Knowledge), 67
Interface), 64

CDMI (Cloud Data Management
cellphane market, 175
Certificate Revocation List (CRL), 65
change management controls, 195
cheat sheet, for this book, 3

ClA (Confidentiality, Integrity, and Availability)
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CI/CD (continuous integration and continuous
deployment)
adapting to user expectations with, 78
in agile development, 153-154
continuous delivery, 154
continuous deployment, 154
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continuous testing, 153
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adoption, 154-155
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continuous delivery and import
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in Saas applications, 123
CIFS (Common Internet File System), 179
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cloud romputing, 7-20
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components of, 35-36
constituents, 34-35
deployment, 36-40
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hybric cloud, 41
optimizing workloads, 41-42
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data centers, 17-20
cloud integration, 197
cloud storage versus, 182
differences hetween public Paa
economics of, 234-236
optimizing, 266
physical, 18,1 10-111
private cloud, 18, 20
public cloud, 18
storing auditable data in, 169

ance of, 155-156
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data management, 191
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big data, 200-201
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overview, 8-11
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Oowd Storage Initiative, 258
onferences, 258
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i muiticloud environment, 172-175
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Cloud Computing Security Knowledge
(CCSK), 67
Cloud Controls Matrix (CCM), 195
Cloud Data Management Interface (COMI), 64
cdoud economics, 225-239
balancing costs with requirements,
225-226
data center, 234-236
hybrid cloud environments
balancing, 226-228
evaluating costs in, 236-239
reaping benefits of, 228-234
considering laas, 229-230
massively scaled application, 232-233
overview, 228-229
selecting Saas, 231
Cloud Foundry platform, 64
Cloud in a Box, 97
Cloud Management Working Group (CMWG), 67
cloud native, B0-83
benefits of, 230
defined, 81, 157-158
DevOps and, 151
differentiating, 82-83, 160-161
general discussion of, 75
importance of, 261-262
moving from virtual machines to, 81-82, 1 59
open source, 159-160
overview, 80-81
Software as a Service (SaaS), 126-127
Cloud Native Computing Foundation (CNCF), 81,
126-127, 158
Cloud Platform, Google (GCP), 96, 113,118,129

Cloud Portability and Interoperability Profiles
(CPIP), 65

Cloud Security Alliance (CSA)
addressing standards issues, 66-67
controls in cloud, 195
operational security risks, 208-209
overview, 258
visiting cloud providers, 214

dloud security standards, 65-66

cloud service consumer services, 247

cloud service creation services, 248

cloud service providers
changing, 99
choosing, 187
in cloud architecture, 34
costs, 117-118
CSA tests for, 67
data management issues, 203-204
developing on platform of, 131 -132
impartance of multiple, 264-265
importance of self-service, 49
lock-ins, 71, 175
offering specialized hardware, 1
anline resources, 258
overview, 35-36
for Paas services, 137
prominent, 118
role in ecosystem, 8
saas5 applications and, 46, 124
security risks
assessing, 213-216
overview, 210-211
sharing responsibility, 218-219
sarvice level agreements (SLAS)
‘external cloud resources, 49-50
importance of, 266
internal cloud resources, 52
public 1aas, 1 15
saaS applications and, 46
cloud services, 73-85
advantages of, 262-263
application programming inté
bare metal, 108
cloud native, 80-83
differentiating, 82-83
moving from virtual machin
overview, 80-81
coud-enabled applications,
cycle for, 48
external services, 56-58
application and service li
DevOps, 57
external system monitoring, 57
importance of, 74-75

rfaces (APIs), 83-84

es to, 81-82

B4-85

fecydes, 57~ 58

internal services, 53-56
constructing dashboards, 56

monitoring intarnal and external Systems, 53-56

cupporting cloud custo mers, 53
microservices, 75-80
cataloging, 80
containers, 77-78
Kubernetes, 78-80
managing 76
overview, 75-76
modularity, 74
purpose of, 250-251
Cloud Standards Custo
addressing standatds iSSUSS:
overview, 256
doud storage. 177-187
access methods, 178-181
penefits of, 182
delivery optians for, 181-182
deploying hybrid, 183-186
amount of data, 185
billing, 184
business can
interfaces, 183
|atency, 184-185
management, 184
netwark speeds, 18
reliability, 184
security, 183
functions of, 182
gverview, 177-178
planning for growti, 186-187
choosing providers, 187
wth strategy: 186-187
Cloud Storage |nitiatives 258 s
Cloud Working Grt;up (CWG)
ud-bursting. 30
jzud-eﬂabled applications. E&Bﬁj S
CMWG (Cloud Managemen -w‘lrgundarlon). 2
CNCF (Cloud Natve Computing
126-127, 158
alicious 208

mer Council (€5CC)
68-69

tinuity, 184

5-186

code, M
Cognizant 258
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<old data storage, 103
oollaborative applications, 132-133
commerdal private clouds, 97
@mmerdial public clouds, 90-92, 109
common nformation model, 67
Commaon Internet File System (CIFS), 179
complance
evaluating costs, 237-238
s service, 133
aomprehensive cloud provider services, 247
Computer Associates, 68
conferences, 258
Cﬂl‘ﬁrlﬂil'iﬁ@.afglyd Integrity. and Availability (CIA)
consortiums
overview, 60
resources for, 256
onsumers
mdoud architecture, 34
role in ecusystem, 8
self-zervice fo
external cloud resources, 49
meeymal cfoud resources, 52
wontaimners, 76, 77-78
achitectural goals for SaaS applications, 126-127
DevOps
meeting challenges with, 157
walue of, 162
Eency and, 38
ordhestration platforms, 78
I aa5 deployed in, 138
uwtusligation, 77-78
wontimpous delivery
disfimed, 150
wadiz im CWCD, 154
.%;megranon and continuous deployment
aniagplimg to user expectations with, 78
imagie development, 153-154
mntinuous delivery, 154
mmtinuous deployment, 154
mmtimuous integration, 153
wmmtimuous testing, 153
geneval discussion of, 150
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challenges of
adoption, 154-155
in cloud era, 156
continuous delivery and importance of, 155-156
opinionated continuous delivery, 154-155
in Saas applications, 123
continuous testing, 153
continuum of services, 98-99
corporate computing, 11
costs
balancing cloud economics, 225-226
doud computing strategy, 250-251
defining purpose of cloud services, 250-251
holistic approach, 251
of cloud storage, 182, 204

evaluation of or-premises data center,
235-236

hybrid cloud storage, 184
of 1aas, 144-145
increasing with uptime, 50
of public 1aas, 117-118
of Saas applications, 127
councils, 256
CPIP (Cloud Portability and Interoperability
Profiles), 65
CRD (Custom Resource Definitions), 80
Create Cloud, 14
credit card transactions, 192, 202
CRL (Certificate Revocation List), 65
CRM (customer relationship management), 9
Salesfarce, 14, 124-125
using Saas as platform, 120
CSA (Cloud Security Alliance)
addressing standards issues, 66-67
controls in cloud, 195
operational security risks, 208-209
overview, 258
visiting cloud providers, 214
CSCC (Cloud Standards Customer Council)
addressing standards issues, 68-69
averview, 256
€SS standard, 62
Custom Resource Definitions (CRD), 80
Customer 360 Platform, 124

customer relationship management (CRM), 9
salesforce, 14, 124-125
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Are you ready to execute a cloud computing plan? You need a strategy to
prepare for the future, and this book comes to the rescue. Authors Daniel
Kirsch and. Judith Hurwitz share insights by honing in on topics like multicloud
architecture, microservices, hybrid infrastructure, DevOps, and Software as @
Service. This book is ideal for anyone who needs to understand the emerging
approaches to cloud computing.
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