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X Ooud Computing For Dummies

Introduction

T

U A Jeicome to Clond GComputing For Dummies, and Edition. The cloud —
"1- I '.'- || public, private, and hybrid — has emerged as the most impertant

oW traneformation in computing in decades. The cloud is changing how
organizations are planning to deliver services to their customaers, suppliers, and
pariness, They're using cloud services 1o Increase the pace of business and to offex
naw and innovative services.

The first edition of this book was writien more than ten years age, and everything
has changed , Therefore, it s important (o understand these changes so that you can
take full advantage of the ways that the cloud can make your business successful.

About This Book

This book is designed provide yoo with an understanding of the underlying tech-
nologies that are defining the now generation of cloud services, This book explains
how you should approach these technalogy changes and how developing a cloud
strategy can lead fo suctois.

We wrote thiz baok to belp you understand the nuances of eloud services and how
they can help you transform your arganization. We think this book will give you
the contrxt bo make informed decislons,

Mo matter your goal in reading this book; we address the foallowing issues to help
you understand the hybrid cloud environment and the impact it cin hate on your
business;

¥ How 1o determine what types of workloads and data shoukd mowe to the
deud based on compliance and security

¥ When its a good ided to use a single public cloud service or you should selec
=eviral

¥ What erithcal standards and approaches enabie porabliity of woskloads
and data

¥ How your |T arganization can become a service provice!' (o the business

Introduction 1



» What cloud management means In s mfticioud ervironment
B What yeu rieed to know about the economics of the coud

- this book 10 help you understand the ruances of cloud] services and how

@0 help you transform your organization. We think the book 1rives vou (he
5 4 Vo
Fentext you need Lo make Informed decisions. I

Foolish Assumptions

Try a5 we migh; .
e had o pick wne o LTUOES 10 all peaple, when it came to writing this book,

Here's wing e |m;'::shl wollld bis maost interested in cloud computing.

B M“III
i ﬁqﬂr-g:-m“mm:umw‘ ¥ tha topic of the coud ghves you an
< & mep r b B
fara ﬁl'lruﬂm You migh try IF your head around it and if you're pressed

. B change the subject,
"h“*%m
8. BUtyou Ive in the 215 wants litthe or nothing to do with technal.
ﬁ:umtm CRMETY, 20 you canll escape it Everyhody's saying,
P21 the hybeid 3

1% 042 et theyrg gy Lﬂﬂd Mmuttichoud, 55 you think you'd beties
» "ﬂ.l‘l'..-”-r

= POrROn whg ey

9w 2 bk of a lot about Bt th

'-'d‘lﬂuiagr ! technolegy. the

Mm%mmghmmﬂmnnﬂ! ta understand the Impact of

' “""""‘“Pﬂ-ﬂ;mmm
m”‘""'"“m'w.
T Rarirabing

“ﬂﬂumi
bE, Weloem,
yo *wﬁlm.ﬁmhhﬂp‘

Icons Used in s Book

Whai's 5 For
facty, ang
FRSUE that poiy iy =iy

Dutimies hooy wi
thout jonyg Pointi
ting out useful tips, interestin
pitfalls? Famillarize yourself with these icons l:

Pwnnmlmmhnhr
. i mm“‘ﬂhmcm.
NG

2 Chowd Compuiing foy Durrmibes

e
A

TICHSFCAL
ST

You may be sorey if this tidbit slips your mind.

With this lcon, we mark particularty uselul poinis to pay attention to.

This material ks for the technically inclined.

Beyond the Book -

In addition to what you're resding right now, this prodict alse comes with a free
acress-amywhere Cheat Sheet that covers key charmscteristics of both public 2nd
private clouds and the role of emerging architectures, To get this Cheat Sheet,
simply go Lo wew . dum=ies . cos and search for "Cloud Computing For Dumimies
Cheat Shwel" in the Search box

Where to Go from Here

We've created an overview of the doud and introduced you to all of its significant
components. We recorionend (hat you read the ot siv chapters o gain some
fontext on what the cloud is about and ses how it changes the way services will be
delivered in the lutere, The next four chapters break down the different types of
clovd models. The following three chapters give you an understanding of elowd
management while the next four chapters give you guidance on developing and
planning your cloud sirategy,

¥oui can read the book from cover to cover, bt I you're not that ldnd of persan,
we've tried to adhere to the For Dummies style of keeping chapters self-
contained, a0 you can go straight to the topics that interest you most. Wherever
you starl, we wish you well

The cloud 15 a big focus for us at Hurwliz & Assoclates. W invite you to visit our
xite and read our blops at https: //hurwl ta_ eom,

Introduction 3
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» Deconstructing cloud concepts

= Discovering resource poolsicloud
' maodels and services

w Evaluating the role of the data center

= Finding out hew the publle cloud fits
and whan the private cloud shines

T T e Chapter 1

fine the doug

L T Understanding the Cloud

Embrars
the business power of the dloud,

Seluct the o5t appropeiate cloud models for vocr z here is no debate about it: The cloud is helping to change every business in
your goats every industry, The key attributes of the cloud — on-demand access to
compute and storage, limitless scaling, and flexible pricing — have allowed
startups to challenge well-established industry stalwarts. Likewise, the cloud has
enabled established businesses to add new capabilities and transform business
process at the speed of change.

The first phase of cloud adoption was mastly about cutting costs and changing
technology spend from a capltal expense to an operating expense. For many years,
cloud vendors were focused on reducing costs for commedity compute and stor-
age. While redunelng eosts ks still a major driver of cloud adaption, companies are
now leveraging cloud services to tansform their businesses. Most companles
have pragmatically adopied a hybrid cloud strategy. They're managing to use
multiple public and private cloud services depending on the business requfe-
ments. IT leaders are maintaining key mission critical applications in their data
conters while taking advantage of innovative Software as a Service (5aa8) applica-
tons and cloud infrastructure services. Increzsingly, vendors are specialising <o
that they con provide differentiated value Lo cuslomers. Some cloud peoviders
offer machine learning sexvices while others are providing govermance cloud se1-
vives. Other vendors are providing a varlety of cloud storage services

In this chapter, we provide an overview of ¢lowsd computing, Including the basics

you n2ed o understand in order to move forward in the world of hybrid and muoj-
thclvud environments.

CHAFTER 1 Unsherstanding the Clowd ?
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Looking at the Ecosystem
of Cloud Computing

It's impartant to understand that an
ecosystem of participants define the mariot.
This ecomystom consists of three categaries of players:

» mm of services: These are the and-users that use cloud services in
m::‘;w business activities They may have linde understanding of
Service resiges ; ] : ;
50510 802 the ol don. or how it is designed: they simply need the capabil-
¥ Provider
Of services: These chuusd providers ofter a variety af functions
P8 from infracirnucune serviens ta agplications and tools.

»»
Designer of serviges: These compunies bulld apglications and toals,

mm.mw
bo work within a specific doud ecosystem ar
3N Mo » packaged clovd apptcation. |

Unlla'standing Cloud Concepts

Soud empyy
Epplicaticng Wisa "method of previding shared computing resoarces, including

s Dl <
Harfarme 4y thlu:;nunm' networking, developmeni, and deployment
!m'mt.l““uh? nEEE processes. Cloud computing makes computing
Providing standardidution and automation.

of services using a consistent approach

that processes m““, SIStent intertaces. Likewise, the Houd general trquires

Au ~ Hieaugh the use of automation, s

EErmat g ina procss

bility, and sacuriey mm'dm on business rules, resource availa -

2 'm-ﬁmt“mm"hwmmppm a self-sesvice
WETViEw Iy g efficiency, antomation can ensure that after 8

W"m‘hﬂdm eeded, jr g retummed to the resource pool. This

e HF with capacity planning and overal] work-

i
gﬂlmhﬁflrmamm {5itg some kinad of cloud service — even if they
or Daecusign any com Mictos
o ol 8 2 conl-hased sevvice A oy ey w
zatlon may also place %Wmmlwclmvmnmm—
EMnrumﬂnumphm:manw

B pPaRT 1 Understanding Clousd Concepts

LR i ]

community cloud lile Linkedin If your company uses Google's Gmall service, it is
using a cloud emall service, Many companies are discovering that having Castomer
Relationship Management (CRM) avaklable as 8 setvice Is a bitter way to sippert
the sales team than the traditional on-premises software options.

You shoald be getting the idea that clovd computing mems that everything —
[rom compute power to computing infrastructese and from applications and husi-
ness processes (o personal collaboration — cin be delivered to you as a service, To
be operational in the real world, the cloud must be implemented with common
standardized pricesses and automation.

Clouds come in different versions, depending on your needs. There are two pri-
mary deployment models of cleid: public and privaje. Most organizations will uss
a commbination of private computing reasuices (data conbers and private clouds)
and pithlic services, where some of the services existing in these environments
interact with each other — which is what we call 4 hybrid coud environment.
In acdition, many organizations use a variety of public cloud services to support
different developer and business units - called a multichond evvironment. Mult-
cloud has grown in popularity becoise developers want access to the platform of
thelr cholce, and businesses want the fexdbility to move between vendors:

The public cloud

The public cloud is a set of hardware, networking, storage, services, applications,
and interfaces owned and operated by a third party for use by other companies o
individuals. ‘These commercial providers create a highly scalable data center ihat
hides the details of the underiying infrastructure from the consumer. Public
clonds are viable because thoy offer many options for compoting, storge, and a
rich set of othier services. With many resources always available, public cloud con-
sumers can quickly select, aptimize, and use those resources that maich the needs
of the applications they will rum in the public clowd. Most public cloud providers
offer a wide variety of APIs and services, such a3 security, speclalized Infrasiruc-
ture to support specific workloads lile Graphic Processer Units (GFEs) for data
sclence, application development pipelines, and oiher technologles (o support
customer necds. All of these clood services are avallable in g0 on-demand manner.

Public clowd vendors are increasingly offering dedicated, non-multi-tenancy
instances within their data center. In these instances, you are 2ssigned your own
machines and storage within the clond vendor's data conter. Although the work-
loads are physically isolated, ar some point, you will share sume networking with
other cloud custormers, Companies that take this dedicated instance approach
iypically have govemance, compliance, or corporate mules that don't allow
multi-tesancy. However, it s important (o conlder the faet that you will not have
the same cost savings of a multi-tenancy approach.

CHAPTER 1 Understanding the CTouws 9




i The private cloud

A private doud is a

H.::m. networking, storage, services, Wlﬂinﬁﬂm
rwmed operated by an organization for the use of itz employ-
3 ﬂ-m.wmﬂpmm:mhmmmwwam

1ot open far public consumption. Thus, 3 private cloud sits behind 3
m“ﬂvﬂm:hndhu;ﬂunmmhnmuwnm. swcu=

-1 Customers. In this way, business nules and processes can be
- = t:"’“‘l"’f‘*mnwdutﬂuemmmmmupmﬁt

\neveasingly, public dinid vendors are

iy ia their clouwd services infe

;"ﬁﬂmmmi‘
Public clowds ran vary — the vendor may

the customer

model of pubiie . may own and maintaln the appliance. This
cloud €3 behind the firewall is quickdy gaining traction.
the scalability, ease of use, cost mede] and famill-
ﬂhﬂmﬂmwmnum

The hybrid and muiticloud model
? 'wﬂﬂihaw

B PART1 Uﬂmmﬂﬂuﬂw

mm*“mmmmmmwmwmmm :

IT services to Atitomation replaces more manual processes of managing

that installod within a customer's on '

behilyad Hrewall -premises data centef
oz e 4 typically contains acress to all of the cloud
| ; these syes 'ﬂl:rdhunuupﬂkmmmmpﬂmmdeh !

Combining multiple public services with private clouds and the data center s the
definition of corperate computing, Not all companies that use some public and some
private cloud services bave a hybed or multl cloud. Rather, a hybrid or multicloud | |
environment is when multiple public andfor private services are used together to
create value. In the following decumstances, a computing envisronment is not a
bybrid or multicloud: J

!
Paw

3 Ifa few developars In a company Use a public doud service to prototype &
. new application that ks completely from the private doud or the
. data center, the company does not have i hybrid emviranment.

1 ] + 5 & a a
+ 3, Ha company ls using a Saa application for a project but there is no move-
ment of dats from that spplication into the compamy's data center, the
. ' emvironment is not hybrid, Zias

» i different dhislans within an enterprise are standardized on different public
doud Infrastructures, but each division only utfizes and manages a single
public doud.

A cloud Is hybrid ar multi in the following simations: ' )
¥ Ifa company uses a public development platform that sends data to a privets

doud or a data epnter-based appBation, tha doud Is hybrd.

% ‘When a company leverages a number of 5235 appiications and moves data
betwien private or dats center resourtes, the doud is hybrid

¥ When abusiness mumaammm It can connect with
erviranments as though they were a single amironment, the doud is ybirid,

3 When a 5385 analytics platform is used and datz from muttiple douds sources
is Inpeend,

% When your organization can move workloads to different publlc clouds based
- o 05T of parformance concems.

Cloud Computing Elements: Resource

Pools/Cloud Models and Services
lhwﬂntwhanau;tmfuﬂut;mﬂmmmu':w
ie undegitand the common elements required to make clouds functional. In this

. section, we give you the basics of what you need to Imow. Figore 1-1 Hlustrates the '
related elements that come together to create clouds. On the bottom of the
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st rhomie )y
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diagrain & & set of resource pools that fesd a set of cloud delivery services, On the'
top of the diagram are the common service elements necded to support these

delivery models.

—

' Eﬁuﬁ}rﬂﬂnmm:e
::;il“"lﬂl Sarvica Managemant and Manktaisg
s Intogeation and Interfaces
Dats !lhnn_lﬂﬁlm

Feundational | S0l Servica Provisioning
Survige Biflirg and Sarvice Muizring

Elemanty  Worklond Mansgamant
%_ _ Buthess Process Managemeni

Infrmetructirg | Plsttorm |
“Bart Apphcobon
‘ Sarvig Lervices

Mesourees that represont infrastructune technol -

services i dihbu:‘m and networking, T resources also include software

FEIVices are alsn availslie hrl:!mmm%" and emall servers, Thase sollware

83 ShAred, muli—(engns ot | ITONENLS, and they are typically constructed
® PUStomers o ylvare cm' Multi-tenancy §s a compitting architecture that

m’j"ﬁﬂlrmm thei MpULnE resatirees in the chowd. Although custimers

v theiz indtividual confignurations and data are kolnted,
Fﬂt m‘mk-! IEY ﬁm m\

dedicated seiver, sintyge ﬁl:h;dm provider. If cach eustomer had thele swn
butsinesy 4 A networking equipment, scaling your cloud

nﬂ'e:mgm Cislomers would be hugely expeasive. In
vender uses cloud services ot 3 very high cost. On the other
tple custome tixing *ﬂ; MUt - tenancy architectre, they can heve muol-
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To make resource pocking work, each pooled element needs (o be written with
service-oriented constructs in mind. Consequently, each resource is written as an
Independint seevice without dependencies and with well-deflined Interfaces. For
more details on cloud services, tum o Chapter 6.

Cloud delivery models

Understanding the foundations of cloud cut_n;;ulhg calls for an understanding of
cloud delivery models. In this section, we focus on the models that represent
computing environments:

¥ Infrastrudure as a Service
¥ Platform as a Service
¥ Software as a Service

Part 2 of this book has a chapter en each of these models, but hepe we cover the
Dasics of the different clowd computing delivery models. These ate Lustrated as
infrastrecture services, platform services, amd seftware services in Figure -1,
vatlor in this chapuer,

Infrastructure as a Service

Infrosttuciure as @ Service (1aas) is the delivery of secvices, Including an aperating
system, storage, networkdng, and various ulility software elements, on 3 request
basis, The easiest way o think of laas s that it provides a virtual server that is
equivalent to a physical server — you have to select an operating sysiem (for
example, Linux, Windows, and so on), and everything “up the stack” 1o the appli-
cations that will run.

Ias has both public and private versions. In the public 1aas, the public cloud
provider creates the infrastrocture and resources thatl consumer can use. The user
simply necds a credit card to soquire these resources. When that wser stops paying,
the resource may disappear. In a private TS service, it ks usually the IT organiza-
tion ot an (ntegratar wha creates an infrastructure and resources that intermal users
and sometimes business partners can uee on demand, Whereas criteria for a public
cloud are based primarily on the ahility %o pay for a service, a private service applics
company policy to a service raquest. Some customees will bring thelr own tools and
saftware to create applications. For more details on IaaS, wum o Chapter 8.

Platform as a Service

Plaiform ax a Service {Paas) is a mechanism for combining Tazs with an absiracted
el of middieware services, software development, and deployment tools that
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::n:';:;:mum to have A condistent way [o create and deploy applicationd)

St ﬂ::- lﬁ:}ﬂmm emvirenment. The easiest way to think about Paas #

place. Do but the uperating system and development tools are already 1

ihmireny WS envirnament iy ready for development, productivity ans!
& greally (ncreassd,

x:;b?hﬁ.lﬁ‘:mnh are anchored to software platforms. For examples
sl m;d Customer Relationship Management (CRM) to bell
N:’F‘“!wh :uuu:m: relationships and interactions with customers b
e -‘Ellluimu has 5 large Paa$ platlonm so that partners wil
St “XPetise can use the Salesforce Paas platform to bulld industry.

fpedilic CRMy specifie Industries, includin o
& 5i
retail elog} . and§ luding pharmacestical sales, edocat

2 well-tested ang well- inteprated ; wa
3 way (o create applications
lnthL";rmm:' A Paas enviconment lirings development and deployment
i "RIE Manageable way to build and deploy applications. A PasS
We service, For maons on Paas, see Chapter jo,

sﬂhmnamz

aftware oy o .
“ﬂﬁhammm 4 business application creared and basted by a parr
Seaple's g Sulte Apps. 1 Some of the most popular 5aa$ applications includ?
Cusiompys 'ﬂﬁﬂllp i i e, Adobe Create Cloud, antl Zendesk
Eact model iy Suz:ppw“;h! SaaS service per user on a monthly or yearly con”
_ ml'ﬂ'lﬂli:nun ﬂ"“”mﬂﬂlﬂpﬂhuﬂlarhﬂnmasahrﬁm
ahirist the undiertybng joies heevices. However, customess do not typleally cat
CONCETTind gl the fan Aructre and Platform services. Instead, customers 80
the spplications. Tq m‘“"“"*h perlormance, and availability, and secutity of

s om 8228, twrn tn Chapter g.

T -
he COmputing Fesources life cycle

Totion af the
- Elaud, beth public and private, is that consumers uti-

e, ...-ﬁ”“'*'{zr“u'::nlhwummtnwmnnhrhlwm“"
the EETuhlly lne Lirme they jse these resources. In that sease,
5 conise 4k Petiods they desire. Contrast that with the phyuical

Cuin
then used for the |jf, Pulers, storage, ang other resoy
o those resoy, Tees ane purchased and

To meel consutner Tieedls,

platforms to mm“:u:: shoud “’h"’:’i;m'm fend o desbgn el compu g

viders don't know CONSumers . 8 i
P e
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they will need, the size of those resources, and how long they will leep thase
resourees, the design must keep many resources available for use at afl times.
Moreover, the cloud provider must track all resource usage down to fractions of a
second so thal consumers can be billed for exsctly what they used on a pay-as-
you-go basls. When consumers finish using resources, the clond platform mast
toturr those resources to the set of svailable redotmcos so that other consumers
citn use them,
’ ]

In some situations, a service provider can't anticipace the needs of a costomer.
Theeelore, it s common for a service provider fu add capacity from a third-party
service provider. Typically, consumers are urtsware that they are dealing with an
additional cloud sersice provider.

Understanding Self-Service Provisioning
and Elasticity

Seli-service provisioning is one of the most important capabilities of cloud
computing. With self-service, clowd consumers can use a websiie in the doud o
select and purchase cloud sorvices, configure them, launch them into the cloud
enviromiment, and start using them within minutes or perhaps even seconds. In
thi traditional data center model, that same corsamer might have to file a rsquest
with IT operations for equipment or soltware, go through approval and payment
processes, and then walt while IT procures the equipment, installs it, and config-
ures it, and finally turns it over to the requesting consamer for use, The data
Lerer procurement prociess can take days, and often weeki.

For exnmple, constder o developer with a new application that requires testing
with & new server, Tha delay In waiting for the server not enly holds up the devel-
upment process, bat delays the tme to market for the application, costing the
business for lost revenue and sometimes risling market share by not being a first
mover. We go into more detail about how clowsd computing helps with software
develapment and operatbons kn Chapter 11,

Clasely related 1o self-senvoe ls the concept of slasticry, n which cloud resnunces
can automatically change their own provisioned size. The basic meaning of clas-
ticlty is that many dloud resources can be selected at a specific size or guantity,
bart when usage of those resntinres starts to appmach the original size, they auto-
mitically increase their own size,

For example, a cloud application that will nmnm::pkﬂnnnnghﬂn
elastic file system to store the pictures. The application can specify a starting size
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of the flling system, but as more pictures are added and the total storage exceed)”
g Ee il
“"mmﬁm&nhﬂkmﬁu auternatically add more stortg® -

% there Ls agale room for storing files. In this
sense, the siorage resource s glas” |
t-Mqummmummum,Hmnmnmm, shrinking W .

w-ﬂmm nﬂ
MSMMMhthWﬂ |
! m-hﬂdﬁﬂhhﬂumm e by

i lm.ﬂ““lltn’hﬂlﬂll.hﬂl |

Establishing a Dynamic Life Cycle

across Worklo

16

ads'and Data

Wk

A cleed |
that nﬁiﬁmwm* It's 2 comblnation of resourees |
envirement that brings together cecr. T-OF P hies. The cloud b 3 rmn::,, |
malkse I

m'h'“ﬂhmw rescurces so that they can work together. T2 )

A workdoad fs an independent
¥ou meed to think about the cload ag o

mmuu.' P -
to think not just about ap § combination of services, It's Important |

brut also about a combination of
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manner requires an organization of workloads
service or collection of code that can be executed. 9
roup of workdoads that are managed &

Management Services

HmthaumuMMMMMﬂli

workioads and resources meets constituent needs (whether they are customer,
employee or partmer) needs. This Is the cse regardless of the clond
and delivery model Some core services are Dlustrated S fhe top of Pigure 1-1,
which appears earlier in this chapter. rs,

’ s
Network monitoring and management is ¢ritical because outages and slowdowns
ean have dramatle Impact on the customer experdence of coud applications.
‘Application and workioad health monitoring can provide warnings of impending
problems and can Inform a support organization so they can provide the best ser-
vice o customers, Securlty and governance are doy services that ensure your
applications and data are protected. Data management in @ hybrid emvironment is
alzo eritlcal since data will be moving among cloud and physical environments,

Finally, since various services will need ro be integrated in 8 hybeid or multiclowed
model, the interfaces between clouds are also importznt. *

The Changing Role of the Data Center

What happens to the data conter when companles begin to mplement hybeid
clouds? First, the data center does it go away. After all, almost all mediom-size
and large companies run their own data center — which s how many companies
aperate their systems of record, including aceounting systems, Inventory reconds,
and line of business spplications, to name a few. Many data centers have grown in
an unplanned manner over many decades. The typical data center supports differ-
ent handwace architectures, operating systems, applications, and hundreds, if not
Mwﬁnnfdﬁmmwnmmmmmuq-haulmmwm
supporting a data center is used for maintenance of existing systems, heating, air
conditioning, Moot space, and labor.

So, it's not surprising thar many companies have taloen the time to streamline their
data centers through technologies, such as server virtsalization. In essence,
virtualization decouples the soltwan: from the hardware. In decoupling, the software
Is put into a virtual machine {much Iike in the cloud) so it"s iselated from the under-
lying operating system. With the use 8 virnsalization, data center mansgement can
more easily and efficiently manage the way applicstions are placed on servers.

However, even though I'T has made the data center more efficlent, doud computing
has made it apparent that more can be done to ransdform compoting. Organiza-
tions are taking 2 hard look at what the centralized data centee is well suited for
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Seeing how the public cloud fits

Some business initlatives are good matches or the public cloud, In the nest
szctiun, we discuss situatlons that are more appropdate for a private cloud,

First, say that your company is a retziler with 2 vibrantsand well-used Saas
portal lor selling products online. The biggest event for the company bs it yeacly
50 percent-off sale, Although their public closd has the dlastic resources to scale
up the portal to handle the Increased demard during the sale, this year they plan
1o expand their sale to Europe and the Far £ast. Esch of those regions has Its own
inventory to fulfill orders locally, but sales and inventory management is handled
by the Saa8 portal. Your company selected its cloud provider partly because they
Tun worldwide elouwd environments. The eloud provider makes it =asy to replicate
applications and data o different regions, o it was simple to set up the Saas
applicstion in Burope and the Far East, ensuring that performance for custismers
in thme regions s as good as in their home marker. Purthenmore, (L was ey Lo
takoe the SaaS application down in those other regions after the sale. Because your
compary can rely an lts publie cloud provider, It docsn't have to buy and Install
additional servers for the sale or bave to remove them afterward, thus ssving time
and money,

Your company has selected two different software applications from service pro-
viders to roplace exisling on-premises applications. Mne application I a customer
relationship management (CRM) that allows the sales force to easily pet access Lo
prospective and current customer ieformation from a clond=based public service.
In addition, your company wses 3 luman resoinces platform a= a
service. The company has implemented ntegration software that allows data ta be
managed among their en-premises data center and the two cloud Saas environ-
menty, forming a bybrid eloud. Both of these Saa8 applications have enabled your
company to avaid purchasing additional hardware and softwane that would requine
IT managemant. 1n addition, becavse the sales team can accesy their data much
faster from any device thoy're using, from a business perspective, the sales team's
pedormance is much mare effective.

Your company s in a new macket where geiting a series of new services opera-
Hamal quickly has the potential to leapfrog the competition, Your company hasn't
been in business very long Because the company can ose a public secvice, it can
make services available before more extablished companies can act. At the same
time, the company can use it on-premises data center in a hybrid cloud configu-
ration to monltor the efféctivensss of services, manage data privately, and com-
bine with other services that aren't visible to customers. All the infermation
collicted (i the on-premises data center ls processed to create analytics that your
CHmpAny sees an opportunity to market and make available in the public clowd,
hﬂhﬂmhlmiﬂ;!l TEVETILE,
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Knowing when the private cloud shines

In some sitations, the

Epplications and dapa, Private eloud is a better cholee than a public cloud, for both

5':'[:“' yout financial services company's products and services are offered in 4
a 10 your business partners. These products are key to 3 company's reven®
Bample, your ey might offer 2 key business service hat |s purcluased BY

¥ations banks around the Bec ; service; &
] 2 Blobe. Because of the worldwide reach of your

the company to establich i1 In 2 public cl r, yout
b o portal ina pu s, However,
k;:]’“" ’h':"::'-‘ cludes sensitive information that musst, by sorme poversmen
v rements, be stored In s physical data center. An architected private ci0%4

that A
sepsitive financial data is ideal for the financial services €00
5:1“},;“” "‘.m“"‘hwm‘ml’ﬂmmﬂa the public clond’s portal with the priva®
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(for example. 44 1 "CVET, aver thime, the ease aof ereating new virtual machin®
Eedl i !'.E:lhi “M"t l'nl-lldﬂ'l:iﬂ'.ﬂ: new lest andm BRVIrOmImED
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'bﬂlﬂi;m“ were heed to get contmm] Ill"lll.ﬂrmjprm_ e applicd”
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% o be m?nh:.:h“ The private cloud allowed them to upgrade thel
& 5l Envistnimeny f, * befare img them in the public cloud, it alza pro-
Private clowd as & testing gy o5 70l 0f Hheir virtual machines. Using the

"MmEZEd risks of filurpy i “:f:‘fﬂ“mnnmu for tha move to the public clond

'P'thlthu-_g[.mh“ loud and streamlined their managemenf
0 pablie ol mt:h was that after their applications were moved from e
eenter thag hid the - (<t With 3 Modern private cloud in their 4312

Migration 1 U puhiic :?ump of 2 hybrid cloud configuration from helf

f Concspts

» Relmaging IT with the cloud

» Transforming your legacy
» Discovering the importance of

multicloud in a flexible computing
madel

» Dpﬁniﬂ:ﬁmrhu;im platform
for modularity

» Rethinking the business of
technology innovation

» El‘tﬁr‘rﬂlr I|Illllr‘tl‘ll'll.ll.'l.lrl

Chapter 2

Embracing the Business
Imperative

T he cloud i the maost disruptive computing revelution of our times; fostering
| dramatic changes in both the technology we live with every day and the way
wie use lechnology (o transform businesy practices, As organizations arm
forced to deal with more innovative competitors, it is imperative that manage-
ment can fmplement change fast. Clood computing has became the engine of
adaptive change,

1f your business hasn't been on top of the technology curve and disTupting your
competitars, your competitors are probably disrupting your business. Changes ane
affecting all businesses very quickly. Tasis have been distupted by Lylt and Uber,
Fhysical retail stores have been disruptad by Amazon and Wavfair. Many of these
upstarts that are challenging industry stalwarts will likely be disrapted by even
more agile stanups or existing companies that can ose their marke! power (o rep-
asition their businessi,
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First, not only does the application itself need (o be moved, but also all the related

dependent applications. In addition, these applications were not efficiently devel-

oped because of the technical constraints of an older computing model, Moving

these applications to the cloed will require a massive amonnt of eompute and

stotage feaotices that will be expensive. Equally problematic s that you gakn no

strategic advantage of having theee out-of -date applications live in the eloud. Th .
oyt can't he vasily modified to meet new business demands.; | .

What is the selution? The applications have o be transformed and modemized,
whiclh means that dependencles are removed from the applications, The applica-
Hon ls redesigned as a set of modular services. When possible, frequenily nsed
servioes are written ‘once and reused. The bottom line is that it Is imperative that
these Jegacy applications are updated and modemized to gain the innovation
benefits of the cloud,

Preparing for the Cloud

While focusing on the technical underpinnings of adopting a cloud strategy is
necessary, you need (o take a step bacl Your journey needs to begin with the cul-
tural changes that you'll have to embrace. While developers and business leaders
may be excited aboul rushing to adapt cloud services {rom their favorite vendor,
the IT erganization may be resistant to change. Many organizatiens begin 1o use
clotd services without o plan. For example, team leaders may want to rush (o
adopt cloud services withont undemtanding the requirements for protecting sen-
sitive data for compliance and secuvily. This is askdng for trouble.

¥ou hsve to make sure that everyone is educated about what the clond e and
can't de. Everyone should understand how the clowd wouald play a pivoral role in
redefining the pace of business. it should be clear to everyone that adopting the
cloud for the busingss is a team sport and reduires that TT and business unils
collaborate. 1t also means that there needs to be a balance between total freedom
to use whalever choud or cloud services that seems uselul and the nesd for man-
agement of computing. The more that everyone understands about responsibility
and poals for the cloud, the more successfil the company will be. Have a well-
established set of guidelines that are agreed upon and well understood.

The adoption of cloud as a strategy and plan calls for new practices, skills, and
roles. Hiow da yoo go about modemizing exlsting applications? Are there Software
as a Service {Saak) applications that live in the cloud that are a hetter fit for the
way business is being conducted today? If a Saas application ks the answer, you
need to determine how anid where it will be used. There may be a need for adding "
new business processes for that Saas application. If encugh departments are all
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As you move forwand with connecting your ecosystem together more tghily,
you'll find an increasing need o manage the myriad data sources your company
and uthers maintain as though they were a single poal of Information. 11's a com-
plex task that requires careful business and architectural planning. When these
application, process, and data services are freed from their traditional constraints,
the business benefits will be compelling

i E
In the previous generation of computing infrastructure, a business would have to
create complex integration soffware Lo enable the ability to link customsrs an
partners into the same set of services. This envirprment could take an enormous
amount of time o architect and design. With the advent of the doud, you can
now create an environment where common APLE and clood services can link an
ecosystem together efficlently without having to build & separste computing
crwviranment. With the advent of agreed -upon cloud ifrstructiice stondards, an
ecasystem can be establish more quickly so that a business can transform bosiness
practices to increase roverie and satlsfactlon,

The Business Imperatives

There was a time when a bustness could design a set of applications and comput-
Ing platform that could stand the test of time. The environment could take years
“to develop and eould be bn place for a decade or mone,

Clearly, the competitive environment has « Wiiged, driven primarily from advances
in cloud services. No longer deet an emerging business kave 1o spend milllons af
dollars on designing software and services from scratch, Now, a new company
with an innovative idea can leverage inexpensive cloud services and build a new
service; test it out with early adopters; and take over an established market, as
shown in F‘Ig‘luzi-—l.'l‘heiﬂwmap.'u{m upstart companies is that they have
o legacy, no installed hase to protect, and can afford to take risks with new busi-
ness models in the hope of up-ending an established and lncrative marlet. Tn that
sense, bringing your IT arganieation up-1o-date is table stalies — something that
Just must be done. The deeper advantage of modernizing TT comes from putting
Innevative concepts Into action before an unimown competitor has a chance to
Ture your customers away.

By establishing a well-defined clowd strategy that is a collaborathon between ey
constifuents across your business, you will be'fna good position to get started. You
can begin the process of streamiining your TT organization by modernizing critical
business applications and maoving key workloads to the cloud. You'll be able to
make well - informed decisions sbout which worklosils should remain on premises
and which services should reside in the cloud. Management as a team will decide
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different suppliers, They don't have the solid reputation of the business that has
been around {or a long time. However, they have something that the established
furniture business doem't have: a wide selection of products that are not back-
ordersd. A customer simply gees onto their commerce site and finds the precise
itemm, purchases It, and waits for two days before It shipped for free.

Maphnﬂmnmmeummﬂmuuw.m,_
npmm;m-mnuu:mﬂmuumwmmm

store where 8 custemer can see products they might Want to bay, work with a

designer, and create a trusting relationship. At the”same time, the fumiture

mymmu:mﬁmmm%mmw

offexings combined with third-party furninire and related lems can be sold

Customers can otder online and then come to the physical store to pick up items

and patentially see them in the store after they'oe ordered. In addition, the store

can begin to collect data about which customers are most Tikily to purchase and

how tastes are changing. Innovative ideas, such as baving local artisans custom * ©
bulld furniture and accessories based on buying patterns, can transform @ tradi-
tional fumiture store into a competitve basiness.

The furniture store has years of hest practires experience that can be applied
to the cloud model. With the cloud, the business can build out Innovtive
services that leaders kmow are important to their customers and can experiment
with new ldeas that are managed In the dosd.

Modern Development and

;;:tm rush tg egtabig) a.lﬂ";’ 4 Deplbyment Stl‘ateglﬂﬁ

How does an established business move to an innovative cloud strategy? How
do applications get developed so that they're innovative and ready to support a
multicloud environment? DevOps — a combination of medern application
development and deployment techniques — are the requirement for building
cloud-based innovation. With DevOps, developers employ an agile development
appruach that assumes an iterative development process, The focus of DevOps and
aglle development bs to focus on cistomer needs and metrics that can predict
success. How do customagrs use the new software? 1s it intuitive? Does it encourage
customers to stay on the site and purchase. additionsl merchandise? Is the
application mpdular and Mexible enough to a5 customers meact o the
environiment? Is it easy to partner with bu that offer complementary
offerings? What is the performante like once the software is deployed across dif-
ferent eloud platforms and within an on premises environment?
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- Transforming the Business Model

Smart businesses aren't afraid to break their business model and evperiment with
v approaches (o satisfying cestomers, In fact, the cloud is also the perfect place
to experiment with new ideas. All the agilliy and Mexbility we discuss in this
chapter can be applied 1o trying new things in the cloud. For example, it's rela- .
tively easy to create a new website that takes a different spproach, like packaging
your product a8 8 senvice 5o that custoimess can begln by selecting one service and
thien adding other options over time. With the flexibitity of cloud services, you can
test these ldeas with a set of willing customets tu see what offerings and
approaches have the best patential for success.

Business models are comprised of a set of characteristics of yopr business that can
b adjusted to ehange how your company does business and how yoor customers
and pariners interact with you. Who are your parttiers today? What castomers are
vou selling to today and can you expand vour reach into mew market segments? s
there a way to affer a subsat of your products so that customers gain an appreci-
ation of your offerings before they have to spend money? Oifering compelling
offeringy that solve customer problems encourages them to iy once they get a
taste of success. Being able to leverage the cloud to both offer and manage cus-
tomer interaction transforms your ability to move quickly to increase your
busmess,

To make such a significant business model change can be hard 1o do, but it is
wioth it if it gives your business o new life, The closd can help you by making it
easy to experiment with your business model via the agility and fexibility, Instead
of changing your butiness completely overnight, you can set up a subsidiary divi-
miom of even stand-alone busines, perhaps with a differont name and brand,
Treat |t as a real business, but limit the member of costomers or services to keep
it less complicated, and see whether you get the traction you need. 1f you do, you
ean grow the new business at your ewn rate, On the other hand, if you den't get
thie traction you need, you can close that experiment and iry andather untll you Ged
something that works for your business.
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Understand the hature of workloads

Define the fmpserative for Application P
Interaces (AP
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Determine workloa poriabifiny,
Manage workloads across clouds,

E’Il-'ﬂln' the mpartance af havg standards.
Inspect doug wrvices,

. = Planning for deployment
= Setting the right policies and business
rules

» Novigating the choices in a hybrid
worid

» Optimizing for workloads
{ » Supporting a dynamic fife cycle

’J Chapter 3

' Architectural
. Considerations for the
' Cloud Environment

| nderstanding all the differont models avaflable for clomd deployments is

important, bt to be successful in the hybrid cloud world, you need to

= umderstand the architectural view. The architectural view Includes hoth

the underlving processes and computing elements combined with best practices

netded to creale a model that om stand the test of time. Start by asking these
quistions:

# Who are the constituents that vall be served by the doud?
3 What funcilons are needed to meet your company's requiremenes?

3 ‘Whats the nature ol the workloads that you need to suppart in the cloud?

¥ What are the range of on-predises services that need to interact with your
doud senvices?
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A cloud wervice providor can be a commercial vendor selling services, or it could be
a private clowd designed far the use of employees and partners: The clopd service
provider has te create an entice environmenl that can easily connect with an eco-

systern of partners.

Putting the Pieces Together

Hiw dio all the f‘l:h'llpl:lhﬂ'l:ll'.] of a choud model fii together from an architoctizal
perspective? The National Institute of Standards and Technology Cloud Reference
Model (wrw, nist . gov/ indox. htmi ), shown in Figoee 3-1, deplcts how the various
clond gervices are melated to support the nesds of businessis. On the left side
Flgure 3-1, the clowd service consumer represents the types of uses of cloud sex-
Vioes. Mo matter what the requirements of the particular constituest, It is critical
o bring together the right type of services that can support. both ntemal and
exiernal usere. Management of these consumery must be able to make sorvices
easily avaflable to support changing business needs. Within this category dre the
applications, middleware, infrastrocture, and services that are built based on
an-premises computing models. In addition, this model depicts the role of the
cloud auditar. This erganization provides the oversight elther by an internal or an
external group that makes sure that the consumer group meets its obligations.
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Cloud Carrier

Cloud service providers (see the center of Figure 3-1) roprosent all the nwdn-h of
eloud services that we discuss in Chapters 8, 9, and 10. A cloud service providet
might be o eommercial company or & corparation that decides to become s owi
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definitions and dependencies. But the issues don't stop with dependency. In a
world where you'se going to leverage services based on differant physical and vir-
tual environments, you need to think about how the entire environment behaves
uniler different cirrumstances. A well-designed hybrid clood environment has to
be built 1o support change. Change can be the addition of another cloud service,
such as 5 Saas application, or a new business pariner and jts =2t of services. In
exmenae, hybrld models have four primary architectural considerations:

W Latancy and parfommance

» Secunty

¥ Govermance

3 Refiabifity In the contet of change :

Wiz discuss each one throughout thiz seetion

Latency: Performance matters

When planning your hybrid model, you need to consider the overall performance
of your platform, which means that you have o monitor and measure your entire
environment. Latency, or slow response ar performance, is a constant concern for
cuslomers. For example, say that a critical issue far your biasiness ks the apeed ot
which customers’ orders are confirmed. 1f you don’t handle this issue efficiently,
Customers won't be happy and may tsove @ snother eupplier, So, you may want
to keep transaction management running within a private cloud or data center
environment. If you were to use 2 public cloud Iransaction management service,
the latency involved in moving data between networks would cause service delays
In addition, seme applications require regular access 1o and manipulation of com-
plex data. Tf this were to happen on regular basks, you may not be able o perform
48 customers expect. In this situation, stick with either your current on -premises
solution or 3 well-architected private cloud environment, O the other hand, yon
may discover that for other applications, such as customer management or human
fesource management workloads, a Saas application provides acceptable latency
to meet the nesds of your constitients,

In addition io the performance of a specific doud service, you need to comsider the
location of a service. A service in a public clowud may be fine for one type of use but
miay liave unacceptable latency when several $ecvices need 1o exchange data very
rapidly. Therefore, part of the hybrid architectie regeires that you understand
what role each service plays and how those services need i interact with each other.

Determining when to use a public versus private service depends on the cntext of
what service is being delivered to the customer. The choices you make will depend
on the sk being executed, Therefor, you need to build flexibility into the way you

CHAPTER 3 Architoctural Condderations for the Cloud Environment 37




38

plan far Iﬂgﬂw i a
coxt-elleciive.

Periorm wel] |

krybrid cloud environment. For example, if you're setting o

pace With three parttiers, a public cloud environment J
Depending on the type ol collaboration, this environment
haied on the type of collaboration bring conduel el

rmum.:_.[ir“m::‘ 51 up a mission-eritieal, high - volume transaction m::;
up hllﬂi'mm'hn- Hc::""‘" st be optimized. 1n conormt, If custormens ane el
verarching prob) nally or if data can e easily distributed, latency will not
A — L Many services have low volumes of data, in which tﬁ“
touttes. Then eni ¥ teach for massive amounts of data from on-premises
FORITES are praciieal for 5 public choud platform mﬁ:mﬂﬁ“j
Alth
ing mﬁﬂﬂ[‘“""“’%ﬂh"l Individual models and services, it's wnnw:;
A 5 K- e “::;.‘? differently. Insiear of assuming that each :.un-'lﬂ':ﬂ’
A composite seryicp. 5.,,' Imagine that you combine a number of services 0 e
bt wery fow, by wmple, say that you have a service where latency m’

service in cgom) l "mr“ Want to take advantage of an inexpensive public comm

0 s it 1|1;1:1111'«'1311 A siecute private clowd and mmun-pmmiu'l""uj
uatlon, st deiemmine which components of the enviranmenl

'““mmt.l:: .‘ﬁm ﬂ”d' services 5o that they match the overall seevice | ¥
able 10’ change 1he hrmmm :":“F“lhﬂnn change, it will be impartant ©

CAN MICROSER
REDUCE LATENR;ES AND CONTAINERS

Ina
: Inprmsch 1 -
Mt wengs SOMPUNING you can tightly couple a 56t of srices that
*Wmmrlw Pianeers in the services based plumm o software
mh‘“ﬁmm e e hard way that locsely coupling for connest:
mt"'h ths Jasse broveds the Sevel of performarics an orgsnizatioft
P ""““"'ﬂ—?mmm;“ B began tightly coupling senvices that nesdet!
m“m‘mﬂﬂﬂnmnmmm. |

B0 AP iy g Sipportag .
st

THIAE Architecs; r.:rf_tu.-u.:ter-unr
dderations

Security: Planning in context

When planning your hybrid environment, al the outset, you need to think ahout
the security requirements for costomers. What type of environment are you pro-
whiling for your customers? Are you coeating an informational resoures that might
be tied 10 a set of product data sheats? However, if you've created 3 orm that
mianages private health data, you must ensure that you've created the level of
protection and privacy your customers demand, (Check Chapter 15 for mome dietadls
about wecurity and governance.) You peed to understand these considerations
befare you begin your design. So, make sure your clood providers can match your
requirements,

Governance: Getting the right balance

Like security, governance requirements will ditermine how you plan and architect
your hybiod clowd environment. Many indosiries have mles of engagement
that are conaidered best practices, If you're part of an industry that's required o
meet sophisticated governance requirements, it's important to select partners
that meet your nesds. You may discover that you can't use a third party for this
part of your environment.

Likewise, many countries have strict guidefines and requirements for how private
data must be handled. In some countries, for pample, an individual's data must
be stored physically within that country. These types of governance requirements
demand that IT organizations plan their pis form with this in mind. This mearm
including process management services that determine where data must be
stored — which means that, in seme counlzhes, dara is stored In a single plysical
data center. In other countrics, dara may be highly distributed across geographies
without vislating rules. Some clowd providers can implement antemated palicies
that ensure that certain services run based on these mles.

Agibn, it's eritieal to validate that your cloud vendors can meet your business
requirements, For example, you must make sure that you can deploy your appli-
cation and data in a specific country or region If nacessary. The bottom line Is that
you have to maich your architectural plan with the governance requirements in
both your company and the industry.

Managing colocation

I the real warld, compromise &s a requirement for making computing perform
well at an affordable price. In a perfect world, cost would never be an issue, but in
wamiplicated enviranments, compromise is a reality, The trick is to be able to man-
age across a hybrid environment that ereates an architecturally balanced approach.
So, when planning your hybrid clowd enwironment, you need to firet select
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however, you must make sure those policy requirements can be applied across
components. For example, if a policy requires that personal data about French
customers iz atored in a physical server in France, this policy must be designed as
a middleware service that controls the movement of data based on nules and con-
ditions, It';nﬂprlrﬂ:ﬂuhrhhpllnﬂitmhmhudﬁiﬁ'hlﬂlﬂ

component of the hybrid environment. Pt :

| Navigating the Choices in a H%rid World

The great thing about 8 hybeid cloud s that the environmeng pllows you to select
the right service for the right task. But, you might ask, how do you select the right

balance of services from an architectural perspective? Think about the collection’ '

of requirements from a business perspective and match that perspective to an
architectural approach.

In genaral, you want the platforms you select to be appropriate for the service
level requirements of the business. 11 a portion of your environment requires real-
time performance and gusmantesd uptime, you'll choose a public service with 2
sophisticated Quallty of Service (QpS) or a completely private service that your

+ -company controls. For services such as customer relationship management, where

avallabllity and manageabllity are the most Important businéss concems, a Saas
envirenment makes business sense. From both an architectural and a business
Pprocess perspective, you must declde which services need to interact with each
other and which ones are, In esssnce, stand-alone services. In the end, you want
to end up with a highly optimized environment that matches the needs of the
customers that you need to support.

Optimizing for Workloads

Belng able to optimize workdoads arross environments is one of the fundamental
architectural principles of hybrid cloud computing. (For more on workload man-
agement, see Chaptef i) Unless workioad optimization and balsncing ave one of
the starting points, satisfying customer requiryments will be difficult. One way to
allow interoperabillty across workloads §s thoough federation. Federation i< a tech-
nique for Bnking together environments at the Interface level. Common
interfaces across different p and private cloud services are needed. Even If
various services aren't federaled, consumers of cloud services must at least have
an wacomplicated way to access data or business services acmss different envi-
ronments and networks,
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» Deconstructing cloud concepts

» Discovering resource pools/cloud
models and services

» Evaluating the role of the data center

» Finding out how the public cloud fits
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Chapter4 -
Managing a Hybrid and
Multicloud Environment

T\ ]l anagement of a hybrid and muiti=tud environment is a complex topic as
i\ J | It spans computing actbeltbes fi on-premizes data conters, private and
4 hybrid clouds, and numerous public cloud environments, In the past,
cotnputing resources were physical and highly siloed. Therefore, managing indi-
vidlual sysiems combined with their workloads made sense.

But times have changed with the advent of cloud computing: In this distriduted
wark, many applications are independent of thelr underlying Infrastructure.
Organizations no longer look at individual computing resources as stand-alone
syitems. Rather the combination of (he data center, private and pubilic cloud, and
Software os a Service (5aa5) applications now define computing, ‘The users of
computing services within your business no longer distingnish between a work-
loa] running in a data center and a service running in a public cloud. Userd simply
want everything to work predictably. In this chapter, we discuss what it means te
manage coimputing bn the era of the hybrid cloud,
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What Are You Managing?

S0, what ate you actually - '
mansging in a multicloud environment? What ar®
W? Not only do you have to msure that a service ks i and rﬂ""
m'ﬂu iﬂlnmhemt}ut you address the diversity of goals, roles, """”ﬁ
ﬂuumwﬂm‘mm be supported and addressed, Take 4 ucphﬂc'l-l_ﬂd ‘
e i SEIVICes you need to manage in this world of hybrid computisi
the capabilities that you'll meed to manage tnto live categoties: |
» mmﬂl‘ﬂhﬂm ..-‘
¥ Bxternal cloud fesLrTe I l
3 intermal cloue FEsDi s b
B Extermnal doud resnurces |

3 Mansging external senices

Managing Saas Applications :
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"mﬂmmm: mir?:lmhnm. However, businesses are beginning to bring o
With seveal ke nrotie s - S8 Applications. T management have to o
In Mmanaging Saas applications.
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For example, to exchange large files, it's not uncof®
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et limits. With the ETOwing ularity @
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Keedless o say, these and other reasons are why a business needs (o have over-
sigght into the use of S2a8 applications. Many corporate IT erganizations have long
hattled with business units for control of computing resources. Often called
shadow [T, buriness units use a varety of 52a5 applications and tolls without the
kmowledge of IT. The cloud has accelerated this process. i3

Smart IT erganizations have leamed bow to collaborate with business umits so
that busingss management can use the ipols that are best sulted for their sk
while pritecting the business from risk. These ocganizations often will st up a
working group consisting of IT leaders and business leaders to set parsmeters for
what ks acceptable. For example, everyone can agree on a set of SaaS applications
that buth meet their day-to-day needs and are fully vetted for security and reli-
abiility. One of the benefits ks that IT ec the procutement organization can negoti-
ate Tor both price and support. .

But a betier solution is for IT to proactively research-and approve a full set of tools
that the company will use and create a Ubrary of easily (lmlable and usable tools
in a convendent place. This salution aflews employess o self-serve only approved
items from the S3a8 application Hbrary. IT should go further still, to encourage
employees to engage with the team when they have a problem that isn't met by
the standard tools, Rather than push back or delay, IT would be more successful

. by offering a bonus for linding unmet neds and then providing o commitment to

solve the problem quickly, (We tallc sbout secvice level agreements in the section
Latef in this chapter.)

Generally, 52a% applications sre mataged by the organizaticns that created them,
=0 IT is probabiy not responsible for managing extomnal Saas applications. How-
ever, IT lun't off the hook. The users of the $aas application have litle nterest in
excuses. Users simply want to know that an application is operational at all times.
When IT operations cxplalns that the SanS vendor is responsible for the manage-
ment of that application, the user is mrely satisfind. They won't male a distine-
don between an application that resides in the data center or a private clowd and
a third-party application managed in a public cload,

For example, a great Saa5 application is hosted in a public doud, such as Amazon
or Google. The public cloud experiences an outage that lasts for several hours.
Once users begin eallisg 1T ta complaln, I'T contacts the Saa% vendor who explaing
that the problem is with the cloud provider The problem, of course, is that the
Eaa8 application user will have no symparhy and will demand action.
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Optimizing Saas Management i

|
Omce 3 business has get the rjdnmwlﬂ):
ol it ground rules for using Saa% wi

s on the best practices of using public Saas applications, #* |
Steps to Improve costs, productivity, and security. i
mﬂmﬂﬂhmmm an enterprise, T andnculﬂ'“”l'

review use of S35 applicadons, Security should examine mu-ll“‘:‘;_
whether any practices are risking loss of the business's int2 'l

mm!.mn:w:tmmg that hackers can exploit Muhm; ;I

: \.71’
A Saas CAUTIONARY TALE i
A bUminess modnmized

Emall with a cloud-based office productvty suite for gesting
..,m'““‘m!ﬂ!mmmmmmmmw‘
- whether o home office of on the road. Their organtation was widely 85
i - . from many divisions of the
b Lted to the Saug

business, regardiess of where they were located. Users
SPFECETlon and became dependent on iis powerfu! features

10 TR 0 2 g L PPEPO7€ for ouliges and have falover solutions resd) |
mwm"'ﬂﬂmﬂmm.ummwum I
nal vendor can provide verdor has a compatible product, or perhaps the orgh |
region that would srovde g~ 1" ® Nlgher prica o affer a fallover to 8 different

ﬁ PART 2 Examining Architectural Considerations

Cloud Access Management (CAM) 1s a form of identity management that s spe-
cifically targeted to cloud service. Using CAM, users can be explicitly given rights
to specific SaaS applications (and not o ethers), and governance specified for
what information they can access. Security can use CAM to formalize which com-
pany personnel can access which $aas applications and the rights they can exer-

clse within Saas applications, For example, HR employess miny: have the dght to |

update all employees’ job performance ratings, while people outside of HR may be
ranted the rights to see only their own information,

IT will be interested in how many employess ard using each SaaS application, and
what they use the application for. As more people use a 5235 application, IT may
be abile touse that information tonegotiate better terms for using the Saas appli-
cation from its vendor. For examiple, if multiple business unjts have purchased the
same SaaS application, your buslness can recelve & more favorable lcensing

agreement if you combine the management and purchasing of the application, '

From ohserving patbemns of application use, IT may also see opportunities for pur-
chasing other tools that can improve the operation of the business. Or, the need to
integrate one S225 application with others may berome apparent.

mdnuamuhhmmmrd% ! Managing External Cloud RE‘SOU“:ES

Businesses use many types of external or piblic cloud resources that reguice man-
agement. Resounces may be virmal machines that developers use, storage for
backups or disaster recenvery, distabases for blg data sctivitlis, and the llst goes on.

Cloud resources are the bullding blocks used create applications. These Infra-
sirncture services are designed as a layer below Sass applications and therefore
are the resporadbility of software developers.

wumkmmmhwmmm
management should be forused Management of cloud services is typically prac-
tced in IT and software development organizations.

Visibility and control of external resources
As with 5aa8 applications, simply grabbing a cloud resource to execute o task i
aften too sy, To be successful, you need 18 have the abllity to apply controls so
that you can gain visfhility intas the closd applications and services,

The biggest management challenges of external clovd resources are dentifying
the most appropriate services to use, verifying their characteristics (performance,
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The importance of self-service

The idea of creating a catalog of approved computing resources Lhat consumers
may sefect from is critical to being able to manage in a consistmt and prodictable
wiay. It's a simple idea, but a very lmporiant one.

Clowd providers malke it as easy as possible for consumers to find and use their
servicod. At the low pay-as-you-go prices of most clond resources, it's a very
compelling bargain. However, the company should Hmir employee choices of
computing resources to approved resatiroes,

The challenge is to make it casier for employees (o e the company’s catalog to
select whai they want mather than go to the cloud themselves. To do so, the com-
pany muat get ahead of the curve 1o understand the requiremenis and needs of
development erganizations. 17 the work of Inoking for, testing, and approving
ressurces can be completed before the needs of the development organization
become critical, then the cataleg can includs what the development organization
needs That proactivity will allow the easiest choice to be the dght choice

Service level agreements (SLAs)

Fvery cloud resource comes with a contractual agroement, known as a service livel
agresment (SLA), that outlines what the provider is delivering, along with the cus-
toimer's responsibllities, The agreement should ouillne characteristics like avall-
ahility, acouracy, response time, throsghput, and security. These imporiant trits
are eritlcal for selecting resources thae will meet the performance requirements of
the services or applications that will ese them

Many public cloud services are quite ciear that the vendor accepts responsibility in
only a Umlted set of sipuations for a problem. For example, if someone in the
organization misconfigures a service and s out of commission, the vendor
accepts respunsibility. 1f the vendor is directly responsible for 3 security breach,
the responsibility 13 clear. However, there are many gray arsas. For example, what
happens if 2 Nlood in the region knocks out service or destroys data? What f thied-
party networking services that link a custemer and the cloud are down? The ven-
dar didn't create the flood ot outage. Therefore, the distuption may not be covered
by the SLA. What does It mean if the problem is the vendor's responsibiling? Wil
the vendor be liable for your lost business whon the service is down, orwill it sim-
ply refuind the money you were charged during the outage? In many cases, end-
user businesses have complex insurance policies to cover these types of technology
ottages that lead to business disruptions,

Performanee claims also constints SLAs, which are formai commitments for per-
formance of the resource in actual use. Tn many cases, cloud vendors baitle each
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Many corporate users being thelr own devices o the workplace or use them when
they're weorldng remotely. The IT organization Is responsible for making sure that
the rlght software and the right best practices are n place to ensare safety and
secuirity. I'M organizations can take steps to avodd these dangerous behaviors,
starting with employee education about the dangers of poor securlty practices.
Many companies implement governance sirategies that explicitly contral which
syutemns pmployees can access and the data they*re qualified to read or modify.
Often, governance is based on the specific job the employee is performing with
role-bmied arcess control (RBAC). ' .

Cmie mare exzmple of a security risk that is paniculaz iy relevant o today's employ -
eih o the ise of soclal media. In previous genesations, Imowledge of company
palicies and information was undersiood 1o be proprietary to the company and
employees helped each other learn and follow safe practices. However, a new gen-
eration has grown up with social media and uses it to share information, answer
quentions, and generally extend the user's community putside the company's
boundaries, Many social media users do understand the riske, but some don®t and
may not recognize the danger in sharing corporate information or business prar.v'
tives outslde the company,

Managing Internal Cloud Resources

Az the dowd becomes ubiguitous 24 a way o deliver services to customers, the
management of thase resources can malke the differemce between success and
Tailure. Derause the business is serving doid resourd=s to its own employecs and
perhips its basiness parmers, i's nid & jublic cloud provider, bat will deliver
cloid resourees via private or lyboid eloads, 1f it's using a hybrdd cloud, the buesi-
neus may well pass public cloud resources to its internal customers, making the
business both a public cloud consumer s well as a private coud provides,

Mot surprisingly, many of the issves regarding U consumption of cloud services
are atlll relevant If your business peovides cloud resources to customers, employ -
ees, anidfor partners. The bipgest difference is that the consumers of public cloud
prroviders are much more diverse than the consumers within a single business, so
it’s narmal for 2 private or hybeid cloud to offer only resources and services that
are specific to that business,

Regariless of the scope of offerings, sswes ke self-service, SLAE, and approved

mﬁﬂ are just as critical, if not more 80, to consumers of private and Trybrid
e i
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Managing a hybrid cloud environment

Businesses are inn‘usinn‘:\r!mm{i regg a combination of puatilic and F'wﬂj
The combination of these resources provides the benefits of scalability, ! #
and performance to thelr internal computing consumers. Nowadays, with i
clouds offering a high degree of secu rity to match |15 broad catalog of “"wj
FEsOuITES, companies who atill wie private or hybrid clouds may have ”:J
stringent requirements than before. As cloud computing matures and ot
£are 1o the buniness strategy, the organtcation will lkely select well veted M
Gations and resources, with more thorough security. In a private or hyb™ =
contert, the approval process will be more important than ever

|
Carefully cutated cloud tesources offered for use |n private ar hybrhl 'ﬁﬁi
periect for self-sorvice, Mot anly will the carefully selecied fesouroes h::]'!'
preapproved by the business with licensing or purchase already comph
e resourTes well b specifically what the company requines 1o epablé el ‘J
exttieal In-house applications. tn a mature el -service hybrid cloud, all

S resaurens and applications will be well architected (o be the bulding
A productive and safe data center,

Understanding the role of internal SLAS

When a com

o
: Pamy Is a private or hybeid cloud provider to lts Internal pons!
3:'::1“?:?:1“'“ define SLAS for the resources and services Fmidﬁd_:ﬂ
hances ihap the opetational requirements for (hose services and Ine o
shjective ta; ﬂﬂ:ﬂ;:m will be pleased with the internal services. SLAS F.;J
Weantime lu'::“ ™ performance and other operational characteristich, ,IIA
Perfermance m? failures, and therefore are important for determining W -:Pd

o problems wih s with applications ace due to probless with the 2

the resources and services that the application uses.
In d
mr‘mfl;nru{md' management of resovrces and seevices s the mpcrrﬂ“”iur;
EEmiation m::'dh,:,;'h" third party who provides the software. A s
SLAS are being met. | nually monitor the software operation to en :
of nnm[mi.m;‘ 0 the private clowl environment, it's usually the respod ot
in moniter the software for deviations [rom SLA commiime

While
ma m:ﬁ:‘:uﬂ Providers have e responailility to watch SLAS, -:Inl:fll'ﬂl:‘f
and l:::l not always respand immediately. On the other P y
Privato cloud has one customer (lsell) and 18 @
rospa h::h:f::l:! g that alt applications, services, and resources are d'j.
SLA= are being p,z' N some organizations, executives will be watching W1
el bevauye problems can affect the mrrlpan].r's bottorn Bt

Tations

e e e

j Managing Internal Services

As more businesses rely on cloud computing, they're creating internal services
that are delbvered to consumers within a compatny via a private or public cloud or
@ hybrid of both. Thiese consumers are Meely to be spread across all divisions of a
company and have differing levels of techinical expertise, They may not be aware
of differences between applications running in private, hybrid, or public doud
contexts. Dut regardicss of where applications are served from, internal consum -
ers of cloud services expect professional applications to be operating with reli-
ability and security and be backed by professional support. This situation s not

very different from applications provided from a precloud dats center or munning
on & desleop worstition,

Support for internal applications may come from IT ox from & call center — bath
matiaged within the company providing the private or hyttrid cloud. 1t's impartant
that the company bandling the support have first-hand acoess to the computing
énvironment so that [t can determine the causes of problems that consumers run
into, or better, see and resalve problems before consumers call with a problem.

Supporting cloud customers

Providing call centers and support for internal consumers of private/hybrid cloud
applications i an essential part of managing a private or hybrid cloud. When cus-
tommors mn into problems with an application, they expect quick belp. Eor Uhdred -
party applications, comprehensive support will wsually come from those thind
partios although internal suppart ahaild b seare ol he comman e consim -
€03 may encounter. But if application: sre developed or maintained in-house by
internal developinent teams or by IT actdng as a development organdzation, then
development has a role to play with support.

Far their part, support mganizathons pride and measure themselves on delivering
quality and tmely support. In fact, support organizations Increasingly see a
reduction of suppert calls as a goal. Redocing the number of calls can be accom-
plished by maldng the software more robust and more Intuitive, but support orga-
nlzatipns have little control over the saftware festures being developed. Hence,

development and suppert need to work closely together to provide world-class
support.

Monitoring internal and external systems

High quality support requlies knowledpe of the systems being supported and thelr
operational status, Customar problems may be due to misunderstandings or lack
of knowledge of how an application works or how to use it to get 2 specific result.
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th these cases, support needs to understand the application in depth so th¢
ilde the customes jn the right disection. 0f course, hopefully the cust »

been trafned 1o use the application, but once the customer calls, WF'F"“
address the fseyeq

Imagine that a cuspe

s calls with a problem regarding a specific featuf®
application. When sy i

Ppact recelves the call, the first step will Hkely be 10

O womer what application they were using and what they were doing.

of call probably happens every day, perhaps all day long, Remember that

e messuted on how quickly they can help customers, so how

e mline this process? One answer is that the application should be 72

Coch user's activities and s2ving the information in a location that is at:l'E’d;n

ﬁl’;ﬂﬂ-m when a customer calls, support can look up the customer *
vitles and quicidy know exactly what they were doing when they E’Iﬂd1

Pert. When the Process i5 lally automated, the phone system can rgi

e

caller,
xthru:fl the isesname, and present tie support stalf with the custom

Rather than asldng the calle ihe
staff can ll'i e r for what application they were using, V’"
o

b “1 see you were using our CRM application 3
x;thm?' B when you Lried 1o loak up a business by its niclkname: 1
e ?iﬁ r:: calling about?™ The time saved on each eall, multiplied bY ,.d'
u:-n;;.-m, a big s s for this support organization, the custamer, #

This =ample fs junt ane of
AmpFaves the mTiHMt of

many that shows how meonltoring -npn““’“:
fove mare

thase applications. The follsing sections 109

Monitoring resources
from the public clogg 0 0

Ina p
! "‘'-""'hlilll:ar:lﬂl'fimm1 CORIEXL, you rely on public elond resources to augment (% ]
mmm:l?riwml m“fmhmdumm'mﬂmf
have a few chul::: ting: with sufficlent performance and meeting SIA¥

| ¥ Setup test soltwars jn
the public doud of the
PEIOUrTes, On the posithve side, to sample performance

omputing by tenting the resoures outside of your

e gaitive ‘mﬂﬁﬂhm vaid your appiication’s performance. On the
u:"h'""" e testing rewnurces that are so indenendent of you'
perlomence. o TE NesUlts ater't applicable to your appheation’s

Architocturg) Considarations

Alsreacn

3 Setup that same test software in the hybrid cloud, The results are more
licely to be ennuistent with what your application is experiandng but the
dowrside i that the testing will have a groater impact on the performance
of your infrastructure because that's whera the testing is operating.

¥ Look to see whether the resources you're testing have a dashboard or
other aperational information availsbie to you. I 50, it may provide the
performance infarmation you're looking for.

R |
¥ Instrument the application running in the hybrie environment ts log
the actual performance of the resources 35 delivered to the application,
If done casetully, it will have litke impact on the appcation’s performance.
This approach, wkich is perhaps the best solutidn, is desicable a5 it will be the
MID4 Accurate way to monior the resources’ behaviar, and the results can ba
mntegrated with all the other Bsues baing monitored by the application.

L ]
Regardless of which path yoa follow, the testing and reporting of resource
performance should be automated (so humans don't have o keep watching), znd
a natiflcation system should be uscd to send serlous fallure information o sup-
port taame.

Monitoring the cloud infrastructure

Public cloud vendors provide information about the operational status of major
subsystems and services within thelr cloud environments. The same type of infor-
mation should be maintained for private and hybrid elouds. Although this infor-
mﬂ“ﬂuhumﬂl:yh@:lwrl, ensuring that basic services are working properly
should be the first thing that suppart paonie look o verlfy.

Menitoring applications and services

Applications can report on the actlons of application users 1o help suppost pes-
sannel provide advice to users who call with tronbles. That same information
aboist what users are doing |s alse very useful foe developers and IT. User experi-
ENce eXperis can look at how users work with the application to see problems in
the user interface, opportunities for streamlining the user's experience, and bugs
in the application. Product managers use the information to verify that features
are being used as intended and to explore how new features can improve the
applicatinn.

Applications routinely generate logs, or records of exactly whar the application has
done. Developers examine logs after applications crash to help figure out wiy the
crash occurred, With the use of log analysis tools, logs can reveal operational pat -
terns that may supgest ways to Improve the applicadon,
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:'-hlLﬂiqﬁlinm €In alwas be imstiomented to provide ather useful in!‘unﬂlﬂ#
wess, inclading Key Performance Indicators (KPis) that, when desi '

erly, can disciose whether applications are meeting the goals they were |
o sl Fve.

f:ml&lr-ghr. artificial intellipenice and machine leaming are being -"FP"""I
perational data to discover the patterns associated whth problitis so ""“I#
I fmance can be quickly assensed for recurring problems or the symds

prodiems that can then be wvaluated by ether tools.

Constructing dashboards

1

*:‘l-“:;hh ::l data and nfotmation comes from a busy clood unvi.mn_'nf“;j

i p::: Wal} can uke that information 1o colve their daily challenge®: ﬂ’
% all that informatian 1o jts raw stale; there ame just loo umn'sftI

Hamesxing this Information into a form that is uzeful requires al least “'"up‘

» M
M software that processes and reduces the data (9 o manageable fort®
A visualirsi e
Speve " technique tha: makes the infarmation easy foe people 1

Tiaaly v
o :;'::::;:ﬂl the best 1ol for presenting operational information o
With diffmeges | 1t fledbility n how dashboards are constreted, diffese™
information to helg peee o CeiEned for different audiences. Suppot )
and informatign i Eers with problecs, developers need to see performat’ !
KP1 inet othas :.:l what Customers are doing, product managers IJ
e e e e

Ih'rlhll'll:

a vitrlety of !.::::: a byl eloyd environment i that an organization Mr'l:#

whestn, mudy ag e alal need to be managed, Some will be straight foovd i
. I:l-lljﬂ.u.q'.g:,lr 10 stone datn that s earely wied bul must be hept. I‘F:_‘l"

the public choud, 1, h,:m: =eloping theic own applications that will ope™

PESOUITEE I8 erjgjea) s ul, wisibility and control over external and I

Examminireg Architectarnl Conuideratinn

e e N

DevOps and deployment to public clouds

Nowadays, best practices for developing software for the clond are based on
Devlips practices. Dewlips combines Development with Operations and enables
enntingous development and deployment of software. (See Chapter 11 for a more
in-depth discussion of DevOps.) DevOps streamlines the management of applica-
tion and service life cycles by eliminating handalfs botween development and
operations and makes the softwane more robust becarse de-u!n"pnrs ATE NOW pay-
Ing more attention to operational lsswes.

Alter an application s deployed to the cloud, DavOps engineers continve to watch
the software while it's mnning. 1f eperational issues come up, the enginecrs
responsible for the software are immediately involved and can either salve prob-
lemis tactically in the cloud or, If necessary, make changes to the application and
redeploy it with fives a8 guickly 2s the code can be changed and tested.

External system monitoring

With applications and services used by customers in other companies, |t's even
imore important that system monitoring gather application and service usage than
it was within a single company. After all, companies have many mote opportuni-
ties to quiz thelr own employers about how well systems work than quizzing
employees of other companies.

Similarly, pushing product and eperational status to extemal customers becomes
more important because the customess will have less awarencss of those ssues
and less loyalty to the software thin liternal customers,

Application and service life cycles

In the public ¢lowd, there is less tolerance for problems, outages, and frustrations.
Applications and services in the public cloed must be as robust as possible. Con-
sidar these issues for making applications and services fit the “always on and
always available™ expectations of the public cloud:

¥ D=vOps's goal for continuous developmentand deployment is to releass new
features as s2an o8 they'ne ready, But while i v once ooy to take the
application down while itwas being uparaded, & 50T acoeptable in the doud.
Applcations and services must be able 1o be upgraded Wwithodt distursing
customas who are using the applicabion,
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= Defining standards
¥ ':;FDIH:.‘F.!;r. and cerver faihires are always bad bul they're privhably worss . o :::?ﬂudsﬂmi#‘ the evolution of
W Choud (i ondy becauss there My b many mare uiers) Designing 0 1

Taiiover capabilities o thas

a lailure causes anfy a momentary pause &
mcre desirable than

having the appleation be completely unavailatile, Of
Perhops worse. cause yner ot loss

uw Categorizing standards

The Future of Multicloud Management

Many dilferent srrvices gl e
cloud fabric. We're oy deployment models are cmerping as part of ¢

tfage whiere it"s becomi ore and more im
b ming more =
s el Standards in a
ter fees fesrinany (o manage a well-run operation.
9-4 &

s e Multicloud World

Services actoss de : mbine
2l the private and third partments. When you co :h“

“party services being deployed amd operated,
e B L
Alating complexity as you scale, you should b-cgiln ::;an-ng some key Q¥

B Whal ws .
idd.ir@_ a8 the senvices being used, and which ones do yOu anticipate /1 s the cloud market matures, standards are becoming more important than
» Whyis ! I'-'__-‘." ewer. Very lew companies are using a single cloud or computing platform
= SErvice being used? Daas it fuilE the business requirement? & Wiomeet all their needs. Therefege it in critical that there are consivtent and
¥ 00 the ge Y85 Drovide the pru_ﬂ:tahle ways to collabarate acrees Computing services. A variety of standards
MNage Py frl are important for cleud computing. in this chapter, we discuss the standands that
are becoming imperative to the wids adoption of cloud computing.

security and governance demanded 0¥

B Lithe daty that "
Erupianl the appiication generates stored in the appropriaie

B & ihe SEnCy of the overal) Enirenment acceptahie o all senvice (Hmﬂ-lmed: what Are Sta nd ardS?

You huve v deg g .

: |mhillr:::: o ¢ issues 25 you begin to put together your '“":::"
SOmPULng, nppicatin, o4 can't think of your services as Separate aft
5 20| ApDroschy g e T 2L YOU Reed 1 put in place an infPC)
thist you can Provide Provides a seamless interface across all of your s&

Consistency and predictability across all of your servi

Stondarids are established common and repeatable practioes that have been agreed
to by a business or group. An apen standard is one that is poblicly and freely avail-
able, anie that has been developed in 2 public context where anyene wha 1z affecied
by the standard can contribute. An open standard assumes that experienced
divelopers will contribute to the wiabllity of the offering. Typically, different
wendors, groups, and end users collabarste to develop standands based on the
broad expertise of & lagge number of stakeholders. Organizations can leverage
thess standards as s comman foundation and build on top of them,

Broad adoption of open standards thoughout an Indestry or othes groups & criti-
cal in onder (o yield the benefirs. Bullding software that complies with stzadards

CHAPTER 5 Standards in a Multitloud Ward 59
55 PART 2 Examining Archite

—tural ¢ Ontderations




Evolution of Standards &

60 PART 2 Examining Architectural Consig

b i B T ol d S

b
]

K,
|
allows systems to work together, reduces mhmmpﬂﬂﬂﬂ#.
¢ diferent implementations of a standard, and gives consumers mnrtdﬂ"‘:j
ensuring compatibility. Without broadly adopted open standards twl;;d,g :
formats, and conventions for Interacting with cloud capabilities, mult |
renments would present many different interfaces for the same services = |
MMMMWﬁu :

|
Mmmmmwu awmdﬁﬂ.m‘#w|
m“'mmﬂmpmmmamwrﬂlmﬂ"' i |
wlﬂkﬁmm.ﬂh]mﬂndtpmppﬂtihtmﬂﬂlﬂ ‘Jl
mﬁm'ﬂlrﬂn:ruum-mmmmﬂan!ng‘:
m;'ﬂlﬁnﬂl without open source standards. Standacds also helP
secur prevent 2 g
w mm?mmmmwmwﬁ ;

W

i
harve generally been established in four ways: I

- WWTWNMsWWWW
mmmmwmwvmm '
M“"mmmmumuwm“ |
St Instead of technical experts. The International Organizaon 8¢
mm:m"“%ﬁulhdhwrhddmmw |

q%“ﬂﬁﬁhﬁdﬂﬂﬂﬂdmﬂanﬂjﬂﬂmw' 1

. ouvaring many subject aress, and new stndards are developed every yeI"
hm“thWHuwmmwwﬁt
members Sandards fer o specific industry requirement. Even though |
mmmmmmmmwrmm 4
Tonal bodies Broups are often mare streamiined and aghe than Intem®
ABache Grosg g 1 Glntctly éngage technical experts in the process- T
ﬁmWMMMMMUMNW A

» Anads of industry consartiums, i
Mm:m Ad hot groups are salf-organized and governed. Thise i

Il‘lnuh“;‘ 'd open-source inldathves, They can Halﬂ.hﬂ' |
Ty be migre thalr matters through an Intermet message board, of ¢
mmmhpﬂlp&hﬂﬂwm

5 technctogy movee e ¢ therefore able o quickly adapt and cha"®! |

T

¥ De lacto standards: A de fucte stondard emerges when an approach or product
5 used so extenshely used that it becomes a standard. The Imparant distindtion
is that a de facto stendsed |8 not created by a speciiic body or arganization, but
instead develops through practice. Often, da fado siandards emerge when
Industry bt pracices conerpe.

According to the National Instimute of Standards and Technology (NIST), standards

can be categorized based on thelr level of maturity: | L

» MNong
¥ Under development
¥ Approved
¥ Areference
% Market accepted (in widespread use)
¥ Retired
Some standards organizations require at least two implementations of 2 standard

before It can be accepted, which, needless to say, talies tme and accounts for why
de facto standards often become standards.

On the other hand, multipls implementations is how customers get the benefit of

« chalce. In new technology environments, the philesophy ks aften to Innovate now

and standardize later. In fast-paced IT environments, developers may implement
nonstandard features to get 2 job done quickly. They leave the problems of imple-
menting standard compenents for anoth-¢ &y or let somebody else deal with them.

Categories of Cloud-Related Standards

Most standards continue to evolve over tme. Given the relative youth of the cloud,
it's not surprising that cloud standands are still in the process of being developed
and implemented. For example, Kubernetes, which has grown intoa well-accepted
standard for container erchestration, did not exist a fow years ago.

Fallowing the development of these standands can be frustrating to vendor and
consumers who sre anxious to develop new saftware. Sometimes 2 software plat-
form bs created by a single vendor that proyiges that software freely to the Indus-
try. In seme situstions, 2 with 2 product that can't gain acceptance in the
market will give sway Iis t In hopes of galning traction.

CHAPTER & Standards in a Multicloud Werld 61
e _. .




62 PART2

SDOs VERSUS SSOs

mﬂmmmhgm. aned rrvobees o puimber of ofganiEEions
s bodies. Stanelardts Daveloping Organizations (SDO%) and Standards Setng

mmm“ﬂhﬂ'ﬁ!ﬂmmw haow they create a mandard. ASEHE
name Implies, an 500 Commes logwitees (o sctually create and develop & stardard

mww‘%dl\niﬂﬂtﬂﬁ.mm external body to develop ||-|¢1.-rd'|"“ ]
Spedifications and then Bubsagquently sdupts thote specfications as a tandad.

5

::::hm PRI S lies inMusntial they can actually b quits mtﬂ'-ﬁi““
g ; l‘-'ﬂ: 5. The World Wide Web Corsortium (W3CL, for exampl, has "“d.l_,"
and L, M"*‘_“w-nm standards for the wob. These indude HTME 5
Which have recenved broad werkdwide adoption. |

Far a standard po mi?!mﬂd_ it needs o be

»
E'B-:'dﬁ' recognized and adopted twy venders

» H-!'D-hmgr atopted ang demarded by commumers
¥ Open SOk

1 these eriteyd ] E
docimeny, SEN'tmet, a “standard” is far from standard and is l!I"s‘"""IJ

REMH‘I. iy
choice

Inspseane |"'|.¢[nh||-|5 cloud standards i impartant berause !-l.-lﬂd'ﬂm
oped in many » reduce cost, and improve suality, While standards are belf™ g
inchig (he fﬂm dreas, aroas where standards are being broadly

B It oty
b Partabiiy

“'—'-en:r:y

Interoperability

Iy

5’3‘::{:::“”& 15 the ability for independent systems to work rogethe? ,f:'

ability ta " Onc of the most Impartant anpects of Inieroperabllity g

cenmer. Walyg j . i T to exchange data in a multiclond or on-pre

public clouds gy, ° ot MEPendent cloud deployments worldng together. *
| diffetent vendors or interoperability between a privat®

= T Contjders

ratloms

and an external publlc cloud. This goal is most easily achieved when one vendor
affers cloud prodocts for different contexts: public, private, and hybrid clowds.

Interoperability is especially impostant n o multicloud environment because the
goal of being zhle to eastly move workloads ameng multiple clouds requites Some
means of achieving interoperability; withaut it, the separate clouds will require
much more effort to support your goals

To reach the goal of interoperability, standandized inierfaces are nmequired. For’
example, typically, cloud providers will develop an Application Programming
Interface (APT) that describes how your resources communicate with their reources.

APIs ate important, but problems can arise. 1f every clowd provider develops a dif -
ferent APT, you run into the problem of AP proliferation, a situation where thege
are w0 many APis that organlzations have difficolty managing and using them all.
Having proprietary A¥Is leads to vendor lock-in, which melns that once you start
using # particalar vendor, you're committed to it AlL of these situations cun alsg
lead to portability issues.

(e of the most important emerging standards for cloud interoperability and orches—
tratiom Is Kubemstes. Kuberneres provides an open-source container orchisstration
platform that can automate the tasks of creating modern applications. Applications
can ejther be encapsulaed, as they exist inday, or rewritten a5 a series of native
microservices, Kubemietes has emenged as an important open-souroe standacd that
is being widely adopted. For more details zhout Knbernotes, see Chapler 6.

Severn| emerging open-source standards are critical for interoperability that are
related to Kabernetes. These standards b lude

¥ Istlo, a service mesh that is desizned to enable services (o-connect 1o each
ather in a secure and controliad manner

¥ Calico, ancther open-sournce standard that =lows networking and nelwork
policy within a Kubemeles chester across clouds

¥ Helm, an open-source plstform, & package manager for Kubernates that
enables developers to package, confipure, and deploy applications and
seraces onto o Kubermaties duste:

The beneflt of the comblnation of Kubernetes with services such as Istlo, Calico,
and Helm is that it permits developers Lo wrlte services once and deploy them on
any cloud With a Kubernetes and microservices approach, developers can push
code out tn any deployment model without dianghg the entire app. This capabil-
ity allows an Increased ability: to respond o customer feedback, competition, and
potential security lssues, With Eubernetes in place, the same Infrastructure can
exist on any public cloud or private ceud without any change,
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, esources are otharwise

R

Knative is a pure Kubemetes unbversal resorce model that provides
APL-based wrapper service for legacy worlkdoads. Knative can work \':l::’.;
of models, including Cloud Foundry, Openshift, and servertess frams

¥ Apache OpenWhisk and Fiasion, which are both built on top of KubefP<8

atla In order 1o support serveriess event driven functions.

Anolher player in the interoperabllity space is the Open Services ot "’:
Collaboration (05LC), The 0SLC is wotldng on the speciflications for lin ﬂ‘
be used to federate Information and capabilities across cloud services 3 1

HIST his alsn cataloged existing standarde. According to NIST, many F‘l’b“[
i

sandards can contribute 1o interoperability ammong cloud consumef &
and among clod 5

. ervices themselves. The fallowing two interoperabii®

Td5 were developed and accepted specilically for the cloud:

¥ Open Cloud Computing Interface (OCCH: Aset of standards deveioped .
the Open Grid Forum, OCCHs a pratocel and AP for all kinds of manag®
Fasks and Liiises the REST (Representational State Transter) approach 10

FiRracion. it began its (i &5 & managemvent API for laaS sorvices, it now
Supporis FaaS and Saas depd Py

The Cloud Data Management Interface ([COMI): Developed by the o)
Metwarking indistry Assaciation (SNIAL it dafines the functional Interfac®
Spplications should Use to create, retrieve, update, and selpte data el

from the doud, it wlse utiilees 2 REST ful approsch.

Portahil'rty

Fortability enahlee you

ﬂnl
to take g
vendor's system and de applications, data, or instances |1i

Ploy it on ansthes vendor's implemantation. For
:“ﬂ:':h"!-’ want to mow your datg or application from one clowd mﬂrﬂﬁ‘ﬂs
e o1, O yow may want 1o use l3a% services to ain additional cmllrl'“" I.d
a “ll.'iﬂ-]' of |||tlh“r cloud l‘lt.lrlﬂ‘ I“'dk demand times oF when 0=
tied up, An example is when you need exira €7 g
« B you share the Losd weith mn‘?:;lﬂnﬂd providers o
® ¥our virtual server from one environment to another-
3 ! ¢
:':hhw.:mm Nﬂambﬂuy I5 to allow your componenis {such as an wﬂﬂ'hu:;l!‘
would have requireg oy TP Contexts without modification. At one U0
stervices 1o equired each context 1o provide the same APIs and a set of ™ 4
ol HeCute Comsistently, However, new approaches allew IJ"F
conteds regarndless of the platform, operating system, location, L Ef.
or anything else in 5 pProvider's environment — much as how the Java pl-'ﬂn!f

Iii m:.amtmx ¢4 portability by providing a common aperating envif®

et prak demandy
Ay want to mumr

ARG ATThiteetiural Considorations

LRLEREE] 1]

Portability of worldoads from one clood (o anodher is a ley requirement for matere
byt computing envirenments. it is only throagh standacds that portabitity will
happen.

In addition to Kubernetes, a number of important standands are key. For example,
the Open Virtwalization Format (OVF) developed by the Distributod Management
Task Foroe (DMTF ) focuses on portability and interoperabifity for vinual machines.

tm the data side, if the data is being moved from one application 1o a different
application, then standand formats and protocols are needed for data to be moved
between one environment and another, Most experts believe that this kind of data
portabiility |s more difficult than application portability because there are different
kinds of data, with different velumes, and that sltimately the control af that data
bolongs to the data’s pwner.

The COMI standard has been approved o help in data portabilicy. Another stan-
dard currently under development by the IEEE is IEEE P2301, Draft Guide for Elntnl_
Purtability and Intetoperability Profiles (CPIP).

Security

Cloud gecurity i such a big concern that we devote Chapler 15 to it You need to
inale sure that the right controls, procedures, and technology are in place to protect
your corporate asiets, Your arganization has imested o great deal intemally to pro-
tect your assets, and it's reasonable to assume that your cood provider will do the
same. A soind sweurity strategy b eapeclally (rue [n a hybdd environment where
your private cload or data center bas touchpaints with public cloud services.

Cloud security standardi ate o set of processes, policies, and best practices that
ensute the proper controls are placed over an environment o prevent application,
information, identity, and access Issues (o name a few),

Numerous standards have already been approved and are currenthy used widely in
the area of securdty, incleding standards for the following:

¥ Authentication and authorization: Severa! standards are i use to verify the
identity aof & person or computer, ncliding standands associsted with the
foll owing keys:

* IETF RFC 3820 5509 Public Key Wnfrastruchure (PRI Provy Cenificate Profile

¢ METF RFCS2B0: Internet X 500 Public Key infrastructure Certificats and
Certificate Revocaton List (CRL) Profie -
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" TU-TX508 | IS00EC 2554.8 — The Directory: Pubiiic Ky and aoribut®
cerificate frameworke: bilprmaton technology — open Systems
ErTOn e Clon

See Chagiter 15 for more on keys and encryption
i ity monitering and incident response: Some standards have W:‘ E
Spgroved 1o handie security monitanng and Incdent response, including
DESE practices developed by NIST in the NIST 5P 800-61Rev. 2 Computer
Security ncldent Handling Guids.

% Confidentiality, integrity, and availability of data: We adidress 4ot usl
fmore fully In Chapter 14. However, & number of standards that have bee?
Thee markiet for some time deal with encryption of data, keys, and dat
Weniport These standirds inchude the Key Management interoperab®ly |
Protocl (KMIF), developed by OASIS, and FIPS 186-3 Digital Signature
Standard (5T, develaped by HIST

3 Security policy management: These standards sit farth best practios -
procedures for implementing policies around security. FIPS 200 Minimu™
==0Urity Requiremeants for Federal information and information Systems
teveloped by NIST &5 an example of this kind of standard

E:“T:!nlﬂh‘lﬂ list of these standards and gaps in security sandards, ""‘::;"
o et 8 COpy of the NIST Cloiid Camputing Standards Rosdsmap at ! f
UL U il stouts fSper s 2l Fubl icat i ons /N 15T 5P, S00-2917

Organizations By

ding M
around Standards g Momentum

informal groups dre addressing standards I#’.‘
me of these arganizations have beon around 67

Several organirations ung
tha. choud H‘I".I'h'{:h:n!m_ S0
others am relatively pew,
Finfe i
immﬁr :ni:r Handards bodies aren’t necessarily looking o @ |
standards, such ag 1 they're losking 10 leverage existing best prac

* HIEh a8 thoso used in implementing the web.

Cloud Security Alliance j

We mbl 2 bok sty the Clgug o
m"" Allia TSA el ouds rity

Chapter 15. The cxa forrived In late 3005 w:: E'Jnul: :‘::"FJ;:“:: Empﬂ‘.ﬁ

ﬁ. P > Exarrin .,.,-Lf"'in‘.r--rjurs.lL'-.;ruhln'-;-:ln.-.-.

users' minds Its founding members include Dell, PO, QualSys, Ascaler, and the
Information Systems Andit and Control Association (ISACA). The C3A's goal is to

jrromote best practices to provide security assurance In clovd computing and to
provide education

CSA fitself isn't a formal standards body. However, its objectives include promot-
ing understanding between wsers and providers of cloud computing regarding
security requirements and researching best practices for cloud sgcurity,

The CSA offers training in three areas;

¥ Gowrrance, Risk Management, and Compilance (GRC)
¥ Payment Card industry Dats Security Standard (PC1 DSS) controls in the doud
¥ Cleud Computing Security Knowledpe (CCSK)

The CSA also provides a certificate in CCSK via a 50-question timed online test.
Acrording to the CSA, the CCSK is meant to augment, not replace, cestifications in
information security, audit, and governance, In 2013, the CSA miled out its Seca-
lty, Trust 4 Assurance Registry (STAR), 2 free, publicly accessible registry that
docurnents the securlty controls provided by cloud venders. The regiatry is a form
of self-regulation by cloud providers and is meant (o help ensure that CSA best
practices become de facto standacds,

* Recent reports produced by the CSA Include version 3 of its Security Guldance for
cparts p by

Critical Areas of Focus in Clowd Computing (htips: //cloudsecurityall lance
of g/ ranearch/secur | ty-guidances), whi=h we talk mone about in Chapter 15,

Distributed Management
Task Force (DMTF)

The DMTE (www.dmtf.org) has been arcund for neatly 30 years and may best be
linown for is common information madel, which Is a common view of IT equipment.

Its goal is to bring the IT industry together to collaborate an systems management
standards

The OTMF formed the Cloud Management Inidative to advance standards and
technalogies acruss she various DMTE working groups, including the Clowd
Management Working Group (CMWG), the Cloed Anditing Data Federation
Working Group (CADF), the Softwan: Entitlerpent Working Growp (SEWG), and the
Open Vinualization Wocking Group (OVFL

CHAFTER 5 Standards in s Multlchaud Werld ﬁ?
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National Institute of Standards
and Technology (NIST)

, NI (www.ni 5t gov) has been in existence since 1901. [1's a nonregulatory
(Bemcy that 1s part of the U.S. Department of Commerce. Its goal is to P07
lmﬂuﬂuumul.mmnmm;mdﬂdl.m i
sclence, and . NIST has its hands in all kinds of standards, fro™”

related standands for your mattress to the auto emissions your car must (3607
en the road.

h,,.r_n. F N .l
PR S e -

-

mnmmmm nduunhrlﬂ':j-
group to help federal age !
ey hg. However, its reach has gone much further than the federal 8%
mm“ﬂll.hmmmuduﬁmmputingmmﬂl are widel
mﬂM{mhmhmﬂmpnﬂm B00-545)

LR

NIST completed Its Cloud Computing Standards Roadmap Versicn ’;
special =251, _nist. Snls
SpectalPiblseaty 520-291, July 2013, hetps : / /ol pubs . nist. gov i

ﬁmhdmdmpudn;mdldwlh“&'[#
puting. In ﬁ:rlngl:-.llw'“'{-ﬂ

Contsing etganizations, Including U.S. industry. The o
o an Inventory of standards that currently exist to suppart cloud o0 < ]
?ﬂﬂh reas- of security, interoperability, and portabllity, It 2lso |
“mhmumﬁhthmem:mﬂﬂ* |

_ i
Cloud Standards Customer Council (cscel.;

" mmtmhhu ) ﬂﬁ.

Internationg) : Giroup; wew .omg. formed in 1989 :

wide rnge ﬂm “Wt?ﬁf;&ml;mmauﬂﬁ’ i
working o

4 Customers. One po mﬂxmmlmeﬁmpm "']]

Costomer Councg thin the OMG ts callied the Cloud |
'The 'Cace |
and othe; m{"'m‘;’“""“!hrﬂ -org) provides modeling standards fof n:ﬂ"j”

panies ane has brought together many of the most influent
h?:ﬂ:"““"'ﬂ- IBM, Computer Assoclates, Kaavo, Saftware AD: 4,
Imd%mmipﬂun The goal of the C5CC ls to

Prioritize they have with traditlonal 1T envico
Ei‘;%“ by ¥ lssues in reference architecture,
s , and bybrid clouds.

OPEN COMMONS CONSORTIUM (0OCC)

Tha OCC fwww . oco-data. org), previcusly the Open Cloud Consortham, was formed n
2008, One of iis goals ks to suppart the development of standards for doud computing
ﬂkmhhwmymmmmnmdum

The OCC has a number of working groups. One In parii heals with siandards —
5.3 reference bechmark and standard for deaing with dta intensive
ﬂmilh-nthmm

LR

muu;nummmuum most of the standagds bodies listed

In the fallowing sections to bring the end-ussr perspective more fully into the
standards discussion,

The Open Group

Thie Open Group (ht o / fwww. opungroup. org/ ) ks a global consartium with more
than 400 member organizations that focuses on achieving business abjectives
through standards. ses goal Is to lead the development of vendor-neutral IT stan-
dards and certifications.

In the cloud, the Open Group Clond Work Graup is looking to create 2 common
Understanding among varfous groups about ensuring safe and secure architec-
fures. The group is working with organizations such as the Cloud Security Alliance
to male this happen.

Storage Networking Industry
Association (SNIA)

The SNIA (www,snia.org) has forused for more than 20 years on developing
Storage solution specifications and technologies, global standards, and storage
education. This o *s mission Is to "lead the storage industry worldwide
In developlng and pmﬁnﬂng vendor-neutral - architectures, standards, and
educatinnal services that Facilitate the efficent. management, movement, and
security of Infermation. ™ - .

. .
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mwhmr«mmmmmnmﬂ.aﬂ‘;
an wse this functional interface “to create, retrieve, update and j
e mes from the Cloud.” Clearty, this standard s impectant for hydsds

ments that deal with data between on-premises and pul’* ,f1
deployments. |

i
:
Vertical groups ﬂ

:m 1o the preceding standards groups and discussion ‘J}
m—mmwﬂ:ﬂn!mbﬂ:!mmapamaﬂn #1]
as technology and retall — are also beginning to look at cloud standards- F*
- ' ‘i

meandmmmwppmmpmmﬂg
Suppliers. and systems integrators. it has provided a standardized oper it
1 “ﬂlmmmnnummm.mmmmﬁmﬁdwmmﬁ r‘.;‘:
| ““‘“‘""ﬁmwmanﬁmsmwumﬂ‘t}
l on leveraging these standards into the doud marketplace. To keam mors i
ﬂmmmnm__ﬁm.m

d:'|
» Assoclation for Retall Technology Standards (ARTSE mpmurmhl'ﬁ]
i an open emdronment where retaliars and technology vendo® ™ 1
mwah““m"mmm retall technology standards. To resd
|' more ARTS, you cin vislt https: //nr f, con/.

— s ——

*

The impact of Standards on the Multicl

importan ot develaped by 5D0s or through the de facto method

warld, many l“m""t Ud computing and in & multicloud model. In &
'MM are between those that exist ab your cloud th-ﬂ‘i
ity is a rigk data, servers, and £o on. This state of affairs means .’

L’FﬂmﬂlmthmﬂmmhﬂHummh’flﬁii
cloud proy ¥OU can get bogged down and limlt your options
of Mwlmmdﬂmfmu:

\

ar applications fram one cloud pmﬂlﬂf;m
ick ndards across douds, you donTt have to rewrit®

::;1 Gation "‘“‘W*mhmunﬂﬁ-uwmmﬂ":,‘
i 0 Your own premises and part with 3 doud provide”:

70 PART2 Examining Architectural Considerations

tapabiiity is Important because it enabies your organization to be more
fMexible about where your resources may be focated,

B Prevent vendor lock-in, Lock-in ocours when you're 3o entrenched with a
particular prowider and Iis interfaces that maoving to another provider s o
costly, Removing barriers o lockdn Increases your cholces.

» Integrate applications more easlly between your en-premizes data
center and private and public cdoud envirenments. Face It Integrating
YOour assets across multiple ervironmenis can by fime-consuming and costly
If every doud provider has a proprietary maodel, SEndards help to make
Integration casler and eliminate many common :

T
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» Moving from monolithic to madular

» Defining and understanding
microserdces

» Making sense of containers

s Realizing the critical nepd for cloud
native services

» Discovering why APIs are growing in
Importance

| Chapter 6

A Closer Look at Cloud
Services

m clond computing
t they can be finked
generation of agile
b el -

ne of the most important benefits businesses galn (o
| ks the ability to modulagize application services so tha
Iogether to create a cohesive envimonment. The new
application development and deployment means software services can
oped and deployed virtually anywhere,

In rhh_ chaptet, we discuss what it means to tTansfom your computing envirnn—
ment inlo independent services that are supported by contalners and container
archestration. The techniques needed to create these pew SErvices are fiaecif
new peneration of software develspment and deployment — Platform as a Service
{Paas). (For more detafls on Paas, refer to Chaptet 10 ) The combination of
microservices, cantainers, contaings management, and PaaS provides the agtlity
and Mexibility to o clowd computing lnto a platform for the futune.

CHAPTER 6 A Closer |




The Importance of Modularity

Pistuverin
in the Cloud

Th

PART F,

i
To gain the benefit of cloud computing, you must understand ihe o™
madularity. Typical users of computing services do not CaIe where 3 :‘l‘“
rumning — they only care about availabflity and performinee of that sef g
requirement & changing everything from development of softwart 19 hdﬁi ¢
software services are deployed and managed. Therelore, code needs Lo be F
as Nghtweight code without dependencies. Each servioe Gab b dhevelol o
deplayed by small independent teams. This Mexibility provides greater bt
terms of perforfance, cost and scalability. This upproach ol bullding * -:y
packaging them together and mamaging them consistently and ¥
dernunds & new approach to soltware development and deployment

7
Pundamentally, services encapsulate business functions necded bY :ult‘-'*"';,lf
provide thote functions fn an easily accessible way. In fact, software s ¥
have been creating rervives as long az programs have used subroutings. .5!'
el for *u?l:ﬂhﬂ @ CI:I!:LI;“LHH‘ service. In othier wfﬂ‘il snme tﬂﬂl—"s ﬂ[ s:l#
Bave been aroimd for a very long time. However, the practic? of designits

i
M‘J_m&hl.l!d and services are more important than ever, 11&"".‘”1:."]'!.‘ i
envirEnment,

The movement toward a secvice arlentation mindset s still selevant for oﬂ-‘."’::
tons who want to build robust and flexble systems, achieve qu_lﬂ‘wg
“I"'""‘Mi and enhanee workload portability. This containerization 1 i of
the means of deploying workloads into Paas (Platform as a service) cio¥

rmw.rlentt whete an application's only connection 1o the enviranment i 1“;
sevices. Application containerizatinn has brought about new managemet! o
wotks that shiuplify and streamline serviee and other workloads. This el
mate sophistcated approach to manaping Alls (Apphicatian Pﬂll'».'mmllll-nl'- v

ia0es ) as 2 fundameninl means defining vervices and providing accss 102
Loms and other upers of servioes,

g Why Services Matter

\ ¢
ting services supporied cation Programming 17!
R pported by Application .
Lﬁu‘uﬁ o around for decades. tn the early days of software uwﬂﬂﬁ
Toduy km: Taties provided a shortcut for developers (o execule 2 mh:,M
oo mwm have been relmaged so that they'se the actual purileling Iﬁ'pl
applicatis G many instances, today's development 1eams A ;Es::’nr
A0S fro puebuilt services rather than coding applications fom

“‘t Hﬂ ol CIEy l"'*
d

TECHMECAR
BTUE

The ariginal concept that developed in the early 20008 Was thia Service ﬂrit‘fllﬂf
Architecture (SOA), The concept was correct. Rather than build monolithic applicy-
tions fall of dependencies, SOA was intendad to create gmaller modular services
that could be reused. The SOA concept preceded the wide adoption of cloud ser-
wioes. Therefore, SOA was intended as o way o make on-premises applications
development and deployment more sgile.

Once cloud services began to explode, it brcame clear that this new ritsrrﬁ:utfzil
model of computing required an even more comprehensive and sophisticated wiy
of developing, deploying, and managing services. These secvices had to be ahle to

watk independently of each othet but be able to be integrated together 10 cresfe
vailiie,

These services alsa had to be designed to eperate on-<dilferant public and private
clouds, which meant that there needed 1o be standardization.

Another ley requirement is to be able to creale application services fhar e
'il."i'lglmd and sichitected for the t]ﬂllli — whal 5 cnlnl“ﬂﬂi:f called clpud HﬂLle'.
The idey of cloud native is that these services talee advantage of the Iil'l‘d.l‘!l“mg
distributed nature of the cloud to improve agitity, fiexibility, i el

IE"Iiilainirlg Microservices

Wy g

A& cloud environment roquires that you inink d!.{[l‘:l‘mli' about what an :.IJF'PIIJL':;:::
i and how it oporates in this highly distributed envirenment o _Er;t'd in
applications are designed to be medular, distributed, deployed, and mans

an automated way, These characteristics require techmologies e

what was typical for the development of traditional software.

It is common to think that you can siply take an existing mmu].lthh‘ ﬂl‘PllmI'%m‘l
and skmply move it to the clowd. While it is physically e ?::fhﬂ:g'fmhi
application into a cloud, you gain no advantage in terms s which is why
most practical way to gain value from the cloud h_l 1o think modalar, wiil
microservices are so important for clond computing.

MI”“H"’WH’{‘ is a process of dmﬂnring :ppliﬁtiﬂns that consist ol Cnﬂ:‘:“h‘:rl:f
independert of sach other and af the undirlying developing Fh!fun'-r:l.!s |11;uush
ated, cach microservice runs A unigue process and c.nmmulﬂu:-'i L
well-defined and standardized APIs These services are definel BRCE e
developars ean more eanily Tocate the right sepvice and underst

tules for usage.
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The future of clond applications will be designed to support a cloud Mﬂ“ﬂﬁ
{as we discuss later in this chapter in the *Defining Cloud NHMLMFIM 1
I}'meﬂmmhuﬂluamﬂﬂunnu[mﬂuﬂ!u :II'D
dent microservices. Each of these microservices is designed to suppot |
crete, bounded plece of application functionality. Although these mlrt":dq
2re Independent, they can be linked together In 3 coordinzted fashion 10 F7

all the functionality the application is intended to deliver. w&
Why are nt? Conside ™
hhmﬁ s0 important for a true cloud envirenme

1 B Application development is simplified because each microsenice i Bullt Ii;ﬂ
et 2 specific and limited purpose. Small developmant teams can focs
1 cade for narrowly defired and more easily understood funcion®

h 7 Code changes will be stmaller anel less complex than with a complex in
| #pplication, making it easier and faster to make changes, whether o fot @
m“ﬂ%ﬂﬂrlsﬂeﬂhnﬂwm 5

i Instan ¥~ both up and down — makes |t simpler to deploy an additions!
of 3 sérvice o change that service as needs evolve.

W Microservices are fully tested and validated. When new applicstions pveraf®
m“m developers can assume the integrity of the Rew
| Rwithout the need for continusl testing.

The imperative to manage microservices
=% help erganizations it the advantages of ¥

Mwllﬂ![ur are designed to be nﬁn‘e@d o ontalners. Contoiners P 7
mﬁﬂﬂlhh Emlh&unswmanhwmmmundﬁﬂﬂ:d{

Thess - miainers are then managed thr orchestsa

"“ﬂwﬂmm“mbmphmiﬂwﬁd'

'ﬂﬂhﬂ.::‘h Mllll'ﬂhl'lm:.udui!nud to &-u!rl'll-flrw*ﬂd#

.hm'ﬁ“nli Mm“flmﬂﬁﬂmﬁwrﬂinl:lhnfmﬂw
) spedific configuration issues.

:wmmimmwﬁmmﬂ MM
With Kibernetey oo DU over many systems. Combining micros® 4
mﬂmhr:’flﬂ 3 compelling way for organizations 10 0P

and contgingey M'mm"hm,mmm Lo

Mﬂ.u later in thds .ﬂunm_

Containers

wer, CRI-0, Containerd, and frakti are four of the most comman contalner
un tim!ﬁ.‘mumrlﬂlinku(anuﬂdinﬂﬁpubgldupmﬂmutﬂd!ﬂnnguﬂthﬂl
of Its dependencies se that It can run consistently across clouds and an premises.
This packaging up of code Is often call encopsulation. Encap: code is slgnifi-
cant for developers because they don't have to develop code based on each indi-
vidual environment. Developers don't have to worry aboul version numbers and
platform-specific configuration jssues. With containerization, a developer can
transfer code from a deslzop m;mmmnmlum:mum-
ating system to Linux running on a public cloud, with the confidence that the code
will execute in a predictable way. The single contalner package eliminates the
complexities of bundling the application code together with the related configu-
ration files, lbraries, and dependencies required i it to run. The developer can
simply focus on the application logic and any services required 1o Support that
applicaifon logic.

Containers bring virtualization abstraction
to the next level

Containers bulld on the virtualization concept. Traditional applications Fan 7%
Physical servers and utilized mmmmﬂmww
ensure that applications would run , businesses placed each ap
tion on Ms own server, If multiple applications were piaced on the same S5/
there was the chance that one ap mﬂdmmﬂuaﬂu{mmﬂ_
m"'“’omqurmumhnhmmm_mh.mhlﬂmw-
ﬂmm:m,mwmmmmmwmpﬂmﬂnm
Eatlon over anather. The sperating mmmﬂdtﬂn}ﬂﬁmm

Many businesses have hundreds, If not thousands, of applicatians. m
more and more servers for each application and each new prolofyDe
expensive, difficult to manage, and cannot scale a5 a business grow:

Your operations team can dedicate 75 percent of the
application and the remalning resources to the other appllcs e e e
tompanies (o abstract seTvers t[r‘r:ﬂ wldmtywmund‘ hmumm clphudsisopen
mumwmm complete llll!ﬂlﬁl’.!'“m
mmhm.rmfhmmmrwnﬂm- fects. In
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Operaling servers a1 10 or 20 percent of capacity, hardware cortild Tun ‘: ‘ﬁt.'
ful capacity with multiple VM running on tep. In addition, it i easy 10 75
aVM or delete ane. 5o 1 a team wanted 1o experiment with a new project. d ¥
uickly create 3 VM rather than needing 1o procure hardware L IH’
decide to mowe on from the project or bring it to the next level, the VM caf

Uy destroyed.

O
Containerization technology brings the abstraction layer 1o the next e
tainets abatzact the operating system. Therefore, a container of cluste )
Lainers can ron directly on top af the opetating system lernel Containes ®
the need for each application w have itz own aperating system This advd ;gll
means that containers are dramatically smaller than virtual machines S0
Spun up mare quickdy and more easily moved between on - premises and ! 2
and between cloud enviconments. Containers are highly portable BEOWEs
Tomments because they carry with them all of thelr dependencies.

v
Compantes, such as Facebook, Netflix, and Uber, must constantly ‘h"““;ﬂ#
Platforsos 1o adapt to chanping user expectations. All these coim panics ";kii"#
:ﬁrd continuous integration and continuous delivery (CHCD), mmﬂ“‘:ﬂtt‘
di mictoservices 10 help quickly respond to customer demands and “":mld"
_‘hlf:m' Companics must be prepared for suryges in demand as well as v ot
competitive threats. The senge of urgency is palpabie: Adapt quickly

Container orchestration 4

. W
::amm 1o containerize applications and microservices, you “"ddl:ur é
; “:‘-""“ﬁmﬂh- A wingle application can be made up of hnad e
m“hmuh rontainers. Containers orchestration platforms help 10 et

s like the installation, scating, and management of €
Aprications,
o
The §
ing nl;s%h"mﬁ ﬁum Arintmates the management of a container ‘"ﬂmnmﬂ’:nﬁ
lng. the verspomer < ons for higher demand, updating applicationts’ . §
of R ol containers, and providing monitering, mwﬂf.
platform u-;]:: taifees are all processes that are assisted by the orche®
: EEES 1% the mnwt popular contaltier orchestration platfor™

Kubernetes

form for e called "S5 or e by developess) I an apen SO (

prsr fing containerized workoads and services. The mhmlnﬂ:;1

Weith tatin ""h":“I " al Google and later npen suurced by the company in 3‘;“_,1

il a'h'-:_-lm Kubernetes Is Greek far helmsman or captain, hence ‘mni
and tany of the ancillary Kubernetes technologles have

wAmining Architoctira) Caenny

Herations

Ti#

names, such as Helm, Rudr, Harbor, and others. Like a larger ship loading, safe-

guarding, transporting, and delivering real life containers, Kubernetes controls
eofltware vontalners,

One wary to think about Kubernetes Is to understand its relationship to other sev-
vices. Eor exsmple, think of mbcroservices as the content of the service and con-
tainers as the wrapper. Now, think of Kubermetes as the way that the microservices
managed within containers are hrought together based on the defined workflow.

Kubeinetes is not the only container orchestration platform. Other platforms,
Including open-source projects like Docker, Swarm, and Apache Mesos along with
platforms tied to & speeific cloud, like Amazon Elastic Container Service {Amazon
£CS), rmerged early on and continue to have users However, Hubernetes has
becoime the dominant choice for developers. The macluet has coalmced around
Kubernetes becauss of its functionality, large and growing ecosystem, aid porta~
bility between on premises, multiple public cloud environments, and private clouds.

Kubernetes has become a de facto standard acToss many businesses and elouds. In
fact, Kubernetes has matured into 4 computing platform and ecosystem &mhdmpj |
otganizations develop cloud native applications that can span maltiple public .
private clouds as well as on-premises architecture. (We discuss d.wa g5
€atlons in the upcoming “Defining Cloud Native AP ‘ mmn&}mﬂzz
every eloud vendor supports Kubernetes, and some are offering manage

Betes enviromments.

One of the impartant benefits of Kubemetes is thal * . df‘::":'[":;
thon of container services. The technology ks designed to Sagpor h:n'h,.::::uelpm g
Stitelesy applications. Kubrmetes abstracts each individual infr brid clouds

form and supports cluster federation and auto-balancing AcrOEs e -

Becsisse Kubernetes has such a large open-source contributing m::lmdum ;::
Platforms support a large and rapidly growing ecosystem of [m:uu e w“_.
including Prometheus (3n open-source tool for monltoring), ,
$otirce service meshies), Kaniko (an open-source twol for Duilding containers),
Open Tracing (an open-source tool for distributed tracingl.

i i and
Kubernetes provides a platform for aufomating the deudopz:r:;'ﬁ g e
operation of systems acrass a chuster of hests. In addition, § prim
benefits of Kubemetes include

af sy
3 A standardized way to bulld, package, deploy, 2nd run applications
language
i r
¥ Portability across multpls cloud providers and the aibility o avoid vendo
kack-in
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The cloud model has changed these restrictions. As the cloud continues to mature,
% Horizontal auto-sealing so that addesonal pods are created as application the way application services are designed has evolved. The solution is a cloud
I | dermand increddes :ﬁ“' application approach, Cloud native is 3 saltware framework Tﬂﬂ'ﬂ'ﬂd:_“h
CroseTvices, containers, and mic orchestration as well as continuous delny-
v lJ i Ef‘uw“""*‘f though continual bealth checks to ensure that nodes 37 ety ul_mlmm-'.-. Every part of I-hI:Tmul native application is housed within its awn
; il LEineTS are opeTating as expected santainer and dynamically orchestrated with sther containets to optimize the way
h ¥ Automated rollouts to updaled appications o its configurations Wit nout Penburces are utilized.
NG Beaweitime
| ,dn“ The idea of cloud native was codified by The (loud Native Computing Foundation
\ Kubernetes provides tools for application deployment, service discovery: "y (ENCT), an arganization founded in 2015 undes the auspices of the Linax Founda-
i ‘ ing, updating, maint
i

emance, and scaling, Kubernetes is extensible 59 ‘::;:‘J
SUppOn & varlety of use cases arross many different implementations
| '|

lion. Aceording 1o the foundation’s decumentation, “The Clond Native Computing
s f architected o sit on tap of the physical infrastrocture

Foundation stites that they ndlds sustainable ecosystems and fosters a commi-

fiity around a constellation of high-quality projects that.orchestrate containers as

F Part of & mieroservices architecture.® The founding members of CNCE are some of

Mke mast glatforms, Kubetnotes has a bullt-in set of rudimentary tals ﬂ:;.f ::;En“ important companies in the public and private '-1"::‘“‘""“ and inchude
Tt momor your servers. Given the extensible nature of Kubemetes e Twitter, Huawel, Intel, Cisco, IBM, Docker, Univa, and VMware.

i sible 10 add cormpunen

- : e,
BunEnts 1o gain visibility Inlo Kubernetes, For examp Id""d g _ _ -5 d
mlmmhfﬂ' ﬂ!'r:mhmm (CRD wie the way to extend Kubemetes ﬂn:;ﬂid‘d‘ U Hative Computing Foundation offers a clear defini eloud
I Mu o the platform, CHD extends the AP so that additio . .
A be o the chogtes, g e » Conmtainer packaged: A standard way 1o package applications that i resource
[ . efficlent. More applications can be densely packed using a standard conmines
Catal farmat.
- | When oging oo u"} ) ¥ Dynamically managed: A standard way to discover, deploy, and scale up and
Hitve deg ey
' i wach 57 10 & microservices approach, you need 1o be able 19 kel ) Wi containerized applications |
[ Service ax well a8 understand everytiing about that service, B Microservices odented: A method w decompase the' appiication into
Flrst j EJ modudar, indapencent servites that interact through wel-defined semvite
i ! m::i::nm:l. ol hase 1o kiew that the serviee has been Tully "ﬂ":‘ contracts,
|] Ul mﬂ AT approved for use? Who is able to make changes to thE
conditions is it approved for wee?
A miery : .
:| mn-m:-::“.,,,'“-“ cuniain a varlety of capabilities, such as application *:ﬂf‘j Mwing from virtual machines
Seivicn that tay crgtenne s TS Begguse  cloud needs o be S7C to cloud native
l o T4y originste from many different places, a catalog s & —
& service and understanding iis characteristies. Clovygd computing has evolved significantly oves the past decade mm,h.imn:m e
! for developers to quickly gain access to compute and sStmge GIPS
1

10 a plitform for applications ereation and deployment.
Defining Cloug Native Applications

creale
Traditionally, developers have relled on sirtual machines as a pechmigui 10

i tem act a5
1 clond services, fn esserice, virtual machine soffwdare makes a single sys
5 " Thie sarly d'“‘“mmmun

of the evpenge &, applications were constrained by the limi o
hed lat and
Age- Saftware had to be Platforms and thie lmitations of memory
SIBTHG bl i the mosy efflicient way possible, even if ihat

4 i clent and difficult to modernize.

CHAPTER 6 ALioseT Look at Cloud SerTviees
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o
though it were a discrete collectiom of independent sErACes. HoweveT
machines sit an a layer of software, incloding the operating syster ..uul-“:"’
and tools, which niakes the VM mote complex and slows down the 7
tinuoss integration and rapid applications development.

i fur’
While virtual machines will continue to be an important software liw
Yras o come, containens and contalner nrchestration will hecomie | fnﬂ‘

portant. With Lhe growth of clowd native applications, the perjuiremen
Tainers will expand dramatieally.

Creating innovation

)
f the f]
Optimizing business value means that applications can take advantag® %"
tributed, scalable asuhitectuge the cloud platform provides in order ?".n;rp#
highest levels of Mexibilisy, scalability, and reusability. For a cloud native
ton, this is where true innovation lies today.

Nt fl
A cloud native application fully exploits the benefits of cloud m:mnﬁf g
1o fecognise that a cloud native application is not defined by b’#ﬂ
nmntog, but tather how |1 §s bulls. Bocause a clood nathis ceivipenment I:m‘ﬂi]
::'L Therel, fan, it is not physically tied to a specific hardware or 0peF
¥ Soud i ri an a war
latu mﬁmnn:enL native applications are designed o wo

Differentiating cloud native application®
'I‘nd.ililrnﬂv, T~
& i

=y organizations consldered the cloud because of ke
[=on, but a limited one. Prior 10/ Seing able to build Hloud native ii':f{
nmm:: “fmpl wan often the main driver. Cloud pative application® o
muaickly hﬁll:.l it trom focusing exclusively on cost savings (o being [
. pilications tht bring a costpetitive advantage. tn a bl o
mwirenment, adding differentiation and value Is critical for SUCE s
Clowd natien apElicerians 4 ol
L Sowd; v Bkt o ran on hardware (hat s modular 3¢
Mi’ht %, them to becormie both resilient and predictable. lmurm;n?
wrhloads whereyey 1y, Thatil benefits, resulting from the ability to Aexibly " 4
m'm' dhetall | s & and deploy chowd - enabiled applicationt (ﬂ@ﬂ
from the mdqu e et section uf this, chapter) provide sn abstraction h'i":‘?
i Wing soltware and hardware infrastructures, including the ¥
ng Syitem. bwrhpen-:antm exclusively on building their applic

B2 PARTZ Bamining ..'.:u;!"u-'.r.‘r.rltr-"|Eﬂﬂ‘-l-.'!a:‘“rq.”-:,;“

without the need to deal with dependencies of the underlying infrastructure. By
creating applications that do not rely on the underlying infrastrocture, develop-

ment and deployment teams can deploy applications on the most pragmalic
platform,

Well-denigned cloud native applications autormatically peovision and cunr-lgu::
tasks 2 can dynamically allocate resoutces hased on application :nqnim;um
This automation s one way that scalobllity can be achieved and how app

tan balance themselves to prevent failures.

While Devitgs methodologies aren't unique 10 cioud native aml:“:’-:,dr:::g:
ment, DevOps is 3 necessary component of choud native nppll.r:nuc_m:.

ration associated with a Devops approach involves the integ ..md i
toals, and, of course, developets. DevOps creates an emvironment plrsodine
can be written, testod, and released quickly anc as often as mm ,-,;;,_-,Illllmjl b.ucr::sr
disruption. DevOps can be the enabler of an organization’s Enl::st'd con-
the software modules created for a cloud native application can be re

tinuously and it an automated [ashion.

cum""“-'l'lit:«':n:irlg Using APIs

®

'I'Elq"
iz -

jces, the
Of tourse, in a highly disteibuted environment composed nrﬂzm s 0
ability to communlcate between services is eritical if the bene o
6 be fully realized. Application programming interfaces [.h::} i Wum-
and have special applicability to the elond. In fact, they're meode ol comm

unication
€ation among microservices and containers using [nterprocess Comm
mechanisma

i -
APT8 have been used extensively in the past for Munlﬁ :d“f :: ;a:;mm
ing varigus IT assets. They're an important connectivity e -4
services are combined to create an application. in nﬂﬂtl;&aﬂ rihulnﬁm!on g
namvireuus]lwﬂ.maﬂusedtnpmmmml vz =
nlsing for resaurces, such as provisloning. At the appht:w N ﬂtwundﬂﬂ?ln;
Service [Saas) APls firrnish the ability to conniect applica
infrastructuse and, when applicable, cloud resources

inwolved. In
APIs become even mote critical whon onear more :m:pmm:::h. provided
these multiclond cases, your API strafegy needs B0 Ll nication with
by the cloud providers themselves to allow ?““m'mwn ic (for example, HTTF)
their clouds. Many cloud providers :1; ';mr’:: " erd to integrate and access
integration capabillties to make Lo
fesources.

- . . 3’
MPIEHE A Cleser Lock h L||:|1|r] iain=al
et 3 B-




THE GOOGLE MAPS API

SR

Orm commion exarmple of an AP that nearly everyone has experienced is GooR¥ T

Goagle ublishes an AP that allows organizations to embed a Google Map into

v weh and mobile applications o nnts & webaite.
The mdtial cerst of
e For exampls, 2

I fes for tsing the

Barause the micronerv
APy Client datg o

Lsirig the Googthe Maprs AP i free, but If 2 business’s
"HITES My thousands of calis, it will beggin to be billed by Gaoge for

wmall real euate cormpany may L Google Map's
h‘liuHMNmmtmwm#ﬁnMudm
AP shar it goes past the free threchold.

erves typically deployed in the form of containers, the
miumication mechantsms wsed with microservices are different
toral applications.

FEqUESES Indy span 3 number of microservices,
auest to follow a one-to-many form of interaction.

A rurmnber of g
i ooy thay

Patforms, including API management p!ﬂﬁ;:ﬁp
.m’“'“ﬂlﬂrﬂmt the clowd, Choostag U
tvobves 3 carefy) S

msessment of the applicatbon envitonment,

Setting the Sta
- Applications

“I'Ill..lyu

i eatlons, enabling applications for the cloud is 3 jou
memmmmlmqumnlﬂu“ﬂﬂ“"“’wnm'
impartant first step because there i a te i b
s vt oy K D10t figuring out diretion and what i
THOTRLe minajne o itlrmally, planning should invotve all

buslnegs

2t exciting tnan

Eé for Cloud-Enabled

» PANENErE, and cven customers.

Unce poaly are
® S
SEMTIEEE

using CAn taken the cloud application implementation 10 ¢
:ﬂu 'p’wmhurmmmmummﬁ‘;‘“
' “esent the highest priority in terms of cloud-
mmbﬂlhhh&hmlmq“lwmﬂmmmwi
business eriticatiny ang The team will need 1o consider yeverul factors,

security, and operations

complexity and difficulty, Overall,
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of
e U9

A for 1P
eet ety

are more granular, Eﬂm
7

ImEy:

)

f
i

Y/

/

o

:j.

fieed o be assessed and prioritized based on business requirements and financi
TEIm on investmet considerations,

Husiness services will then need 1o be defined based on the required application
functionality, Decompasing an application into a set of microservices follows no
¥t rules. In general, however, examining the specilic and how they inter-
2% utwand (10 customers and other stakebolders) and inward (with internal and
back office services), and dividing functionality will be based on the maost efficient
W 10 orchestrate these interactions. Interacting with back-end systems is pac-

u:-"";l:rlr Important because in some cases, containerization may not be a viable
9ption,

A varlety of cunitalner platforms are available in the marketplace, and some are
OPen source. In addition, some container platforms ‘are offered by vendors who
A4l valse | terms of ease of use and scalability. The careful examination of cur-
Tent and future needs vill play into determining the right platform to use,
Finally, the roje of aperations will change where cloud-enabled IFIPIW“'“' o
Vil Closd enablement can add complexity and pose management challenges, b::
Ao creato great opportunity to explolt the eloud. Kubernetes as a m‘l'“‘l‘: .
nd archestration system for eloud native applications built with confainers

VY 10 effectively get the most out of a distributed, modularized application
Implementation.
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Understanding
Cloud Models




Explain the types of dowds
Define infrastructure as 3 Service
Lismrage Software as a Service,

Build solutions with Platform as a Service

= Examining
private, hybrid, and multiclouds

» Identifying the different forms al
private cloud business

» Discovering the business and
technical trivers behind the
emergence of multicloud

= Coordinating the integration
between cloud services, data, and

applications

Chapter 1

Introducin
All Types
of Cloyde g yP

jes have evolved, many different cloud models fave

i cloud technolog
hallenges, This evolution fantl suk-

emerged (o solve specific business C
prising since more and more businesses arc wiewing the cloud as the future

of their computing environment. Although these different computing models

“mkt_n“‘ world of the clowd more complicated, jt has given rise to clowsd solutions
that incorporate all the capabilities needed to efficiently and effective soive
dopen't mean that they're in

specific problems. But having more fypes of clatils
conflict — quite the opposite. When a business puilds a technlcal strategy for using
many of these different cloud environments in a harmonkzed and coordinated

ey, IE b called o multicioud,

u
ndemtanding Public Clouds

~known type of cloud, ||.1nir.u]1.1-‘|'.r
yironments fof ConSUImETs
affer a broad gelection of

friouds 89

Public clouds are probably the wost wiell-lkn
because they were the first viable cloud compating £n

Because of the various classes of users, public clowds

CHAPTER T Inf wiuicing AR TyP




i

computing services. From Saas applications to the infrastrucnit® ﬂ::" dJ
build applications, public clowds miust be prepated for thelr usecs
any kind of applications

Al major public clouds offer laas capabilities whete users can "Iﬁ::ﬂ .
system and deploy applications. Many public clotds also of fer Flatio f
(Paa5) capabiilities whete the operating system is hidden and dep iy
use only PaxS services. Some Paas services now offer nerverless ek
where the cloud takes on even more responsibility for the underlying

by applications

ALXAN

The lollowing wections look at three types of public clovds:

» Commesial public douds
» mnmn’w?m I’!
s Surks that have been dezigned for use by the US government

Commercial public clouds

Comusere v
mereiol pubilic el are primaily itended for professional and MW
ﬂfﬁtmm-m available to anyone with a web browser. These pult ﬂp’
strctuge that providde value to busineczes, xuch 2 5205 apﬁﬂlm'&#}'
mhmm&maﬂ scalable storage. Because “p[d..J
and hin:ﬂt o Eommercial public clowds pmﬂd:ah:ghh‘“l

‘mllh1 ¥ dCoess a pubiic cloud 1o deploy soltwarne or use l:‘ﬂl'l“ﬂ:‘b‘
 isewn ¥ia a partal un the veeb, Using Saas applications on 3 P
!-hr'hlm“ﬁﬂmhn'u ailflress on the web.

ONlining the peet o O1fet & service level agreement (SLA) — an "‘"ﬁ

Konsme of 3 serviee 1 L Perational abligations of the cloud o

ol A SLA s typicatly designed to protect the vende? :
+ these vendors have an unwritten hU“f

"’*anqmndtuprmﬂm&l

maktatn the level of
relatinnshipy,
mm;mm“

! » Meantimel
: M tallures (MTBF) ang mesntime to repalr (MTTR)

00 PART 3 Linvisestamming Cloud Modsy

» Performance and responcs time

» Securiy comenitments

¥ Data protoction commitments

» Customer notification method in the pvent of an outage

3 Exit strategies that ensure a smooth transition if the customer must
tetminate senvice ;

Although the SLA may appear to give customers 3 great deal of comfort and

m the services that they'll receive, as with any f:nr:rn:t. the

fine print matters, S1As describe sitations where the cloud provider isn't respon-

for an outage. For example, many wide-ranging cloud outages have not

igEered SLA clauses because the pitage was catsed by networking problems or
other issues ghat the agreement specifieally identified

A Pay-as-you-use cost model s fairly standard for cloud infrastructure and

MOtage. As you scale up and need to support more users and large applications,

FOUT costs will increase, Likewise, this metering cost model will help you save

m'."“' if you design your environment to scale down during lower usage Himes,
Mg i typically on a monthly basis. :

m'h““““hind.mswmmhmmirmpﬁmm&m;mf
hfn‘ﬂmmdm_rnrmmplz,i[gmmtamammmm ::n
"hip managemment (CRM) $aas application, !u:hnﬂltlrum.nu'ﬂm -
# contract wnder its terms of service, The Lerm may be as short as 3 wrm‘.
mare typically, a year or longer. In some cases, you'te able mmi;ﬂ o
Premises license that you already hold for usage in the cloud. e
3pplicatians, such as PayPal, you sign a contract, even though you pay e T
YOU e the sorvice, Sometimes 3 $3a5 application is available for free,
limited functionatity.

m.""ﬂ 53aS applications aren'l purchased with 2 W'lﬂ’:hﬁ'_“'“mlm’;' LpATE
€an drop their use of the application whenever MmLmilammmmw_wﬂ
d'ﬂ!'mlcﬂmd:nﬂmmeuﬂyshputﬂuumﬂm .hprm'wnnli
mmrﬁiumﬂi-hn;uhlmmtjmmlm.ﬂmmk o
89%d match for the user's needs, the customer will inevitably ”mmnﬂmlm
“'Mm.mma,mmwmmﬁmanmmﬁmmm depend
on how much integration and customization the customer

dista, which adds to the level of

5335 applications also typically manage custmmer T "n8 peasct!

‘“Wﬂiﬂﬂwlmmsiﬂvmdmmunpmﬁu

1
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o
”Ihwﬁnhrsusmdurmm the data, the data should be W::#
tomer. Likewise, customers who build software in a Saas or Pass tnv;uu-"
sheald cwm the softwars intellectual property they've created. Ther “’l
Imporiant that eustorers: maintain o copy of their propristary husiness w"‘
well s their own data. pe sure to erad the flne print; there are o ¥
Wwhere vendors claim the rights to custemers’ data or intelleciual p wopes

Open social community clouds

1
The most open type of el envizonment Is an open community c'ﬁ‘l“i'"i
that doesn't tequire any criteria for joining other than ?El waﬁ#

ETRAKing & passwontl. You can even create an account under an alis. g

nqnm::“ " that isn't commercial and also aften refers to open soU
saftware based upon which most major clouds ars buill

Urpen socia) community elouds come fn two primary types:

e sites with a strong advertising modetk: These ciouds ma:-"’"!
ﬁm Publicly ewmed and include sodal networ king connecions. Wi"d
-t ﬂ. Linkedin, and Twitter, These sites rarely charge a fee to us-erﬁm
Humr: and cope of their user base to sell advertising. Some Siles: i

B h'dﬁphm' hm:, professional fee-based sanvices that offer acress 1o ™ #
and ihformation Mthough these sites do not have a0 ©

I o box tisarn, they do fune an obligation to advertisefs.

::;::"HMM._‘EM advertiners, not Indlvidual use s, 25 1|1;"
e m"‘:'::'fh“" rely an these companies to completely saliegua’
ity o mmﬂ“fmimufmr data lanomyrrized o

|
t partisipate In ontine discussions: A commy” X
WAM 0 thate e Sertain industry, such as manufacturing or retall, ma¥ i
[ — Aarry communities are based on Individuals who 3
WLy i"ltl ru;m' such as biking or chess, Thare ks tepically very itte
o mumnm that the site will remaln active over time. Open
= SN SHPPear when (e most stive membirs move ON
following: 1y sites. have some chamcterigtics In common, includi?
» A mhﬂ, ﬂm I
and an emall mm?""ﬂ”m MWJ need s a login name m;pﬂl’d

Undorueanding Clowd Models

¢

l““..“.

N’l.“.“

¥ Reguests for additional information: More sophisticated sites may ask jou
to provide information about yoursel, wheneas others dontask users for any
Information at all

% Low-devel security: The level of securty Is very jow for these sites With
Rt effar, sameons without autharization 1o do 5o could gain ac0ess ioan
Bccount. Nowadays, all these sites Indutle disclaimers about haw they will of
willl ot use eustomer data. They explain their respansibilities in managing the
5lte and vearn wsars ngt to use copyrighted material and the Bke.

¥ Mo service-lovel guarantee to the individual user The lack of a guarantes
doesn't mean that these community stes perform poorly. How weil thiy
periorm ks hased on thelr Lnderying techaotoy and how imporiant that site
1 1o thate managing the site. For example, itis critieal to Facehook's bisiness
that ity site is always available and viewable for mobile and web users. On the
othier hand, & nlche site for a specific hobby or an indllstry tradie group may
experience outages from tme (o tme because It's using the least expensve
hiersting services ivallable,

If the company changes its business focus or determines the community is m:
loriger worth the expense, it can shut down the community at will. No :ﬂmmm
are made 10 users that the content generated and stored on the community

will b accessible for any specific amount of time, In such a case, the community
members who have become dependent an the site can do nothing,

Abandoned community sites are 3 COmMon occlrrence with np:m :::il:l:ir:
tlouds, For example, Google and Linkedin bt allow users u'lrn k=SB
online compunities on any topic on the planct. Smme of these 51 Hm posaeeoe
erated and well managed and therefore have hundreds of thous

Others become phantam sites and disappear.

i not bave SLAs, Bath
Keop in riind that these open sacial community clouds o asighortds o
individuals and small and meditim businesses may upload ":i::tiﬂ'. i )
ol hese comumunity clowd without anerstanding the pﬂtfﬂm e mﬂmhaw -
if photas, videos, or documents are deleted of otherwise i
tecourse. In fact, in many cases, evon reaching a live person
difficulr.
weith 2 STfONE PeVEmnue model
baged on selling advertising to usets have & compelling mﬂmmm:
minimum amount of downtime becatse it will have an impact el
of these commiunities may actually be privale elouds that ane open

fied euatomers.

CHAPTER 7 Intratiuting Al Types of Clouds 93




T

o
One last note about open community <lhouds: When you Gar one of il
may find it hard to tell whether you've using 3 cloud site of just 4 'tﬁlm o
Ul the nite affers a way for wsers to construct applications using b onli® o~
pUting vesorces, then you can be sure you'ce using a community mP"
nothing wrong with websites, but they typically offer users 1ess "bl_ s
processing on their data and other functionality than communiiy clo

Open technical community clouds ¥

Ther —
te Is another type o{ open community ¢loud — a technical Ilm"'J'ﬂ:“::! !‘:
terves as a platform for jeint development of, mainly, epen- golgee 5Y ot

aupd rhic
i on epen source helpe these types of cloud sty nonp ol
noncommercial,

well I
s =ktwwn evample is GitHub, 3 web-based bosling pervile pf,
controt of software systems. Used for a very broad range of softwar®

peojects, GitHuly js ussd by software developers around e world

uis
.::ml.tzr examplo is the Mass Open Cloud (Mass is short for Mass-!l.'l':ri'-:; )
Is Toeated). This cloud was budlt nsing donatlons from w[m.utt‘ i i
'fmdm:m 2 nurtured by a variety of nonprofit and educationil ;1»"‘1
by 'rr:l ol this eloud is 1o serve an » self-sustaining, at-scale pibe e wf‘

% and Industry to innovate Important new technologies 3
thie public b jis mmﬂ“a; wate bmpo

Government clouds

Yk Ty have tead about clo
mﬂlﬂi. u“h“
eSS 10 thess elou

o

fd' B
s created specifically for use by the lfﬂ:;‘, Y
You work L) the povernment, you'll pehabiy :!r.'“'u'
ds, w0 we don't discuss this form of cloud in great

Mot zuepei
i reisingly, the ., Eovernmg

F e many computin
B Systems i1
of the Kinds of seivicey thist the
orgAniEationy mend g s

fig
4t neads the power and fedbility uf;‘;ﬁf
wses and develops. The public cloud
government needs, Like businesses, 8975 o
L 5 information briwern dilferent EIWFF' :
;:r:ﬂ:;:rﬂ ﬂ‘l'LlL::h'lH I8 ertiical for certaln mmmrl“ﬂ-t nr‘;“'l'll!:ﬂl"'f
cloud because of | I agéncies, such as the FBI and CIA, © a"‘i‘
gt o7 s e eloud's ability to provide a big data and analytics l.‘-'.t fl
by puhlh; clwd:m:ﬁ, !ﬁmﬁ“’wﬂmw han special necds that ill'l-'l‘-':‘ ""‘::'

1 A ; e
characleTistics and saryiee, although public clouds have excel

the grern {ngent security *
ments than e public !irm;;_ ment has more stringe

Although private companies can face massive fines, emibarrassment, and loss ?I
trust from a data broach, a governmental breach can lead to an inte rreational inei-
dent. One of the government's security requirements |s that they may not uhare
Any Infrastructure with the pubilie, incliding ser/ees, storage, netwarldng, amd

Power. Many government onganizations require that theis e
any shared infrastructure.

Government clouds are generally created by public cloud providers who set up
segregated versions of their public clouds. Many of the services found in pablic
cloud ean be found in the government version of the cloud, but some setvices may
be excluded: Morsover, public clonds generally include marketplaces where third
Parties makke their appications and services available. Third-party software 18 not
made svallable ina giwernment cloud without passing rigorous reviews Lo ensure
that the software is safe for use in the governinent cloud.

Lunki“g at Private Clouds

In some situations, a company will want to create 3 clowd environment that Ti;:
behind an on - premises firewall, Unlike 3 data center, 3 private clood Is:mpﬂﬂ =
COmmon resousces optimized for the use al the IT nr_ganl:atluh_-. : :jngtﬂv
organization regularly builds and deploys complex applicaiions, mﬁi a public
Ml imated private cloud that supports intemal needs s practical. 00 0
ﬂn““' a private eloud adheres 1 the mpm:,rl; securily, EoVermaEnoe, an

ance requirements, Whatever service level ls required for the campany spplies ko
the private cloid

There are thaee different types of private clouds:
» A private cloud owned and managed by a company for benefie of =

employoes and partners

» An appliance that is based on the services offiered in the public cloud and
managed by a choud vendor bt behind a clients firewall

!
M Acommercial private coud operated brawndntm;!':lﬂ‘lﬂ{ﬂ pany
thal deesr want (o bulld of operate |15 ewams pITaTE

Privately owned and managed clouds

o provide
Organizations with a business model that u-qul:ﬂ :;::tmwﬂl T
commercial technology services within a busingss ec0

J I Chamied a5
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y —_— . 1o pectmesly Commercial private cloud
4 partner cloud, in which case these companies elfectively o )
. +|" provider. Tnstead of hiring a public cloud vendor to take full respe vt #* Although many companies see the benelits of creating thels pwn private clouds,
o crealing, managing, motltoring, and updating ihe sultware, the ¥ other wanl 1o have Lhe security and govdrnance of a private cloud but want io
| provider assumes those responsibilities obiain that ssrvics from a thicd party Therelore, vendors have created private
L jibed clouds that are based on a contracted service model.
‘ Likee conumetcial public clood previders, a privale partnes cloud prev 1,:;.#"’

! an optimized envitonment to support the workloads used by s UKLl Unllike a commerdial public cloud where anyone with a eredit card can sign up,
\ h“ﬁ main difference is that in 8 private partoes cloud seenasio, the mnﬂul:f: private customer contractiial clowd reqaires that customers Sign 3 formal co
' I[“I ing a third party 1 operate the cloud. For example, 3 {inancial s niract

with the vendor. In exchange, the vendor will provide strict governance & el Wacti=

Tity eapabilithes and even Indemnify customess from lawsuits relsbed to the use of

the service, In addition, vendors of commercial open elouds often offer :usl:_mn:ri

pﬂa Private cloud options, Including virtual private networks and mirrored sites 5o

¥ that if oie dats center is offiine, a second data center can SUPPOT CUSIBOT Asa

cloud provided by the financial services company s based on & sringe®! result of these types of offerings, CUstomers receie A mars explicit SLA This ser-

even Indemnifies customers against lawenits, |ileviee, beraise Tlifm vice is different from hosting because, in the private comtraciual cloud, the service
| ’ W services company already acts like an [T vendor Un its customers, |1 122 =

'll lhdi_pmuhln individial banks with payment services can create 4 80
A s=rviee that is sutomated and streamlined to support its cUBtOmers

. - ¥ i3
Betause of the security and complisnce demands of its custopners, b

©

m—

I8 designed with a self-service portal interface so that cugtomory can add and sub-

it
mies of scale to make ereating and managing sucha gepwlee ool pffect Iract services based on deman,

i & i Wihen privite eliuds first emerged, they roquired expests to degloy and configlire-
I Appliances based on public cloud nffﬂf‘“g Since then, private clouds e matured, and: degloment has become BTEEly
B e i . E— M%’ Automated, Increasingly, public eloud cOmpanies have seen mw&,ﬁiﬁ o
N i e o aan e pomeles peivate cloudiS10TR L oo ate physical cioud coraputing appliances that can be plugged (010 0 H0 ©
this a b ullt 1o re-create the functionality of a public clowh *'Cy o Hfrastracture and start working quickly, Somotimes nefecred [0 32 - EBX
o ppraach is that techmical teams will be bl to develop, deploy. ¥ i these private clonds inherlt the services and applications awailable in th vendar
pplications on the environment that they're familiar with while at the ™ o8 Public cloud, meaning that applications, services, and practices can be
bereping certain workdoads behind the lirewall. Many businesies are " ff ;

g 2 7 jance.
keep certain worldoads anyd dat 3 bl e 1 1 bed seamlessly between o vendos's public cioud and its private cloud applian
i a an premises and behind the Liresare

security, complinnes, and regrulitony concerns,

.

. 2t x 4 -
1m“tL"L:;““ri::'hﬂ"-- these custom bulll and Integrated berdware offe H"ﬁ:ﬁ# plonng HYbrld ClOUds
o n;“lmt“::*du and upjraded by a public clovd vendor. 0D ©, o
hardware on Ill!::m:.::g Gitpost will offer customers AWS compuie =

. In
A pulilic clond enviromnent |s open to amyeud with an Tnternet connection

- awmers of that

: bﬂy contrast, a private cloud enviromment is available only “‘ﬂ':;h i ;:L“E;_
An altematbe approach s for publie cloud vendors 1o parines with Service enyimnment and ather entities theoy choose lﬁih":';' nﬂu.s'rju‘-‘lhﬂit!-" e
vendoes. For example, Google Cloud Platform :ﬁ:::u Is qarl.lli_"ril'll.: with b4 ness partners or customers. A ybrid doud, on the other b s ousdds and data centers
vendors Tike HPE to offF un premizes ingtances uf G plr Clouwd integrate and connext to services aCIOGS public and Fﬁ“.iw: _presises physical

bt i to create 4 virtual computing envicorment — A fiuid 1 :eﬂtnarﬁi:d on= or off-
8 these cases, public cloud cuitomors chooss their own hardware vendd va infrastructure and virualized infrastmclure that :ﬂ ¢ how this environmant
!nr.-gnu..un the maintenance and leensing cant ither clowd providers: premises, However, before we get into more det? from public to private
Micromsnft, am aleo “[{“mq“"ﬂﬂﬂﬂms m.::::u’. “:&Il el serices: actually warks, you need to understand the continuum
clouds.
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Obvioaaly, all cloud environments are different. In RAEL, 1,‘..—.1.1»!-::':“##
needs of a business aren't static and change frequently, - I,m-! “:l.lh ] ‘a‘i
the type of environment that meets your meedls fs 1o think - mhll"- L
wum. Although public and privaie clowds share many € mmﬂﬂlw Lo |
importsnt differences. For example, a public eloud service may s "*,{
tn custumers whe sign a leig - LErm agreement, ot 2 public 5"“5 s.iﬂ-.lll :’
a private vergion of the some application. You may have a prival® L‘ F
of & company's on-premises data centes public cloudn may olfer e

of Saa% products and other services, while 3 private cloud will pI¢
applications and services specifically appeoved by the company

Understanding the Continuum
of the Cloud

Thee o sastn ol
o el pu v
U] pemmprt e

98

o
A

Tl continuiim of services, which is depicted in Figere 7- L Emnm?ﬁs::‘?f(
of different types of public services that serve different ""j'-'"b_ml ol
thone, Open public clouds are ofteh reat TRSOUTCES for sharing ideas: Ii'ﬂﬂ
mercial pablic clouds are more tuned to the nesds of business<®
providing overslght and accountability. On the ol hier handd, companies P_.,..li-" |
ingly asing private clowds for their own internal uses. Same c‘.““.cc
sophisticated IT organizations may build and manage thelr owi penve i
emphoyees and partners, These companies may actually become b &
in thelr swn righl. Other companies who need a private elaud for [iq.ra”'

governance requirements may decide t have a thind party manage 3P
on their behall.

»
i P Ty [Ty S T I Ja— w_m
LA st .#/’l
Yo T et (P RN st
Lt Pasimmd

1@

gy g sty yrmeaked -v:‘-n-li’llm

Mo ondal | | ool g | avestonn buplit | Waglicgeanmais

|
pet

Mearly every business will use a variety of closd models 10 meet ""r“w.;rl ﬂ‘:
example, 8 business will likely share Information about recruiting o

LRl E S L]

=sumity clouds like Linkedin, At the same time, [oX {rtermal “wiu;ﬂ"
butines will want to uwse a clood with autlined SLAs, scourity, and gover

Hlutirgg,

Select;
Effi

.“"I.h‘“

The battom line s this: Meeting the needs of a business poquires that TT prﬂ'_:dt
different types of clond services, Understanding the characteristics of a contin®
unm of cloud services will help you understand what's reqitined (o meet your spe-
cific business guals. Ultimately, you need to select the type of cloud service that

Will use the right resources at the rght tine with the right level of security and
Euvernance,

tting Multicloud for Choice,
ICiency, and Performance

Multicloud s the synthesis of specific types of claud — publle clouds, I"""""‘f'_:
clouds, and hybrid clouds — into a seamiess and comprehensive ‘““"P““';E"“‘“
ronment that provides more powes and flexibility than whal s €9 before.

To be clear, multicloud is not a type of cloud; it is the concept of using more than
one cloud within a business's everall computing architecture. Whereas out Emp:u:
Fation of cloud types was focused on matching specific business neads "":;ﬂ bl
cific clond types, multicloud is more about recopnizing that cloud mh_m ﬁ:‘:
and clogd providers are still evolving. As such, developing refationships Wi

tipke clouds is 4 sound business practice for many reasans-

Er
From a pragmatic purspective, cven after you've found your ideal d:::ﬂ:m
for your exsting needs, things may change. ZoC P ewrity problems
focus, prices, or practices. Rising costs or 100 Ty ouiKges of = renbisif
may cause you to seek other providers. Your own requirements :.:L\; gy 1=
haps from evolving business needs oF regulatory Tequiremen = oy vetted wil
changes forces yoo to find a new cloud provider, having ane "L“'
save you significant time and minimize the time beack to marke

i include
Prom another perspective, developing your cloud mmm;mnﬁlm':m i
multiple cloud providers will improve your mmrmﬂ““ﬂ-‘-r'mm e 7 0
¥our business more in touch with the evolution of the clotd et with new
competition in the cloud will position youe business o Be :il! 295 N
cloud eapabilities. Multicloud management willl alzo ltrt':; A tag custs Y ol
approach and tooks, speeding yout time o deployment i P
oritizing the use of the best cloud environments in your 2cosyE

.-.||-.-,-:._--__.:r|:|.:.mn g9
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THE FUTURE OF MULTICLOUD :
e it

Mulrcioud comiputing = e practics of using mukple doud “”!“'H"‘d':pﬂ ﬂﬂ

SercEs wihin your company’s technckogy architecture Theee are many f r"""“ |

Using mittipde doud providers at the same Bme. You may have explor#ton/ -

with different doud providers 1o tecide which is the best for your business i

Bment. Adopting a mullicloud approach will decrease the costs of developng

$ftware and masimize revenue when that software is deplayed 1o any and every cloud
EOMpting emdronment

The companies that have reached maturity with their cioud practices will be the first

0 Pl thee advantage of mudticlowd and will extend thelr buiness jead aver thewr
TDI'hmﬂml

st youl i .
rmmﬂuﬂﬂhﬁmﬂwr": e of more than ore doud prov ﬂ. -
iy bt in the radst of meving troen e providet to another, Or PO °= :lday'r”'“*f practice, an incresingly wide variety of choloe exists in the doud mk:r
My have acquired other companies. and you've ended up with défferent I m':‘;“m"— same vendors are completely focused on providing the mnmm :
“sibile service, Dthers spedalize in high-performance cemputing, extonding
' with cefferent cloud prisaders. J “hles mh‘”““mﬁmaynﬂerq:ﬂm&qunnpm:_hzs.l—HFMmphm:Mnr
ll Thasa e good reasons to use multiple dowd emironments, but thats ot N

ol multicioud. in Chagter 12, we discuss workload portability a3 2 mea™

MMIrenmens that are tined for data sohence. We are in a periad of innovsion and

:mdm“"mmmmn 50 it i important to understand your breadih of S
tholces before commitling to ane cramore speciiic datd platfarms foar your bursness.

his thapter, we bedp you leasm about yeur computing choices 5o thatyou £an meet
your business needs,

a |
g applications and services betwesn doud emaronitents. Today, ! R
Weariioad hotween dilerent cloud pioviders ks persible with some effart = 'd M
by 88 your workdasds fure besn coded for portability wod your use nf{ﬂﬂm :
T 500 ICompanile between daud providers jor youe Bult o portability
hides service Incompatioities beoween different clouds).

Thar ultiemate vision of mudtieloud |5 the abilliny 16 move workdaads and ‘Iﬁ*:ﬂhﬂ

doud ervironmsnts with automation and almess inaantanecsdy. Alnhmpﬁ"nr“';m#

i sohtions can previde that functionaling for a lmited number Alle . O e

o T Yol ha erse of the different types of cloud eovi

they/rs not yst comprohenaive and mature The abllity to deploy & woridoad t2 put url e of tha diffe L Hpen ol A e theve clauds iy
Endroremnts ks being addiessed successfully with container tectnolofi®™ ol : t available, you can think aboat 1? o o needs, Generally, clouds

il (]

) e Lo maorve workbesia betwaesn e pnments — mhlemmrtmdﬁ" ﬂ:ﬂmmt_l;:nh::: mmm::&ﬁ:;;:m t 1:1';1:" o capabllitics, but “‘ﬂf

| Ui and Serving CLESormRTS — 15 =il iy the future. Y nat hawve been deslgned 1o work togethor. 1f you use only one :Ip::u.;lii:“m;

""'ﬁ‘ be much of a problem as services within a single clowd pl-lﬂﬂf":H e

been developed together. Dut if, as we advise, you're I-H_"!"F“'_II‘I“HFLM s of

: either & hyhrid or multicloud configuration, then integration

:ﬂ':’. 4 challenge.

Think: _
hmk'"g about the Integration Imperative

el uml:ii the opporunmes thas muteinud Wil atfer sdwn management
running workdoads between different crvironments.

First. buisinesses that e com. S
ple, M & differar E CORL SETTilye willl hie abie tn dafine poficies where

: riesd ia iower F'ﬂﬁﬂmwmmlhemulk‘l-ﬂm

’ # be able to autom iy deas, male sure that
’ﬂ itically move your workloads 1o sve ; Before you make your selections of cloud platfarrms and servie _
" Setond, p:m.h WIEI : ST ¥ou understand tlfn needs of the workloads you :J[""' on d'“l“ﬁh’”.ﬂﬂm JOUr 1200 '
| . A Pl iiier b K servic fonfs Ing cloud ecosystem. Each cloud platform has di erent stre nd weaknasses
| i fi pwir
f J probiema) swulise E » problems (for ssample, N

mise Adan maximize yOLT SHCCESE. .
AER 15 Bmply mive your workioads (o a déferent cloud Ff"‘“”f’ and finding good matches for your workloads will W

" mmmhml

Tentiditiing dad clond ecosysLEm,
Lervioes, A tme goes by and you have new warkionds to deploy te your o
z Which should reducn diyd co

. st the relodces
PPl ot you should repeat the process of checking your workdoad agal

@ @

a5 constani =
Impertanthy, rridic iy of your cloud ecosystem. Don't be nlrn.h:ll:; lf;:h‘ fh":ﬂ':’dﬂw i rh:lnﬂ:;:
- 1% hal Ehay examinatian of the 2fficacy of your gl "":‘M’ serving YOUT peeds.
- lenges of develoy Franagernmn|. soluthors will do a better job sobang the o it il our peeds. I
g rriabdng it much that can be roved between cloud errvumn'iﬂ'llila"# qQuized o leep you tuned

ani po
¥ou've gone the extra mile 10 develop 3 m:d;ﬂnudd:::ugv s Jaeal fot
likely to find you already have experience with a provide o

that new workload.

wander for Dusirieues te ey thsie solbware t any choud cumﬂ'i'"r‘
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3 Lincerstand

rod them
Once you understand your workloads' needs and have m“hrd,:d“ﬁw'

platforms and services, you'll be ready to assemble these clouds & .
your cloud ecosystemn. The challenge then Is to Integeate your &
togeiher and to integrite your workloads with the elond pesouroes

Types of integration b
s of -‘Nﬂ'w

Thiee types of integration are relevant to assembling sy
STV

B Integration ot the servics level: A maullicioud scogalem will prﬂl‘mbﬁ';’;
services in multiple gloud smvironments that address the same resoufc
other words, each Coud environment will have a storage servicel ""“m v
ofganization respermible far managing the doud ecetystem wil 5
select pecific servites for specific uses, ket applications Use gl S . i
aaiiable bt thair nathve doud environment, of reguire all J.pph-:.atbuﬂ'r‘
service in one spectiic ermdi onment

% Integration at the data level: Organizations need access (0 S HE‘“‘M
Infserrtion Wored in tifferent applications, databases, an 4 arhar il ,”_-d
sources. The business infarmation will need to be sccedsed in an irveg’
ancl standardized form. in addition, data will be labeled differently (0722 "
“et mary labe! states as St while others kabel them as “States.” fof t‘“""t#
; # common dath glossary and delinitions across the vl.-l'r.ﬂur(l-l"-l'“"frI
"!‘lp you achieye mﬂtrﬂ:ﬁr

"

» Integration at the application level: Application integration = need"-'”r:;ﬂ
mrEputing SRArorTnents, g ks nmanhI"r impertant angd more |:|-|.1]I'L'
whern applications run in different doud enviranments, Integration Wi

wmrlantly increass the functionalin: of cenperating applicatons IH“F’U"

workload pertatslity, and further Sspport data integralion.

d
ypes gratin 1]
::!'l “Hwh of intigration benefit from APls and standards as they ‘-“[:,q/
AIE: 5 h:“h“. o integration betwoen services, applications, and h‘.[ll'
and mmm""““"“‘ quickly changing warld of the cloud rﬂﬂﬂ:#[{r

% often chuage with those new Innovations, vendars and &€ ¢

focuy on crea Abar 5
venedors Lak ::;u; miariaces and try to protoct the ARts from :hﬂﬁeﬁq"

I
i care in defining stable APIs for the services the¥ Pl
st applications them E stable APs for o
nelhven tend 1o out atten
b Cconsistent with thelr com n“rinﬂm thelr ot Alls with
The evulution of Abts £

and well-delined computing interfaces has a.-_m:lu:ﬁ:
of Integration epsler, bt difficult challenges wtill

the systems belng integrated have different data m '
or sophistication of -'U"'IE eETa are

perform some Types
particularty when

ness fows,

ng Cloud Modals

"'lllk_.

Responsibility for integrations

Thet need to integrate is a business requirement, but integrations are implemented
at different business and technical levels by different types of worker. For exam-
ple, service level integrations are typically perfarmed by cloud engineers who
understand the nature of cloud services. They can judge which services are the
best for specific workloads or whether independent services can be integrated
toigetber v create o new lybeid service.

Data level integrations require domain experts to understand the Structure and
Mmeaning of the data that mist be Integrated. For example, if an application b::g
Hlegrated ks a banking application, the team performing the integration will

b understand banking rules, Onco the nature of the daia Is imderstood, it aften
falls o soltware qm"m to 1mp|n:m|!ﬂt the ﬂ\ttgl'aﬂlll'l with data l:ﬂl.'llmtl:!l'l-,
d\-.H.‘l tranaforins, mappring tablies, encryplion of sensitive d.:n‘!-."ll and Illl'"m !f
Piece-parts of the data inegration trade. Then, database administrators :’: o
ate the schemas, tables, lmport funetions, and gther parts of organizing the
Erated data into a form that applications can used.

Finally, application level integration is a quintessentially technical *uﬂwlrﬂi
ing for software enginvers to lool for appropcate application APLs an pe ot
build connectors or adapiers when suitable APls are not found. Granted, th:,,:m.
lor application integration usually comes from business requirements. H:Iiumn
P, the ute of a big data application will likely need mﬂ?_*“::“ﬂ:::m'm“l_
applications to help interpret the results of big data analyxis. A8, 70
tieloud envirpnments may Include different versions of the same ;zpm s
ning in different contexts, integrating the different versions mﬂ: ~ﬁmi'm ;
i) requise transformations ar other processing to make the di R
work together seamlessly.

rimed develop-
A% you can see, many of these integrations will be perfo Ibﬁsﬂmﬁmlm
©rs whi will lnow the best technical means of srlving those IDICET

Integration at the service level

. i which service
Services come in many forms and roles, 80 it'S hard o Fﬂ;:‘:in " -
Integration challenges you will run [nto oyt clotd ecos owewe
followeing examples may be helpiul:

} Ting oS
» Starage service integration: Each doud provider h;uu‘::::;u g oco0rs
tierm will offer 3 storaps senvice for your applications. s aclmmﬂsﬂa:h
providers offer maltiphe ters of storage. You mary wani ikt
storage for fast processing while wsing cokd {and much less expen

jation will
for data that is just being held for compliance reascns. appl
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gvalab® .
have good performance if you always uve the native sLorage el

the same doud eawiranment 53 your applization

On the other hand, if an application uses storage i a differeit tiw:;:-w
mefil. there will be higher Latency for the storage SICES% ang Vs FI:-.M
sericusly degrade the application’s performance. However, if you phit
anather agolicazion that is ntegrating data from Bath applications i
performance of that process s & high prioey, you may want 10 mﬂ:-h:ﬁ
ing Only o doued's stoeage sennce for use by bath applicd 53
wiill slow down at least one of those applicatons {the one in a mﬂcr-_‘:
froem the Sorage), but & will optimir e your data integration applcatio™

L]
appication that serves compary emplayess in the cloud, woudll need ‘d;.
lhmtrl‘pﬂrne‘ildbmty management systern 16 authenticeie those ILU"'H
midmwm LEnat Active Directoey or Lightweight Directony Access Prof ,‘m‘.“
system probabily resides in the enterprise’s corporate data c@ o
that dista center is part of a hybeid mud_wurappﬂumnmaftfﬂb*‘m#
the on-premises identity managsrment systerm directly. Otherwise. Y& e
ne=d to ind 1 complementary iantity management service in CHE of o
clouds n your ecosystem that can run as a remote version of the 90
idEntity system .
# [Baster recovery (DR) service integration: Wien you st upDﬂSﬁw:?‘;
Yyour doud ecosystem, you'll probably wark to have n;w._,,-,.,-pur#ﬂw’,
din one place. If you use the DR services provided by each doud ©
‘mmmmm\wlllmmﬂmewrmhthﬂw ot
ated kocations. At the least, youtl need to configure u-u_-mu.m'.;.«.:v-;ﬁn:l-t*-‘-5"'|:',um|,r
m'hmmmmme“ﬂdde uﬂt:l :fﬁ
':mmﬂu 1a handie ol application data, asscmming that is passible. if :ﬂ;“
L5 & persible, ity farce yeu tn find an independent
other irtmgratian solutions.,

lategration at the data level o
ata
um""mﬂﬂh i prabably the integration youi" re imont liely 10 “‘""ﬂwf;
prinezg MMﬂMrdﬂnhammﬁlmt.m?.lﬂdh

: Hm""“md By separate applications. Chapter 14, discusses this chd
depth e 3ame of the common data challenges:
W m“dtn licat

: applications thos
Mmmmumumﬂm? o

» Crosting )
requires msm el comprihensive view of data malntakned in 3lius
=ach application's data, tranefurmations to make

e deestanding Cloud Models

tonmistent, and a way of storing the integrated data 5o that oiher appiicatians
can st

' applcations while you sccess and
i ﬁ:ﬂn:;:fn ::.T ;:Ab;?::l::taﬁn:nﬂ continlie (o change their data while
you're accessing it
Al criveol data must have a single souree of truth. n other werds, Integrating
it must ot bscine the primary lotation and aowracy of data,

As you can see, integeating data across broad sct of applications and their data-
bases can be a challenge-

Integration at the application level

Application integration is a long-practiced discipline with lots n; l:::micfl Tﬂ
thietee available. Technigues are the same whether the mrhu n“hrsﬂi -
eeniter or 3 cloud environment. The difference here Is ﬁlm nismber '
environments that ane involved, I a4 company has created 3 ™ o mmﬂﬂ“‘ i
applications that need to be integrated may be runaing on Premises. I

cloud context, and in multiple public clouds.

niegral i . For
Many application | jons seek 1o ptend of nﬁfﬁmbﬂﬂwﬂﬂmﬁ. e, B
example, consider a retail business that extends up’mm*m o
iniiia] implementation didn’t include a step ummh gl e the e
verily the customer’s credit rating is in Emc:njllrag % fecal®
The application needs 1o be integrated with 2 ency mﬂuﬁum “u:rcdi[ o
busoes biegords e hm'm‘lgﬁs process will adapt those
business process rules to guide the SIEps of a bus i s X
tules as part ef the integration However, whethor n ormal
business process roles or wot, the
with the retail application. N
. Bave malE
Companies |hal embrace d mislticloud m:ﬂmn;‘ a;:li:llunfiln pi
significant commitment to running their business That means
company probably manages many applics ez
o' ot w;nt: :Il:.l :':Tﬁ. and marketing vrnba‘;!: :.,I:
-ﬁ:‘a e earh hawe its owm 6ee
m‘ wm“s‘ lellng rmmnmwl ts, and will its
application integration, Seme of these
In a hybrid context, pechaps mt:lm
premises to meet regulatory aruf
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This diversi j
P sty of environments and applications creates SO ﬂm]ﬁ'l
hybrid rIr::ln.g,h- emviramment com pering contexts. For example, 19 el p‘

nilext, 4 company may replace its legacy on - premises applic £

the 5235 v e
talon ol the same application, but the APIS may difter rﬂ“mp;el"
&

e
:ppll-k‘;c::n:::ﬂfs-:‘:?: versions., Previous inteprations lnvolving the on”
tmay need 1o mm't""““‘ with the Saa% version, and even i they o, the .
tlons, requiring m:l'twnm the Saus appllcation and ather on- Fl"'"l"ﬂ‘u ’
may be rannin working and pethaps new pUveInance rm"lllﬂl‘-l' a
g with a different identity than the on- premises version
Dther |ss k.
:-pmml_:::‘;':;':: in a multicload context il independent { Inlﬂ-": run m;f
enice betian a1 8 configmtion 1 this i they'r® % g ®
application nnb:-ea:; uds or are developing portability gantrold (o0
Murves] mmupat mlmih]'r“:‘“”“’ hetween different clouds. 11 the applk t;ﬂ-“
those ather applications th other applications in different lipud ool
will be required i 12 burve different verstons in other contexts, addditi
Enzure the integration works in all conlexts,

1§ Cheg e
T E i

s Deconstructing cloud concepts

w» Discovering resource pools/cloud
models and services

» Evaluating the role of the data center

» Finding out how the public cleud fits
and whin the private cloud shines

Chapter 8

Using Infrastructure
95 a Service

nfrastrueture as a Serviee (1aa8) ks the best lmowsn of the cloud computing envi-

ronments avaikable for deploying service and software. 1aas i the virtual delbv-

e1y of computing capacity, storagr, and networkisg services. On top of these
fomputing resources, cusiomers can install operating systems, ceate DevOps
envitonments, and build applications. 15 esseRes, rathier than buying and install-
ing hardware in your awn data center, Taas allows companies o rent compuling
TeSOUrees on an 26-needed basis

In this chapter, we provide an averview of 1aas, s capahbilities, and different
apptoaches that are emerging to support changing customer needs.

Un
derstanding laas

As itz name implics, mpmlru:mrhunﬁrmu (1aas) Is the foundational infrastre-
ture cloud service. 1335 prvisions compute, SIOrage, and nerworking

through either a virtualized image, a containes 8¢ directly on thi cOmpUIET 578
tems (also leiown as “bare metal) Organizatians that purchase 1335 rypically
ixrettuapaq—as—yuu—g;u:gremenlfnt compute, netwark, and storage esoUrceEs
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o 1%,

'Inll:iIhrMGE of 1225 |5 that a business can scale resources up & front
Mg On demand. The sealability of 1aa8 differs from the typical S
xpenditures for on-premises infrastructure. In addition, 1aas gives @ e P

Nexibility 10 experiment with new proafs of concepts withou! lengih
¥ive procurement processes.,

::'L:lsm“' I% desgrie] aw a eelf-servicr environiment. A 1-:11.111“*: ;ﬂﬁ#
COmsiitiers Card 1o purchase clovd infrastructure, such as -mmpfl’:lwﬂj
and how 1\-:" y charged hased on the amount of esourees == - rﬂ“
tnstance of |I.l they want to use these services. A consumer cafn have
stog payl t:‘"""h ot simply use an instance on demand o
vale laas ll‘f:r T Lhe service, the customer loses access o The pesou .
The nm'mlh'::"-!muhrnl Is controlled directly by a company's ITo e
acces 1 what 'iﬂﬂwtu have ditect eontrol aver things e secunty -
[oeumed on EEMIOER, As laas becomes commoditized, mary W
Tchasing blecks of compute resources at a corperate e

Arcess
[AP1s) ;m?mﬂﬂv gained through Applicatlon P mmnmj;’:# Pd
COMPLILE resourees fe underying pliysical computing resources. w“.j,#
mﬂ'ﬁ“ﬂ tuide details Ulke where those resnupces am o
1238, you typics & #ystem and tools, scaling, security, and orchest™ ...rll'ﬂ
s, such a1 'Er'— ' 3 virtual machine that works collabarativelf

Ilmhl'lll h;lﬁ'h:r F““'iih!‘lt“ﬂ. I‘I‘“"ﬂ-ﬁ_ and mwmt‘. ':dpr}
Y use 3 evolved to suppart 1aas. Fee example, yout ©0
- ene. T OF 3 container to create isolation within

-'L"m' e
ame. Yey

T werridn
Il“ﬂ"l'l‘lllt_'lr differeny uptions for 12a8, and — i
tham thay might, for :

i t:ﬁ* [
Currenitly has ng e y be =perimenting with developing 2 e : F/
Lﬂ‘hswﬂh]lm Fategic value, In that case, you might aebect ET"#
your SR o e security, mupport, or management. 00 the oth ' ,'p‘
"rulres 5 high l.-,;‘:: Marsging private client medical infarmat! ",J
dlhrmm“,! secarily and governance. Liloewwine, il a team (1] F Tl‘f

#nalytics
Fralkal iy, wotlloads, the infrastructure has 1o suPP®
i g by
L]
RE ot g e pohan purchase a virtual machine, it <"
Hikis “‘“":tmﬂ.mm 1 ndiig metal eloud services are physical, dedica®™ o 1
Uil customers. Users are given auﬂ;_:“#
. Iiebworking, i
Pty iy and other physieal resour®
&ndl gy Muilti-tenancy (the sharing of undertying D7
of biire 1o custoamers rath wvirtual
miganin L ex than
ol ﬂ.' MM% a: that the customer can control the entite !"’
COMEI0l Comy at ﬂhﬁ:rw{?ﬁ? be enhanced. Of course, ha

LAy

i :"l':uﬂ '.1“,;:,.':'

12as is the cloud version of 4 hardware server, providing 3 platform that rups 2

tomplete sofltware stack, including an operating Sysiem, services, and
appllcatione.

Upon Introduction, cloud 1aas was immediately seen as 3 direct alternative li-
Phwilcal servers, much as virtualization and virtual machines {VMis) w!n.-“r-er
cebvied before introductinn of cloud technologle However, [aas offers d;:““Iu :ll:;
advantages over hardware servers, including ease of deployment, uﬁ o
shortened deployment time, and replacament of capltal expenditures W I;:: o
tonal conts. Further, laa% was essentially a drop-in replacement for IEIFWT“W
hardware servers being used at the tme. tn the next two chaplers, we et
other cloud computing environinents, quch as Software as a Sew:sc

Platfornr 4% 2 Service (Paas), provide alteratives that go beyond 13as-

i i urces
In this chapter, we describe the relationship between physical cnu'_LPmU““E[ "::: srev
and s i mope desail, cover scalability and othet cloud capa:::;l u;rhinﬂ. -
forms, and discuss the financial models you'll encounier u:r:
L3S, We also provide an overview of the major 1438 eloud providers.

Exfm“ﬁ“g the Key Components
Public Cloud 1aas

. k done by
Pubilic 1aas services are very well known thanks o the pnna-drig r;l Amarom
Amazon with its Amazon Web Services (AWS) busin hatm R h.gg;naslﬁﬂu
had ervated more capacity than it needed and found t ecognized the potential
If it would be possible to “rent” some capacty. AR T

and the opportunity and created o commercial Jaas reinl public cloud. peforo
services commercial markel, AWS was the first ¢ it to run its own onkine busi-
AWS was made available to the public, Amazon m;:dmm hasdened by Amazon's
ness. Dy the time the public started using A K

Intermal use of Lhi service.

available, business users wer impressed by the

Whien AWS was made genecally Slies uad by Amszon icsell. Dy

ting fac

ahility 10 sss (o the kame compy e
Wrdmstnsw F::: virtual servers, or VM3, with 8 s:tri:ﬂ;: card w"‘"'ﬂ‘ =
l'““d“lﬂ? i p :r_r:du“;;lr;,‘;:::!?:nﬂn ware .l:r,lntnmﬁl tn{::"—l
build new software systems, Before e

chasing and provishaning pﬂ:ﬁ!’ :;r:m oo i85S which

take weeks ot longer dopen tackl szt
tex lnddtlhem‘f:nwﬂﬂﬂ-mumﬂwith n::nsphwﬂr e .
With AWS, the time required for physical maching P peurermen eploymen
was compressed down to minutes. mé.

atTUCTUT s n Farvice
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CQuickly innovating, improving services and offering addition, prasinesst? ‘ﬁ

mmwmmm i agge clowd providers Lo improve and accelerate thelt
" w1, With the new cloud capabilitles, sfnesses took
following sleps:

» Hatail
= F"m“ moved Lo the cloud s that They could provesion more IP?
hardhw, dutirg busy seasons without having to purchase sodit
are that would sit Idie during quiet tmes. Think about the (o™

Power needed to meet the dermands of Blasck Friclay ang Cyter fAand®
Compared to norrmal periods

0
"lh:i::::m the bacikbone for many different cloud use (3553 rang® 0
[ o are development Lo the foundational layer for S3a5 applicat R,
mmﬂmmi madern applications are buing designed 1o e .|:h|:|llif"“":'t
& advantage of af the bullt-in capabiities of 1025

¥ ﬂrmhpmum i m u:.mnm:mm e Lo the cdoud where wm,rqmu. 'h;i
and then .::’:;ﬂﬁﬂzm—, could be cquickly crexted, provigionec, and ¥ ¥
hiae 1o e m,m::""f removed, (Previously, additional hardwar € WO
PRNL [arres ey g and used and probably stll shared between deve

» Lo % of cost management) .
Mm::; mablle app compantes have emerged as important t"’“:nuﬂ
harve usiness users allke. These new, mokite app deviiope™

never sfforded the o
E Tyl infr lhg{l"
rapidly expanding user bages nfrastruchure required to handle

| Tia%, venidoes chiefly competed on prcs

ulfer ag
Mt them with an nﬂﬂh:;l-sf temputs for $0.20, and a competitor would

é Inﬂuﬂﬂvm,“m = m‘;i’_
_ verdilor n u%

Mot fary

on
Spabifitley 4 Artificlal ntelligence and data, securl o fnlaatty”
i by, an

Ee niow
fU* Business are gy hl.uTL in addition, pricing models have evolved
] P S g on a monthly consumption basis for 1815+

Contracts with fixed pricing,

The "’l-irdware arc

a__=

| T
ﬂ mmrm—r. “!l«l_rg-l_-l?* IRt ey ﬁ how public clouds are different than P

thely

h

EESE b gy b BETVioey |
ihe :hq;d“hd Aciually 0 Custormers, For example, each virtual ma

Fung omy
Provider. Winen 2 phiysical server in some data center
-~ ¥OU sca il
- B Your virtual machine to have greater

0o PAFIT3 e relanting Ciaig Mcrinds

K5 As the cloud ol Vi gi“
'y B fm wal 183 oudd marieer has matured,
| tations bagey , M—Iddﬂ?ihl!]tiu%ﬁlupridngls grill important, :{ﬁ;

i

s hitecture of public clﬂl-'du,

@ w:u Flure, “ltra haracteristic of the eloud is its virtual and high!y ‘“H
LESy, i te clouds do offer diffarent cxperiences that l’wﬁ.
: e3.also rely u: theis underlying Iumwln 1o F'f::

sdditional physical siorage is made availabile (o the physical machine that hosts
your virtual machine.

Every clowd provider depends on a phiysical data conter to run thi physical comput-
Ing infrastructure that, in its virtualzed form, becomes 3 eloud These cloud provides
data centers are enormous o that they can provide the vast and sealable computing
resonrces used by their many customers. Just as tradithonal plysical data centers are
overprovisioned to make site enough resotiroes are available when users peed them,
clotd data centers must also be overprovisioned (o meet the needs of their custom-
ets. While overprovisioning always implies some amount af unused hardware, the
Virtualization used in cloud data centers Impluwrp'lw’ujurd.ngm a minimum.

When a customer selects a virtual maching to use, they typically choese the Lype
of processor and jts capacities (for example, Slorage, networking, and so on), In
response, the clovd provider selects a physical computer in the cloud data cenlzr
t matches those characteristics and hosts the customer’s virtual machine on
that ardware. The physicsl characteristies Bon't have to match the phiysic chiar-
Bcteristicd cxaetly as the virtualization process can mask some-of the physical
components, For example, one might select a wistual maching with an x86 EI:
architecture, 8GI of RAM, and one network connection. in respaise, the clo
Provides might select a machine with 16GH of RAM and two petwork connections,
But hide the extra RAM and network connection. This machine meets the cus—
tomer's specification and provides some additlonal resources i case thie :ﬂfm
needy Lo seale up thelr AM or network connections, On the other hnnih u:mul
Provider will almest certainly select a physical X80 mn:h.mrel to b.uc;lt;#ﬂy
Machine ay processor performance st match the customer's requ .

"-.IE tk_
Clowd vendors are Increasingly offering specialized ﬁu:;:l tﬂ-rl’ﬂrﬂh:-dlr'
I6ads, For example, Graphits Processing Units (GPUs) are often

I L jzations
execute machine learning dnd artificial intelligence (AD workfoads mﬂ ke

it wani to perform Al eften seekout cloud options that are
activities, lhp:wise, 1M has made the malnframe availatile i;;::!tl:nﬂ fﬂ:.m
scale transactional workloads that require high security. A provide

data centers with many
Cemines are a super-sized version of traditional physical mql'ﬂu:rl el

Tmoce types and sizes of hardware to meet the €0 =
cloud gﬂmﬂﬂ'&- Adil in virtualization on Lop af all comptitingg FESOUICES, Yo

can see the tremendous slze and power of cloud computing

Virtualization i
pal eomputing ¢
In an 1S cloud computing environment, the (undamen drite e

jnmal P
Uhat eustorness yee |8 A virtual machiog just as in a tradit £ conrse, network=

.
ter, the fundamental computing resource 153 a: I;:ﬂﬂ e i
Ing, storage resnarces, and other components are prese phys

clond envirnments. “
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Just as a hardw .
‘dlmr:m ::; setver needs an operating system at the WMIT;:-‘
software from the I'-:‘ a virtual machine. (A software itack refers (0 e Y r
tion.) Tt ay in tha el just above the hardware up 10 and incloding the
ot Windowrs “mbhﬂirl.u world, operating systems in the cloud inchud® &

: s Feleases of Linux (such as Red Hal Enterprist L

amd Tt p
liee the m;:;::n:.m operating systems, such a3 -.mialjal:dur"‘f-“w" r
avallable op ..htm; 208, The fact that on-premises operating ﬂ"’:‘
¥R (o rum on Fh‘j'l-:dm a eoincldence; businessed want the samé
the same operating hardware as well as virtual and clovd Tﬂl-"i'"“"!" Pl
Between Ihi:hm work in different contexts allows app #*
ﬂ'hﬂmm.m“mmu — one of the promises of lhtdﬂd",’
ﬂm'“mmnmln:d“hml‘u“mmmltmm,appl.iutlurﬁ.a all
sund on servers n physical data centers.

"'“"tnlmu f
cally npecify é:m'mﬂluu & virtua) machine from a cloud .ﬁﬂp;
ing the charactertuics of factoristios they need. This task is wry e [l ﬁ !
byPe and machine 8 plrynical server. Most impartant are the P

:;lu ﬂlﬂﬁ af ﬁtlut:mhf eloudd wirtual machines are run by Fh?'ﬂﬂl’}
M“"“-Hmwﬁ m‘*ﬁ#ﬂﬂdlﬁmﬂmﬂeuﬂ"ﬂ "ﬂ
Miehing iy i h;ﬂ“ﬂ providers don’t always docomeiil l"*dn

implement each virtual machine they offe’

Seems | .
= nhh“::;h"d providers increasingly ‘-'M d,lﬂ‘l.‘
fiel ard CPU names, bug by the we qf"
e, mﬂthmim{!nu;l'hpkal VM designations inelode ;
; s memory optimized, database
:Ut‘:ﬂpf referring o o OPUmized (based on physical GPUS) tl"’f
Ftual agg ;,,nﬂ-m the term vCPU s used to emphast®
e ore general than a physical CPU., P
OViders use ppryp
I naact '::::!fm 0 describe their VME o good reason®
e o tha m“rﬂ e marketplace quickly, and frequet’
e L o b o
VM, 50 "‘Iulhlrlmmm:mﬂdwu "J
Hm‘hhuq <rizing Vs by the workloads tmh"ylﬁ‘ !
Bl WA Sinaliey ang Lo CtErZng VMS by ““dd::"j
i s thejr Fi Ty -level VMs, while expensiv® ﬂ#‘
i m""’ﬂm Mﬂmmzmwdmmmmlﬂ""ﬁ I"
ot a1 €483, Clond e e thoy're getting ey WAL
Wnder Providery wang ¢ e w
Breates ying g o advertise how they offe?

12 PART3 Understanding Cloud Modgk

THE BENEFIT OF SERVERLESS

Serveriess computing is a technique offered by cloud providers that enables code o b
exetitnd by dynamicaly allocating resources. Instead of having the developer select fhe
*ecilic resources needed, dtmdenmuumukﬂtmhardmnmmuwﬂk
mlm:m.nmmwmﬂmuﬂwmmﬁa
dtabiage event, file uploads. or the regquest to schedule an event.

ﬂmmm;qmmﬂﬂﬁmﬂﬂnuﬁmnﬁmmnmm
#nd Google Cloud (Cloud Functions, all use serverless functions ) SO HovEiopers,
wreltre, sarverkss b aften called fLmction ot @ sendce. as

After o user has selected a VM by workdoad ot physical type, they typically also
need to specify the size of the VM. VM sizes are often described with words lke
Micrn, small, large, and extra large. The ditferences hetween the sizes are based
On features such as the amount of RAM, number of cares in the ProCessor, quan-
tity of dedicated storage, and sometimes memory and SIOFAEe technology — fof
example, spinning hard disk drives (HDDs) verus colid state drives (SSDs). O
cOurse, more expensive processors and lacger VM sizes will cost mare:

Elastic resources and services
hysical machines, cloud

Although cloud virtual machines are implemented an P

mnﬂ !:I:M%hmc:pltdﬂth that gwwubewduhrllﬂ'mw;‘”ﬁ
ability 1o provide elasticity by uﬁmmlﬁﬂﬂﬂﬂfﬂt"“m- e
smialler performance and storage upﬂﬁuhlmﬂﬂpﬁiﬂu for Ttdmd.
vendors. Clowd elastielty Iima;:w[nmﬂmn;dﬁngma::;us:ﬂi;h .
Elﬂiﬂtk’ ptm‘]d L= @ I!I‘m! POWET, ¥

other scalable :«:a::uwu::kmw o5 that workiaads can automatieally handle
higher or lower computing demands.

1'% the cloud's virtualization capabilities u;tdﬁaumm: abitity ;::
cloud urces, Sometimes wirtualization

m‘iﬂ:ﬁlﬂiﬂ undl there’s a nesd to scle them. Virtualization ﬂ:::: W““:
the hidden MW.MMMNWMW.W‘,‘ mvhmll
m“wﬂwﬂwwmamm;:mmm physical resources

le to virtual
ezt -

ctuine 35 2 Service ni
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e
10 3 larger or smaller set of physical resources. Often, moving *° e

Very quickly and does not degrade the performance m:|.~-rr'lp|t'l'l1"l"i

:ﬂimm: mnln; use of scalable cloud tesources and service ‘h‘ ‘
Googple ndle very la : ; o 50
aTe great mmplufv g loads with excellent performa

Self-service provisioning

"]
Befor
mﬂl;:u:p;mﬂm employees of 2 company needed computing rr"’":;‘
the hardware rmm'm'"“ software, or some other task, they "“‘jul_ﬁdl'
requlrements thels IT department, The request might (nclude f”,,,,o-"‘

of the hardwa ;
uing, ung deploying the M’;wt;';“!"' would be responalile for p

That made sen l
feremy il::h-iw u::m Purchasing and deploying hardware was a tﬂﬁpl:;*?
from the eloug i | using the hardware. Howewer, acquirlng vieud! “o
pplications are ..;::: complicated than malking a hardware mqunﬁ:ﬂiﬂ
hasdware they “ﬁ:cmq-[mm the cloud, and developers knoW

E does. 5o, . : i

teleeper hr.ﬂluiﬁng cloud 'Fﬁ-li:ﬂ:-?m_m T usuaity doesn’t
e Sond M
! Emﬁ:!nﬁmc:lﬁhb:u“ how streamling procurement af IMHWM:‘

tlect the 5205 applicatio empawered 1o work diroctly with cloud F’fﬁ
who will provige have a rale to ;s

¢ play in selecting the ¢lot

htum:. e WuRnd to [he '-‘ﬂ:t:anv'- oeds and 17 e
. Computinig best practices, efore the P dJ
tonks adel, It can UENE of a & bottlenecl. However, with 1
Thmw Of cotrue, moms - "*10=S and then allow teams 3¢
ln‘ RN I n.p IT organtzations are stll seen at bot! ‘_‘#

with the | Hizations are often in 4 reactionary post
PRI Al clong e 2 1 e Undersand tean neods befoe ¢ mr“""

=
& 1

; liesag b eloud
been d"-l::lt: ;:E““E for tru-

shou)y b,wm" best for

beneficial to everyone, 1 &

enmpany, virtual machine prafil®
L e o, .5 )
the dght services and ¢, technatopy vement 1o ensure the result

will be easier, Tn this m.wnn;ﬁf:”ufftm vight technalogy at the righ’

1§ PART 3 Understanding Cloud Modsts

Iil“"'HI..

nd teduce capital expenditures, and business units have the {recdom to aveid
time - consuming processes that slow down the ability to get the job dane.

Service level agreements (SLA)

When you select computing resources for use with a cloud provider, you're enter-
g a contract to pay for the use of the computing resources you've selected. In
feturn, the cloud provider is committing t provide the resources, and the cloud
Provider generally backs that commitmaent with a service bevel agreement (SLAD.
"Ihe SLA can take different forms and make various levels of guaraniee. At mex
end, cloud providers might simply state that they will do their best Lo pro
Bood service. If consumsers are willing to pay a premium prics, Uy m-,r_bul:l:tn
Fage  migrored service to minimize the chance of service interTuprans.

fverin
A typlcal service Jevel agreement states what the provider has agroed (o detiver
IErmg of availability mdmrﬁpﬂnu to demand. The service tevel might, for ll:;;
Dle, specify that the resources will be avallable 99.999 percent of the ﬁmrﬂ}
more resources will be provided dynamically if greater than 8o percent of ARy
Bven resource |s belng used.
jevel of performance aF availabil-

value in working with the
game form of

:' consumers find that they're net recelving the N
by that they've been promised, then the SLA wi

doud provider to rectify the situation and perhaps receive
forpensation.

BLA% are wlea valuable to consumers who are using
warg that will run in the eloud, Sﬂ[mmuhdtﬂpr:ww;“
Performance, rellability of the cloud, and other . :
SLAs can pmﬁﬂﬂtl‘hﬂ:‘lfnﬂﬂal.hﬂ- 1f the cloud resources dot ¢ meel the reg
level of performance, the software
be changed. And if the Mean 'Time Between
isn't adequate for the business ebligations o
definitely have to be changed in the softwar
built for the cloud should itsell define 5

Metering, billing, and licensing

for the
Obvioualy, consumers generally have (o pay
they m:.r“d there are different models for how the use

measyred and How comEUGErs Pay- mﬁlf:"s models, subscriptiomn models,

§ S -y , thse licenalng o g
m;mmm models aren't defined kn stoRe, and nﬂ*mﬂ*"
emerge, 50 We discuss how each generally works.

i 11
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PART 3 Un

'::‘:“h a0y financial matter, you should familiasize yourself with rhe
ac 1al model, and make siire you read the fine print

Pay-as-you-go models

Pay r,,ﬂﬂ"
=“m--u1-’m,.w is the traditional cloed compueting billing model, Yo ﬂﬂ"fi‘
mu.:]r:‘r and ¥ for your actual use, The cloud Pl‘l'l'lfbdfr measures the

”'I' l-ll-m]: the Iesource and calculates which optional features o
Meristics LU contribute to the cost.

I:m"“w"l-ll;k. You may have selected 4 VM at one price level, but b ‘#‘F
A & higher cost Jewel, Depending on' the type of cloud o, P
Casas, by f[ the vesdor may count your usage by the hour, minute o
resourees ..wmn“d' Then, you're typically billed on a menthly b

bed during the previous month. )“
he “‘hlxnl.:mih'”m other featiires within (L For example, #f YoV IIF#’
tllerd that pegy ree for a longg time, check to see whether the €9 B#
the resouree 1:.,:11:: :" 4 lower cost If you're willing to guarantee el 7
pricing M:m1;|,r,3 honjier period of time, which Is sometimes € . “l,f

! a eloued provider e aios o 3 wePIEE
ity use it long maugh o qlm.:!lri.'::_‘!|I e s

Licensing modey :
The fe ¥
weil NG mode)

EDI' I-ﬂrl'prq; i'.'.-'lll*' f
Utiderstong v, & wsed in an on-premises traditional
defined period, V! purchase 2 license for using the software foF A

: {
ﬁumlnspm-hn:ur.allr At least a year. Clougd providers H.,-mnlljr:y
ot fpay it you did ‘mﬂl fesotirees, The Py = 0= Yot - o0 sereiee m]d
ntﬂulhﬂ'mrﬂ:!o;.f““m!_ y"
HETTE
enter, but they Lprh:w A license for using software in your Ff'ﬁ"’j‘jfl
VERADrs will alioe, m‘; 1 Yeant to 658 the elowd vershon of that nnl"t'l'”"“'wl-’
houd veryion 1f YOu'rg © transfer the license from the physical vers!
wrrihvwiile o mMmMnH? nok ks e clowd, but planning to e, I o #-

8 licenge o . LBe S0 YOU'Te enerent to see whe
llows THVINg your license 1o the dz::!m :

5235 models

S35 modily Are

Bt iy o
chaper, pog “m. TNt than the other b
is selling thery :j"l-lu‘ipw other pricing models we discuss !

1% may not he : vl
and billing schemg T "¢ SPplete) owned by the clowd pro

¥ Soparate from the cloud provider's

refdnding Cloud Mods,

'-l"."l

For example, you can think of your cloud provider like a mobile Ph:ﬁm‘?
through a cellphone provider. You pay a monthly fiee for volce, dnur.. .1t abo i
ing. tn addition, your credit card may get separately billed for Spps that y dunnm‘e
oad o subscribe to, Like a cloud vendar, your cellphone provider |s not resha

for the way in which each app chooses to price Its services.

Liltewise, S2a% vendors have great latitude in the pricing of ﬂiri;;l’;;;r;‘lﬁf
may provide a pay-as-you-go model, but they may use a yearly e aeleatlon
scription model. You have to loak into the pricing model of any e
you're thinking of using. Don't assume it Is the same s other clou

Subscription models

- jacs applica-
sl]lﬂ.{"prmn mdels sometimes JPPIF o Saas ;.Fpllfdll.ﬂ'l"l and on =prem Flﬂ:

3 b the
3 < rions have also been used
toms that have been movdll to dhe cloud. Subscripl . qualifies e -

clowd for cloud services — for example, when long-|
Wmer for a lower Ptl'l:i‘ than the prﬂﬂ“il‘lﬁ.ﬁ‘l"“‘?m_gn |I[i=

en-5ource licenscs
Subseriptions are popular with open-foarce software (many of e dieg -
prahibit open-source applications from belng sold) asa “:f:“:d ':ﬂm g <
Iig or support with the software to provide revenue (o B i rovte
vendors are increasingly looking for ways (o Create S ons are
where they can receive yearly revenue from gael cuslomer;
A means of doing that.

jut, e theeTe AT rei-
Subscriptions are not common In the clotid, but they do exist

Botes that they muay become mon popular.

Free models © iy, any cloud sek-
oc] bacalie * ¢ free is ahways

Free models may seem unlikely in the clo However, [ree

Vite requires the wse of various cloud compute mmm trial use of products,

a big motivator, amd some yendors offer !l.‘ﬂl '-'“‘:’d"ﬂ'md significant market share.

especially |f the products are nEwW xuihn:“;w F:mm aften offered for fres

Even powerful bisiness and enterprises clond resoll

-
 omman 1imita-
Don't be surprised if free usage is accompanked wn:-imuﬂ{.ﬁh s 2
tons on free use include a reduced feature sot, the lack ity to save you

work, or a strlctly limited duration for the free use.

Costs

2 { ehat,
1 the fast-moving world af th choud, prioes :hamqul:tlﬂ. Becatse I:ha'"
pecifics g 4 ﬂ.um“ m:hywmﬂ" fiie boak
li'l-'l-]I' . 1Li.-i hat we would mention may be 1 o :
P"lllf:htd l-ln:uHE we cian make SO general pﬂiﬂﬂ-iﬁw osts here.
o L]
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Getting to Know p

The clond infrastructure market is very compatitive. To succeed |0 :m

‘ L

lpuﬂ',l?m have to offer better features, higher performand®, ¥

els and m' tuﬁ. 3 f of lower pricing. COver time, there will hﬂnﬂ"lﬂh“
optimiced

security, or data, for speeific equirements, such 2%

i
pinally observed that the density of transistof® (3 el
% ufmm?um circultry) doubiled (n density and decreased i m-ﬂ:ﬁ*ﬂ '
l:huumm"‘ﬂlhm. that elapsed time grew from 18 months 10 24 2
i _llll::hnhw this pace will be maintained in the future. B

"""“:d! il I::mly predicted the continuing increase hﬁ:
mpﬂ-he“ , prices of computing technology, including the € ‘gd#

about future trends, but pot
priee of eomputing for cloye mn_-um:::l far clowd technologies

Also, Moore's Law arf

; rominent laasS
Providers I
T--"f:’ T”‘ W‘:Iﬂiumbnnll of the current important laas cloud F"Mﬁ# i

l 1225 cloud vendors and their focuses”
» Amazon AWs: Thi; |
o oud provider offers aas and o vast
| : mam RISt current 1saS ket shurt,.na:;;uﬂ P,uql#‘
% 30d & broad set of rescurces, serviees, and 535

li"&““mrﬂm Omputing IBM's cloud provides the 75

f’ﬂ-‘ﬂmmw Eumbuﬁhspubﬁ;wmdmdsﬁ“ﬂ.
b5 Openshin g hx"hm[“wd‘-:“u-mm has standardired on
Cloud: A subrig ayer.
s e o
ficus an the Asian market.

the pubc epg o enterprise clienis in bo

PART 3 Understanding Cloug Modats

mscwe"ing the Key Components 5
Private Cloud laas

The private cloud is becoming increasingly important to srganizations that want
the elasticity, self - service pnnfrhhning. and manageability of the public clowd but
Want those services behind the firewall :

The cloud is changing and becoming a core mm:hnstnmmnpuungmug,ﬂ::
I8 therefore not surprising that one size does not fit all. Depending :mmwrkhapmu
and circumstances, companies are looking to transform their intem

TeSTCes 30 that they are as flexible as the public cloud.

Hithes Hlee
In the earfier of private cloud, it was common to sinmply add capati
sell-vervice mﬂmﬂmin; as a service within Mrﬂnmm.ﬁn;i:l:;idﬂf
automation that made computing easies to manage. However, 8t 720 0 f o
the private cloud did not resemble the Nexibility of ﬂ:nwl:lil;m h't‘i“m.
Bing to change. The advent of standard infrastructure, ; tmw Y
lstlo, and standardized APls, is changing the nature of the clou muwm b
Iﬂlzllaiillﬂ]‘!h vendors are Jeveraging Lhe same technology m::; N
ultouss in the public cloud and making them avallable in the private coud

in two ways:

the identical cloud prvinormenl fo support

B Public cioud vendors are craating s e il

@ private eloud within 2 oestomess data Cenier,

offe iz these services as a hosted sption. -
i on peulic
¥ Public clpud vendors arc offering 2 closed mwrmpt-m:-i“m Ve

cloud that resides within the dats center. In this sty w2
ments all the doud servicos within lh:amerm:_l l;mmmwdmurum
environment on a day-io-day basis. i an update & Loy
eare of that change. in addition, mnmdwﬁma same
ral= as Mﬂwwemﬂwhkdmdsm

cload services for
Customers are Interested in a combination of public and private - g
two key reasons, Fiest, senior management, aware of their l:*“‘*l't"*‘"-"“.E I‘ ’“ul”'mv
bility, wants to ensure that w“m::tlt F“*Hh"“’cmd .lh:‘*"r " o
and, many businesses are not ready Detauns
cultural issues ar simply because of the lack of trust
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Using laas in Multicloud

Az we move 1o
lor eloud mqmﬂit:::’;_‘:;l architectural foundation based on comme® ¥
bustness, The adoptte mmietes, you can now use a variety of clowl® acr ¥
Roem for a decace B of different clouds in different business "“"‘M#P'
pubiljc - Henegades within the business defied IT and bougst IF"#"

cloud] servicey
s arul
COmputing methode I hused o wasy to force compliance with (el

e

At this poln
L IT M
business unj Bement understands that It is better to collaPT o

L and provide
Pirvite clopdy Thhp “JMH:TTHH and maragement across multiple pu d‘
» COMMOn trrvices, J|1|:|‘:,F::?"h'm"'d with the wide adoptio?

The
Value of multiclond is ces
I
»
The patentia) 15 Fricsve work
loads fr;

B The =
TR0 place woy
r Ehnad E
eferences 5 Based on corporaste regulrements of

e o chowd platform o anothe’

»
The Naed 1y tentrol costs

f 20 PART 3 Und

standing Cly

ud Maodals

» Discovering the important
eharacteristics of Saas

» Looking at multi-tenancy and its
benefits

» Finding mmmﬂiﬂmﬂfﬂ
important forSaas

» Understanding the economics of Saas

when Saas provides a

" platform for additional applications

Chapter 9

gsmg Software
Sa Service

% hile soltware developets are Tamili

familiar with Saftwire A5 a Service ($2aS)
thi way anyhmuwusmamﬂrstimmdnmd
10 the clowd, For example, COMMON CONSAIIEY and basiness
Google's Gmail, and Olfice 365 ate 828 applications. Many
dhesigned 1o implement a specilic pusiness process — FANgIn
Custames relationship management (CRM), collaboration, an
management. Dusiness USErs nh:_:jw i e i l
represent a more manageable, ble, and secure @ 3
premises applications. Al the same Hme, ma alsa "“'F"‘f:h" "'ﬁ::":
monthly costs 1o suppert a growing base of usery for 3 g8 apglication. ThETELREE
It's Impariant to consider cosls a3 thi ninmber of BSETS

Software as a Service Is
saas applications ar
g from accounting 1o
J human rESoUITS

k
In this chaptar, we take 2 Jook ot the warld of Sans applications 2l horee they WO T

in a multiclowd world.
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Und !
erstanding the Characteristics of saad

PART 3 Linds

";:'.r companles have discovered that
Seonaic benefi
Provide the uppm,“': by using Saas applications. Well-designed 538

1Y 10 have a third-party organization handle 3l

they can realize important un;ﬂ"‘ o
e &2

@ inta ieep .
POf Uted |1 begly g complex applications running. Saas appl Ir.].tia-mﬂﬂf:;

ese applications and services are f s

vondo
apop wﬂcul::?:‘ develop applications to be used in conf
dumm' ",is""‘"m — ﬁlm-uﬂtium companies often Integrate thelf 5":1""
- i HE-::M : ;r’: up::r:-m in Eheir own data i‘:‘;"' !
.“" Sin I owm business processes J
% become Liclay in o that plnillmnp
tew gy :‘r::‘ -
Mg
B N among the more syecess ful Saas soluifons:
ﬂﬂlpﬂul:u-.;
P 3
Wﬂmmm;hmmm o incorporate cmmon serioes '-""-"ﬂ'ai#
N i Mgl Mdjﬁmanlcmmsimumit'm
e femancy means
ﬂirn?:m while i mmmwn SERVES many users with “"E“ﬂ‘
e doeper g, u:“' “!'r_ "G ther datia separately. (The next 550
”lun:m* % My Marmu“'uﬁﬂntﬂrﬂwriwhw
s stniagi, Iruu:rﬁ o1 @ single-tonant version of o w.';-“’pjgﬁ

LT
“ﬂ“w'hﬁl:::‘rmm“hﬂhuﬂm wersion of the

fua B,
mﬂf% * Far example, i a eempany increases the

vl Managed
fagalt m“ﬂm by an arder of tude, the
w SI0rage and m;;“:m : e, rr-|

{:m “UP0ONLE self s rvice option that allaws V2T
B0 10 t1e 5005 ot g L OePICYment diectly
redhice 2 1% addd miprp lewnmes, renme thelr
MISEL N 2 matter of minutes. You M2
NI by " Wt for e tos ke the chang?™
Erngg iy g, mon) e .
nm- it 7 i 1oring, and usage information thal

v '"‘“"Euqmn,;ﬁ Paying for and recendng
sedoe IO thenn T ere there needs to be comple*
Ciarpay r a thirg,  Will ned i e

POty comsyy) adirect relatiornablp

"H‘“H-m "‘E’hﬂ. HWE!MM“I:

Erme
e gy, @ SIS Vs, youl Hhely work

ratantdlng Cloyy Modal.
-

eneed with Saas, they'll see a pattem u[:lﬂl#'

B Feshle Saas applications are bullt o b modutar and offer sanvice-ariented
interfaces, sliowing compiementary epplications to be Integrated into the
5005 application’s ecomysiem

M Some Sass applications provide sophisticated busingss process configuratos
where pach customer can change the process within the atherwize standard-
lzed Saas application. For example, & comparty may add a process requiring
Manager tn approve the price baing affered o a new customer, A Bulltn
configuration tool enablis this change to be done on an ad-hat basts without
programming.

¥ 5335 applications reed 0 O
ties without interrupting the customer's ongaing work.
techaigue known as continuotrs development and degl
this tash (See Chapter 11 for more details)

rstantly provide pew features and new capabil-
Sans vendors Luse 3
[ryment i accomplsh

A Sa3% vendar must be able to ensnre customers that their data and configuations
are separate and secure from other customers’ data and configurations. fmagine
the possible consequernces if your competitors use ihé same Saas offering that you
use, and they're able to access your customer lists oF intellectual property. Ven-
dors are aware of custorer concerns and implement eytensive security to prevent

thelt of customer data.

Multi-tenancy and its benefits

is serving many usersowith the
tenancy differs from a wnghe-
psive use of one instance af

Multi-fengncy means that the 53as application
same software Instance ai the same Hme. Multi-
tenant solution where sach user has their own excl

application running on a single machine,
yse the same alge-

S0, how does multi-tenancy work? Al nsers of the 1[||:H:!urinn=d ate w8

rithms and programmed code, but each user's data 18 mmsmﬁtf

user’s data. Furthet, the application is constructed with comprehen

meanirey Lo ansun Lhat each uiec's Jata is protected umrn:!’" numwhmﬂwwhm

o o i e W Sy s shaped with all

access to the Saas application. 1a other words, 5325

users, but their data is not shared.

Fallowin ~party, hosted,
ft are the advanfages of & multi-tenancy aas over a thivd han .

single—tenancy application:

p—
» mhgmﬂnechudsmm-pﬂﬂhunﬂwﬂ'“:l"lrﬂ rm';,
» single tenancy, hosted soluan, CETOMErs must buskd i
if mewy users are added, data needs grow. of other Fesou
mmwnnmwmh-cwd!m“‘wm“
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f'-!i.‘i!l-ul‘tm.-tm
15 2cale Up peay

"B the Bnigoing Sass toat,

» Ongoing

1 it bE IR
FIOrage iz livedy 1o b the anly fesoyroe thal mrs
s — arig] Etncs,

" e B i
e oty are relately amadl and ofter

need®
Maintenance and updates are included. End ymers dosl
| Py iy LT, i

Lane [ree

o N famyrp and

wmmbfh‘!ﬁ{fm

2 ﬂnﬂl'w.m can

O

7 the ar-premises
hested soimian

S 00¢ often cuig
Fepuires l.'h-.i.r:ggg ot

be mare T

10 ke p their software up 1o date. The

o #C
UpSates are inchyided with A Saa5 subscripthon &%
N an ongoing basis

While leaving the undertying code base

context, applications and singletenat
mized, but this costly pndegunr S04 o
fitlonaily, customizatiens

figurabhe so that b I-r'i"”"‘"“:}'
oy Aeed without changing

Wres Secause the code iy unchaﬂsiﬂ-wﬁ
. Hervmewer, if gy ot lvess custoimites

o updlate code.

VESTed interest jn making sure overything ml:‘r
baskeg, A 0908 S0 Drcvders have, e sense, all their eggs

thig dhprgack m
ina “Ingle-tenan;
* 50 the ypney
Metesyar ¥ it g Entyre th;rw
M"ﬂ"ﬂﬂ‘. S-:Emma ﬂiﬂh‘f
S =T The 5
At e Moct i,

' THE ST
1 E.com

EMVironmaent, 5

nd
Ay sound dangerows, if's a banefi 10

service disruption wall affect 00l
bie slorv 1y respand and kil 1o ek thE

a
Broblem doesnt regecur. n contrast, with

itch can afeet an eustomiers af the San5
SaaS vendors

time, o MLy,

TEsL sighificant amounis of money
andd perfarmance,

SA tﬁFnivch f:'Saas PIONEER:

PIRCEr Erew to become a market leade!
Mar wmwrﬂmhmmu
wmﬂhumhmmmﬁx been o marketing executive fisr O

2 PART 3 Unds

e Landns -'_1r-u|_! Model

e, he started Salesfores com.

TPty
monikeer for his fedgling
& Tnarketing executhve, Marc had a bold m 2wy to aliow customens I:U'l-lﬂ-‘nm
"o software " The plan was duite simple: Creale AL [CRM) — over the Inter

r — cugtomer relaonship .I won over the web, The custome
Popalar applicatio » smat and use the application a server, and never had
omass coukd pu'fhﬂ!m' didint have to store data on to & remsate location,
Never had to update the o eI NSt tormer was traveling roiaes: WAithe
::IWMMHHHL‘ o B G, wrﬂl:! no capital

muu SCoesg saled

exception of a PC or some endpoin, such as a table

Lake o risk

businasses thal were o vias only
Initial Sadesforoe. com Wﬂﬂ'""w‘":::;:prhum, Alss, mrmﬁ;"“:‘"m e
In michange for not having o they could simply take the Aiffcult tme separat
A one-manth gommiiment, Irﬂm Salesforce com had m:mngﬂeﬁm“uu
Hﬂhmuumxwkm:':m fociss Sales and ma e g
Iy Large comguanie: f":f:::d:w Sakﬁmtmmmm made L

: ; h

Eﬁlﬁﬁu -#’;:m-“d n-:l ability 1o avold buylrg equim
inToands into large companies

(15w could
Sl pened B ol Bl
latform so thit Wz sertially, Salesforce.com
batailicd mmmlru m:;pgrmﬂﬂ:ﬂPmnsmummw E’d‘smﬁﬂ '[::::
ich it named xsona
sty a.'.a‘i-er\hﬂ""""ﬂ-“‘h":; salesforee.com wils able 10 offer add
Saas lcations on the platiarm, =
mmmmmﬂmm“ ok ; i
wmmm'““‘:“
| fiound that customers ; customers
st St being sl done AR
bl h'l:huﬂl!-tﬂ”h*y"”
Salesiorca fem b other, complementary Sysiere

netwa
lhiik £ COFMITLETIR it Ao Enteracts PEES
WE“‘W a byorid pavironmen: applications bull
M'I'Iudﬂatﬁfu“:’:“ : e clouds and third-party
behind custom i

Platiorm as a Service offering

rkx and 70N ﬁm[ﬂ“d.-m =

Emmorﬂ*:‘::'"fh
compreheniive st of 83 e "mgﬂ!ﬂ“u:?
deplayment model.
on the Salesforce com develop ,.-ﬂ::w.burlmww
oreate a dependency
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The need
s for cloud native Saas
wmb;ﬂv;mfﬂ to the characterdsti=s of a2 Saas ﬂwm #.#
- 4 modular architecture whene unrmwrrhﬂl”"' ﬂ
serving very large numbe ::'.J :
Saa5 mibers of users al th me Lime,
Quite e oppos Applications must therelore be stingy w::;:umpuﬂnf “l;l'f‘

m}-ﬂﬂ'l.
plication This approach results in better scalability and elasticity
TPt thay
ite Ugeys
ml'h“m TeSurces; mﬂ:}':::’lﬂa]lv treat Saas applications as tho el h
Ve resources aen oot 00 et work, and the application
Premnizeg 4y Needed. Comy i
ta center pare this approach to application®
of the dagy where a sizabls [ v l
centes, [ increase jn demand can siraln wﬁ l
|

-

from Sers would
sexy o IT organization, uh|:-h n have 1o explicitly request additional © g
Mmﬂmhmh could take days or weeks while -IPF'"“’
Saat appil » and systems age pmi;lmdmddf?lﬂ"-‘ /
the tloud Catlons Can meeg increas] "
ap it Provides ot designs into (he demmands by using scalable eSOV
building " Yendor iy iy :u,.wm" the application, What doesn’t work "":.ﬂ'
b e Al o gy e, 1SFACY application to the cloud ol
applicatin S0me benefits, 1he ugh simply deploying a traditional 4P Hﬂ’
nunmntmudm;}:.,:;wm“tmmtmumrrh I
[4 =

on- Tetpuire e i
e S e s et bt e Tl
BICE vindompy n“::ium can sometimes crash, be o7 v

Ry are those st Lable while an application 15 “ﬂlﬁ"
uatlons are acceptable in the cloid. 5395 P

Withaus I use, ang
e L Dew lires
Ing downtime 1o ﬁ.m:: ust gimply appear in Sans apy

Keeping a sray
"pplication
.:FIIH‘:-":xlI‘HA mmh“.““"!“ml,mnwhun mwfﬂatﬂ'ﬂ'mib’f}:
e o e 1 e s
%mhum;"W{MUﬂprﬂu'm“ma A ;

for imote detatly.) €O L9
o0

madem
tonls that can help make Saas applic

The sy o

mm?%mhtm

L I'httutn.;::ﬂhﬁ Venday ;r':l’ Baas nml:“hﬂ' w0 appealing als ‘iﬂdﬁ

mm&mm:mm issue when updating an ap ':L- |

The O the Clingg outage. This can lead to a crisi®
u"“ﬂllum -based application, |

e ¢
r 3N srganization that drive

g It sty Pataigy, s adopt® s |
UL Softwrare 5 focuses on mutaummdmn"‘d;
1o meet uurunf;:'ﬂ.m"“"" and services shoukd 85

3 Containers are dyremicslly deployed and archestrated

3 Each software component making up an applcation Is packaged In IS aum

totitalner, which faclitates reproducbility, (raniparency, and FESOLIE

solation.
— acthely scheduled

e managnd 10 DpUMIZE MESOUTTE utilization

B Applications are segmented into micraservices, which significantly increases

the averall agiity and maintainabilty of applications.

For mare information on containers and microservices, sce Chapter &,

U
Ndersta nding SaaS Economics

Cloud Saas applications have changed the way companies pay fo
ware. The folloing are some of the wost important things to (K Whout o
you consider budgeting for Saa%s:

customers are often able to get a free rial period o assess the
Additiprally, carmpanies can showly ramp up the
have access to the application. With traditional on-pre
acnmpany must make a Iar;!-:ajiﬂh-_wﬂur:unﬂ'ﬂ* 1
appleation, it then must instll {he software and passitly purchase addithonal

ton

e m'l'.;'lw remises

| licenise sofhasre madel With on-p ol
applications, there's a perpesu sk s

hardware to sUpport the i

saftwane mparﬂ:smﬁd-tnanmrlnmuwf
muupmddummpmm-rﬂupmmm W“mel“”
mmwwaw:ﬂ-msmmﬂﬂmﬂ
mlnmmnremtmmdmnmdu
Upgrades longer costly. onged with Saas.

b trah nmlpd buﬂnﬂum::mﬂﬁmmﬂﬁnr
I.ng::dln;al:radm'nl.un«pl! app 15 to ensure that

upg-mgeshchlndlhnﬁﬂﬂw.nl
saliwais at the same ginnp withoud
p;m.memﬂﬁutm!uﬂn
version of tha soffwane. Howaver, 3 5aa%
software gwwrmmmdm‘tﬂ'-
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' Octasional)
¥, 5838 upda ot
"“I'ﬁ- les ¢ |
iu?:;:aszﬂum:lun that HZi;:r:mr;F:. For example, if l.rnw::w" “ﬂ | Where da saas applications run? A Saas vendor might mun jis software in the y
typleally kepe A5 bas chanpged ity dats 'slr:“'" the 5aa5, the apphica # Phiysical data eenters it operates. Salesforee.com did this priginally out of neces-
tomy o gy 1 3 minitum beragse aciatre. However, thess B it sty because it was an early innovatot wilhout other eptions. DUther vendors — for
PPort 3 wide variety of wﬂ;ﬂi vendors have to archited emimple, Sugarcii — run their Saas offerings in public chouds, such as Arason
Flg-u S AWS ot Google Cloud Platform. A 5285 runaing in vendor's data center isn't nec-
! r e=xrily mor stable, but great software on an unreliable third-party platform &
tl'E Ming Out HDW saas F' - useless, Sn, i's important to understand service level agreements (SLAS).
i it , -
I.llth |ﬂud wn l Sie The ability of a Saas application to run in different environments |5 impertant for
r d Mmany reapons, just as |t I8 for almost any other application. consider thes
5338 appy Examples:
Cations o, .
- arily aper:
humap, I'E:Lc‘“umllht I“'""Wp “mr“t'ft::.ln pletely independently. Compankes ':"T::;; ¥ Physical location may make a difference. Same Saas applications need to
Ing. Moch, o s m_h"“"mmh-:g lilee this: Saas for CAM, 3 o 1 cloge te their Lsers, For example, a high-speed video streaming garver will
SYatem thay this information g fedd Bardware behird a firewall, and A Mﬁ.ﬂ” pravide a batter user expirience if the data does not have to travel g
informarigy, may be housed I thet into their enterprise resource pram!'“ﬁy distance=. |n addition, sore BUSINESSES have SOIVETTNGE riflies that mecire
= this h‘l‘:ﬂﬁ arely fow aw:cm;‘:‘hzem'”' Providing processes '“‘I - that their tlata be lacated ir the country where thi company is based.
The erw, TS nvironment, systems ls critical. Figere ¥ ¥ Software location may make a difference. When S35 applications IMesact
tl::tn:d Nt described he il with piher applications, performance will bienetit if they're both i:::::mw
i e frul o toud Thi for simpla interactions. but 5
<loud whilp thye It's 2 bybrid ejou 152 hybrid cloud, and i is proba®!¥ : 5. oy NGLU NEPRFEN. Becomes impeitant. This is one of
Sasy Aralytieg because the 225 annli i 0 P antd communication rates [ncrease. it more Imp :
need 1o -V le:::in R iy mﬁralsn;:p ”':E'Llﬁ';maﬂ‘ "u the ressons you may find the same Saas application in aifferent public doud
worly i il ETNND
cleva together to prowy ; }umut‘:m clouds. These applications ulm"i 3 Flexibility may make a difference. Not <l couds are equal and 20 clouds
| Figure gy, © 40 be simpler atl:tm value, O course, a hybrid ©° it are constantly making changes to their offerings aed pricc. Mﬂﬂ:w::
re complex than the one 50 || should stay aware of cach daud environment and be ready to '““'“":D' ot
applications 1o the doud (of douds) that provide the best platiormm
applatons.

__ 3 . i Tﬂﬂwwﬁ and
Saak applications lve in diverse envisonmenis, integrated ml:i:. alsn provides new

othor applications, Although this serp incroases complexity,
opportnnitios,
scoess fo all af an application’s ks

| >\ S0, when a division of your company wants e {hat's in the
- reasonabie 10 33¥, sotey, 1
50 that it can run analytics, it is no long=s <ta onto your private cloud

y d G d

Saas application.” |nstead, you can now replicate the
where (e analytics team can make a copy o tha golden masster (@ !‘-Ingtﬂwﬂlﬁﬂﬂ!
- i : I : i s inph!:liﬂ:td et

the truth for the dam — the pelerence model) [0

e I : of the dats
""‘ms‘:.; lmil Pate erunching, and other groups, goch as development, e2n malke 3 copy
L T 11 Eltoure] i and wse it for esfing in @ public clomd.
] . Eﬂlmﬁu umu.mr
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Using Saas as a Platform ~
l

PART 3 Unduramindlys

I arder G eTrate a Miare [I.'J-tl.l!'i{"-
their application into a platform wpon which partners and Indepen?
Vendors (15Vs) can bulld applications that extend the S3aS platform T;ﬁ :
m: ".'l roosystem that extends the functionality and value @ I
. - Typically, these evosystems are domain-specific, o

Esing heaitheare, CRM, o1 wiher business focuses

This I8 T Wb ASaae
FErs vendor with 1 g tomer®
APLS 10 15Vs, These 15Vs can l housands of paying ¢

o

. gaa5
mfrastructie, '“"ﬂrf-nrz, hen build applications an top of the J
reneta) domain br specific extension of the Saas plarform. I .#"
P

rich application, some Saas yendors

5081
it"&&

i 1 -
tiom, but can focus on th:-lm don't necd to write and deploy an ¢ 5
vendors within E.lgﬂ mruhl'w lmio the platform, the SaaS vendor autra®
typleally pabes in. Further, the Saas vendor that created ¢

e of messy B Hgfl-ﬂ"
other comples PeogTamming Bing middleware, business proces

3

Kote: A Saas |
who build 'p:'hilnrm ia fund-.:mlenlnur a Paak provider 1o the pa.rlrll'l:j':ﬂ
Of PAZS.) When o - L€ 5335 ecosystem. (See the next chapter for 250 g ¥
specifyan abplication is built on the Paas platform, there I8 00 "
By offering ot k2 *oUld be required if the platform offered I
by the Sans The - 'htl““""—" that are consistent with the domaift L
Platform, ensuring I'Iui“thq Sercises control over the applications b
£48 the Saa8's domain,

thousands of happy and payi pors:
; bication ying cus 'pf’
PO ke ackitia, 1o ysipye | MTRE its software through the S35
Mmﬂmwm‘mﬂmgmnm]um| tales fotee. This has becom®?

HHlors to build their brand and power in the B

Ciscoverj
on Saas Pl;agt:vo':;gu“ds applications

k
Bdvantige to working in the ponsystem ;ﬂ#'
"

+ W Lk ot
e 1n building ml"““ﬂm loodk: at the types of application mhpm:;:“ﬁ
2 15V €2 e brnken ingg g e 1 APPHiCations on a 8328 platform. .
ht n mmﬁ,‘ m”“ ;ﬂﬂllﬁm:- smaller |r.lr:u|1:;lﬂ'|l ll"l"J
ber it ivates T why a small pamy with
Matfaem, g Hm"“lﬂ'ﬂ- Lo build on top of, fnrmm:::nm smﬂ'dr'f"‘w
e it “Imﬂwmmwlmm' WIth Your ows customer base. wﬂrt“uui”ﬂl
SO yRLem ’

& Cloud ragdnig

or
Established companies may want to {oin another campany's unlmr n::;y:r: : ”
Many reasons. Software vendors with luﬂ:tl'lfllll ﬂn'p”m“ﬂ;lﬁd N
teeiving pressure to offer a clogd version of their sofrware. g
these larger 1SV (aee is that in order 10 have & suecessful, rntﬂ:m e
cation, they must create and establish their cloud presence. |l gl :uxmm‘lnmm
ecosystem that has already established thelr business and a
sharcuts the path to customer Fwaremess.

% iponment of the
Both latge and small companies penefit by using the Paas :m“"n“w“m ot RSt
Saas platform, which can dramatically decrease IJ_I! all.'ll'll-lu'll ‘:Emr._ i
be created to form a mature application, thereby increasing

Ve ~based CRM
Consider Vieeva Systems, o software vendor that hudm“d éﬂﬂwﬁng I;mmn
moluthon for the 'phitmirrulifal: anmimal health, a ot o,
Verva budlt its soltware (n the Saleslore.com Ml;ﬂltfm i =3
Veeva would have had to coeale a completely new i b
monumental and expensive endeavor for a small dumglw.
meel the unique needs of every industry, S0 where
partners like Veeva siep in. : .
with specilic negulations.
For example, pharmaceutical companies m:;m'fg‘ﬁ'tm i ey
Veeva has built-in functionality o track and TEp infarma

, when reparting require-
Because Veeva controls software and memlu ssers have access to the

it jona and
ments change, it updates the applicat e ﬂﬁ“lﬂl
sl “F-lu—d;u af fering and ane in compliance
LT T Lhis
uniry prac L Sl

B

Onie might think that buflding 2 Saas application 10 3nOET UL pynly You
wonild devalue the application. However, e SFSSECC Loy i the same area
hﬂrrudmlfmdhﬂw foad vendors at a mall i‘-"-";:g,-. ean do very well W
Sometimes called the food court model, mhtﬂm to the ecosystem are =
colocated, not least because the customers

there.
highily qualified to do business swith the vemdors

Developing on a 53 as vendor's platform

in am established
build apglications ol
great benefits for 15 that e at the mercy
Clearly, there are independent development comparies mm:- platform, and the
® s.ﬁsmw'ﬂl: 5aas vandor develops and mnl:;::‘ ¢ om [t opeint-
the = T
15Vs who have bullt applications o the et . the platform may PSSy
y. Il the SaaS weendnf

in
d:mpu:uhmmnwwﬂwl“
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inevitable that these platforms
J pl ill eollaborative applications. In a sense, it was e
Of course, stability and consistency aver time are important for 3% .-dﬂ"’ "
from cloud o

: he arganization and need
tasks exist thfmghmﬂ '
Infrastructuses to operating systems. But 5445 pl,.;llihll"!' ant would move 1o the clond. These

.  be pasily accessed from many locations.
Tnmplt'l"‘ﬁ-.i;ihuimm may nol have as mch experience i mLuﬂﬂ ) ﬂ‘; v
otect thermarives, independent vendors should have the oppe
Oughly test their application on 4 newly modified platform before Wg::ﬁ" Saas development services P pm———
plm}.uf 10 end users. 1SVx should tesearch 3 Sass vendor before dﬂ‘h‘:“ﬂs_ With more and mans companies bullding software I'm_lhﬁﬂ:::-*_m-l i applications.
T U0 verify it prenvides the stability required 1o safeguand applic | that rany enmpanies are bullding wervicen thit make it asier { an application, not
: i that s intended to be a past 0
However, in dort e ) Services means online softwart
» I practice, the relationship between $aa$ platform ven t a L enkh
15V partners is i ™ i application |iself,
it symblotic — each needs the other for success and red
success of 19 document s APLs and state hiow long they will be wpﬂ. p Examples of development services fnclude
fatluces yri RS 00 8 5238 platform will benefit the Saas Ve e | t even the
will be Hhe ':’::':;;“ to the platform. Applications bullt on the s:ﬂ{d*- ' » Manlioring as a service: 5335 applications ususably mf‘iﬁz :‘ﬁ eactions
neded creating company’s nate, and they will, © an come from bugs
™ pamy ! bigrms. Haues 30 these
condited with the application’s success or criticlzed for tallure :r:nt:inmrlrimﬁw- . of problems autside me'-'\ﬂﬁ-:;ﬁ:: :'ia
Looki T mﬂ :ed;ﬁemw customers £Lart
| e | ok, SUPPOT
g atexam ples of Saas ].'llﬂ'."'-ﬁ“"r“5 41 Eﬁ:’:& mm:mﬁ“jul CUNRDITIETS dncallth{;mr::;m help the
Like 50 many r i what the problem any
matiity - i (100, 8235 applications have reached a certin T 2 personnel need 1o URCEEETL e Moritoring i oot
M"?“"‘“ﬂﬁngmmaﬁu“wm far granted rt Customer wark atoundt mmlwmdmwaﬂnm [
asclection o 1p 7Y W 5345 application. In the following sections: ¢ saurces af infarmation mumtr:u i, and othar business units.
N of the major types of Saas applications | antl delivers it to support, develapT s are Hime-conSUmng
Saas . » Compliance as a service: Compliance m::ﬂ‘il MM"W' Mﬂm:uﬂmﬂ;‘
husiness applications andl eomplicated tsks that LirEe very invaived with may spedial wﬁ"; o
Feum decounting safimare . ply s ance is a welk-defined scttY VIR wions a5 a servce 50 118
ma « financial o customer relationship management, "“Pq ;;iFufr ' companies have mplemented comg
Uons for all te seang MARAgeinent, and human resources, there are w] compary doesn have 10 : providing antharus
weTe U ~Cpeg i) business practices. Mot lohg agn, manmy of IhﬁE' in (1 Alrmaat without exieption, vendors rity extinics w
“’?ﬂuuﬂmh“mm" in on-premises data conters. Now, the¥'™ o » Security as a service: LTS 35 3 SeTED. e
| — 10 mako them suitable for the va:‘.lma]urllr ';I_ husine=" software are offering theit :‘"m':’h communications. Lnu!amm'ﬂ:“a
These produey much further than looking for ol of software davelop
tend 1o e i activity that is part and parc bust,
With bugineg, Proceuses b Sveral characteristics in common: They're ﬂ#‘-'ulvl secufity [s-an by soltware as It 5 being desipned and
APLS a0 thay ghiey. ““tlnthimlmmmmmmﬂ they have P50 i loe AU gIREIY umn:mm'ﬂ“"““'““
applieatingy e mm:'ﬂmw businesses can add functiondl#Y I“J ! % Database {and other HMT:LI’;:'“""" this context Dmf:mnr ot
- Dremises grmaenms t . TUMbErS 1o the cloud because custome™ it | with data and needs 10 SIS L B0 0 o sorage ond matesil
i *oplication wii 130 hatd 0 manage, and ysers need wCeFS Database as  Service) are the Tﬂm many fypes and vendors mﬂmﬂ z:mnci'l
| | dlata. Every cloud emWORMERE R minutes, 10 BOVSRR T e
A Saas collaborative 5 " “Typically, & takes orily & Mﬂ m Components muwn“u;dm
i Pplicatio database and start usin dl, Including Ki=n
m“ﬂm“’ for coltabiarapiyg = e ¥ ons are tia puallabie i ihiog data storage and anatyis and S0.9%
Tocuess ; applications. This i domind :
" | i‘l‘llh‘!hﬁﬂl-—m MMM| ™ i rﬁ’ﬂ

al eredit card processing. 2
# logether — and most people ar¢
| tng, mmtmmr:m" o0 shared activiies. F::::::ph mmr-ffﬂf
' e, projoct Planndng, instant messaging, and emall
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» Getting to know Paas
,» Managing the Devops life cycle
» Evaluating the role of the data center
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Chapter 10
ztanding on Platform
Sa Service

£ roakos senne Uhiat Taa5 won the Rrst affering lor
cloud as it was a direct replacement for &
hosting applicathons. The wvol
w2 step that developers Tecog quix
responsible for adapting thelt applications to different aperating systems from
time fmmemorial, and the ability to deploy applications
the differences between pperating systems was ail Enorma
hiding the underlylng operating system in a Pass virtual machine and providing
general services to replace operating syitom services, dovetopers could focus 08
the business logic of their applications.
In this chapter, wo disciss the value of the Platform as a service mode] and 5
ability to make software development casles in 3 elond enviranment.

Dj
lT":‘:’*‘hﬂ‘sring the Business value of Paas
pvice (Paal) eaﬂﬂlﬂmmrl

The efficiency of huilding soffware in a Platform a8 a 5¢

(rather than an laas environment) allows developers T spend theiz rime creating
software mather than managing infrastrocture. Rathet than needing (0 create @
135
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phuu_.rm o give develo

vide 1he pentli
st A m“*rrn require. One of the primarny beartl?
':L:;' Faas ix that It allowns businesses 10 3§

e o
meel new customer requlremenis.

pers the toals they desire, P2aS evirom™<™ iy

While kg

ng deve (]
::Ln'h“"”"ﬁvt:.xm:‘_::‘: Iz an excellent tactical value, the hbg*":::p-
PP and proctiees, usiness with forward - looldng and tl'l"‘d”:“n.i

of containg The mole Paas plays in this transi \on 9
U Lo g af L:ﬂm“'“ﬂ fnr packaging and ;rp|mlmnqu. )
bn and GEpabilities 1o provide which B
“ach of these integrated business ceach and scale, WEC o
Symblotic areas in this r!u:.'::]mm to manage it all-

i

i i, fomputin
y i ; & envirenrment whisre JFF“E.I'J“.I'II can o

an ’ in
tam, ppey “mm, System, 71 Contrast to laas, the compute ] at
BEVices fi e ﬂlu_w::::'“ typically provided by an epeiiTe

bnfenstriictyre

anl 1f0, are Instead provided a8 .\N":g

Ther Paas model, in fact, sits 00 o

lJ

& ‘!‘l.‘ “'u-h = aak mmm B!w“h‘ system H"l‘m" ‘d
o0 wm % Punning in :,m“”‘ﬁﬂlw :h-ms:tﬂﬁ,fa

Lias Laas environmaen ol L
whut Within the il page t. Applicd
t’hufmd "’:’“ﬂ hviran, H’::llﬂ:l‘lnum ak ey o wilh anﬂh;

wilth

Uzing Iz no application belng
for "l‘h'md SREOCETED willy afiolker -IPFT-::':HIJH-

mhn.,mu:upmuu.mm e ““,,.a’

'inn ‘“u““‘ Hut mm o m lﬂi" ”;’_,

MGy design ang ﬁﬂﬂmnh with diffevent operatii®
Paag "Fhmmmmn_ therely !HEH m,,.;i"d

ﬂ""'ﬂvm.,‘ TS thgy typically that brings mh“.mwﬂﬂf
"enit, angd WF . I"mﬂﬂcmmmhl#
- B0, in addition m Pl“-‘l"‘d
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and services, Paas aften also provides
puelopraent methedology. In
jons platform that

computing environment for applications
tools that suppart the development effort and agile d

f 11, we discuss the software development and aperat
benefits from Paas,

Paat enables an organization to do the following:

® Leverage important middieware services without hinng 19 deal with the
tomplaxives of managing different hardvweare platfores and operating
fystems.

¥ LUise 5 complete stack of development and deployment 100k via s e,
Muny af these togls are inwide use and plﬁ#hitAPJsfurfhﬂhlw and
standard use in diferant environments, Developers can ofien abg itoess
these iools aid anvironmanis ¥a legacy deskiop appicalions.

dvainpment and

¥ Overco hmnnﬂnlmmml
uh nnuw'ldardlndmuﬁ

deploymant tools by pmndlm_-.nmrurhusrmd
that meet company requirements.
Paak ral - the meum and the man=
can be viewed as having two fundamental parts iy on the platfocm

agement of the platiorm, Tn this chaptef, We focus pri

itself — the actual software that's detivered to your prganization.

The |y eritical fumcti

of F:;;mmﬂmm“mﬂm' hm P;a; vendor doesn’t just del the saltware maling
up the platformy; it alse contimsly nmnit:r;u .
ensure that the platform performs as expect Further, :
"‘"mﬂmmmup become available, the paas vendot can lﬂmﬂ!“t:ld-:'wpﬂlthdﬂm
1o i cuslomers uumuullht,—.hmuwﬁ ulpusmvtg. 2 e by e
sions seamlessly provide thels new features without Tequiring trention

application owners

Mﬂlmm-wumdmmhbefmﬁﬂﬁ_ M""m“"[.”mm
will manage its own PaaS environment, 81 Y7 il use 8 e, you'll have to
mmmmtwummtummrihm““ﬂmmmr;mw;tnpnw:m
iﬁluiu.mun.mnﬂgmhmaﬂ#-m"'"“““mm-mﬁﬁﬂedmrnhnﬁ-
pﬂvmclum.nrmuu.mmnanﬂﬂ'ﬂ”ﬂlhﬁ:Mutmaﬁﬂ
mmwntndmmanﬁuhmuh#ﬂ‘w MF“"W

ferent developmant me os. In those situationt yolr "!“"'""'m ireelf.
find it necessary to build and rontrol the esmpleX Paas environiee

rygling on Platiorm =5 aSEvice__ 137
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NIST DEFINES Paas

The Nasional institite of Standards and Technology (NT), 3 US. feeral gover
AgROcY estabining 10 define Inchnolegy standards, has & definition for Pars. T
ﬁmN'MWWMmMmmwmdmwiW‘“mﬂ:l
WG largiages, ibraries, servicrs, and tooks® supported and F""""m:::,.
= o 'M-“m'hmwmtﬂlwuwundﬂﬂﬂlcw e

UCHAE . . Bt has cantrol over the gl
setings for 1 deployed applications and posaibly (0
for the appicatioh-hossing emronment.”

You can find MIST's 6l desini
FLSY P f By g AP

H-_;ﬂ.!-l:lﬁ'r

lon here, M http: /fearo. nist. gov/paok
145 . pat.

Ma nagi ng

and Dep the Software Development

loyment Life cycle

Paas compueg
o PULItE environments are a technique for managing the d'::;d

e _ ¢
and deployment life cycle. With the moveme? il

deploying applicatio Wnibetsects with the rise of Paas technology = ™

details an twmm““:'h:; '":g“'ﬂ?ﬂml of appilcations as well- (F*
+ check out Chapter 6.)

Rrfare the piss
“ped was very g the envirmnment where software Wo°
in the MT“L“:::E than the enviconment where that software was ¥ r:]"
where it i e, anﬂm developed in g same, or equivalent, mg-irurll'“’:ﬁ L
hitlige fig b & lh"_"""hmm.-_“l. s almost always within 4 dﬂﬂ"'“wm'
e wrn..mh"-.... nd impact un software development processes 37 u
Operational procrsses for deployment of softwsr®
ThE Ctimibine| =
L facy Mﬁ"'h"‘ “""“'::rh"m development, use of the cloud, and 'I'E?:&T;
Wogethg operations staffl ks resulting in all thos® ¢
than softuagy d-u:;.,mh = ::'n‘jl = more effective practice grwnn as DevOp* n::i‘"
And eperations staff working !udrpenu:nl-h"‘“m e

g wity "’::m:: 101 50 lang ago, now software develapment = rﬂ:ﬂ
CTESNG Bew foupyeon. farm h o
o

A single, integrated practi develo?

e v Integraled practice. lostead of dev
operations team g g MR Bew software releages and handing it OVEF
highest priority fuagys. 70 © Customers, DevOps focuses on developi™® e
cloud applirations g, H‘EI: necded by customers and immediately updatitl
CUSIOmErs sev the features they need right aWaF-

o cloud computing,

m PART 3 Undorranding Clout fitodal

I this new approach, software isn't deployed with release numbers on a &- ar
2-maonth m:g':mlg, but applications are updated with new l'utu[:d as 'IEI'l[llh:
they're rmady, sometimes multiple times a day. Of course, new software ,: 2
16 be tested before it's released, but testing happens eaclier and mere “‘“"E;m
even though it's released more quickly, it's usually equally (if not more) m

and bug-Tree.

Succrss with this approach also requires mote atention o lih': uu-ulllllt]'_nfllﬁ
software 5o that new features don't pequire training and detal exphanatios, AR
I all, implementing this new mdel for developing and dr?iﬂmilnr m—'-ﬂ\flwﬂph
teqitlies 2 business to restructure iis organization and rlunn«; e v
nteprating development and aperations), change processes { qwlatlmhlpn o
priortization, live software updates), and probably change o

their customers (for example, moving from 3 release sche fivering

customer-prioritized features).

| E‘t}aging an Agile Development
w5 | ronment

i deliver
To focus on customer necds and prioritize wlw“ﬁlimm:ﬁnﬁmuwﬂ
features more quickly, compstnies are mmiﬁw,pwm model, features are
ment process, In the traditional development 2 Ju delivered (o customers
developed over a fairly long period of time 277 thven wsually examine the
as a release, typically with a version numbet mm:::l‘nm needs and processes,
teliase ]‘rn';'hlpitm it to make sure it still meets From development to
and plan its instailation, training, and MheaIEa "“::: the longest, With the
aciual use would take at least months, and a year of M’ fime iRCTEAsEs rigks that
high velocity of piiginess and mrnpﬂ‘tlliﬂl‘l. that lon lead
nisels will have ehanged in the interim ot
market with peeded features faster.

nt of new
swift dovelopment and deploVoee L

the Saas application
customer features, avolding named releases tm:ﬂﬂtlﬂ within a single
place), and integrating development and dep developers, 3 product man-

development
mgth, within shich®'
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ARE THE SAME NVIRONMENTS

Veuans prorade

TP T -UL":“;:IENIHPHSMPM& Avandsar may offer 3 pais

mmhﬂhw applieaticn that slows other vendors 1o extersd the

FrOvde s mmwm.m hiars done with Farce com. Public coud vend™ U
Bment thess capabiimes with Pass sendces. Othef

Pwﬂudhm
frent ST Y —
I Scdiition to these ”“"““Wﬂmr-mmqmmm.dm

ARublic Paas plsst o
Tharse ar i very different than a tradtionsd MP"“HMHIEM

% S ke .
tﬂ'mw, hdﬂhummanmmah#m’#ﬁpﬂ

]
}
ik
it
{
3
Ea
i
i
g
i

® N8 Pas eoniroriens
e bfhh.lm:t COMPUng software resources anent instalied and M2
%M&:M“H_ e Paas ervironrent natively incorporales P

. = wendor is respansible Tos platfann imanagemen

y - i Updiites,

! mwmlm::mn“”‘“w onprembses emdibnment, it must B
bty thﬂsl-rsuhumr::w"d 10 the custamer's environmant, An appica”
£ Whmhw already in the coud ard can be made valabie
RACRAS), O thy et '“‘"“W“ﬂmrfmupmw"““k

mm“n'ﬂ!‘;. dmmmﬁﬂwmmﬂtapﬂ

; l ;J - ::EWW BN churactertsics as Paas an a public eout:
LD oryiemy m'nlm stardardined computing services to rrplﬂw
| Pk i mnf::nu portabilty betyeern Paas platforms for $49°
%.“bm “Wn[ﬁuﬂnmmﬂtwdww
!!.I':*"‘ Satrie Saasg et With the Pass Phatforms. b o
Eheie sy, wmnmummﬂwsu'wﬂim‘“ i
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tlfM

i1 fact, the trend ki to not only integrate IeamE, bt 1o seek toam _11,.,“5.,-_,3 win
lopers are the ideal technical

combine related skills In particular; Jull-stock deve o
members of agile development leams becausa they can work on everything "‘E
the lowesi -levie] server codde to wser fmteriaces, and all middlewane seIvices, S
a3 databades, natworking, security, and so on.

a customer need o 4 new fisn =

Agile teams who are operating elficiently can take

ture, tirn it into  destgn, peioritize i for development, perform mm:hp‘z::
test it, and deploy it 1o users via a Saas application in as little as two ot three b a“’i
andd less time for simple things. (Vor more details on software developmen

deployment, see Chapter 1.

D’-‘ﬁl}ing the Next Generation
iddleware in the Cloud

In the era of highly distributed cloud computing, o
important than ever. Middleware is the basic phembing for all types aof 5o

ishlleware SET-
environments in ordes to integrate senvices and data Mllhl::'lt‘ m il
vices are complicated. e these services 1o be useful, pexqui

reduce the
layers and APls so that they can be plugged into a development effort 1o

middieware sarvices Are MOTE

compleklty.
critical services,
Thise seivices sit on top of the pperating systeEn and provide
such as:
with ather applications

#4 dota fransforms:
3 Management of data, suich a8 connectors o 4 PrTL

than tools, and even databases

o with business rules prygines and senyrity tools

» Corelatl

E)‘li'ltlrri ng Types of Paa$S Platforms

ranmient without an operating

ing vl
All Paas platfonms provids a :lnud compul . et 10
gyntem, but do inelude compiting services ttﬂgﬂgﬁﬂﬂmuﬂ = P

et of services, HOWEVEE, Paas _ sl
;l:::;:tl:r::nnm ar matkets, and that introduces interesting variants
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Pazs concept
This sectio
explaina why thels Bciat n discuszes the most prominent Paas {ﬂlﬁlﬁﬂ
18 Impartant 1o their consumers,

The specific
Paas
contexts we explore in detail are

Paas; Apu
re Paas ervironme
» Private Paas: 4 nt that & avallable as a public dood

L Fumbmgn
Wihin & busines '“mmﬂaiaﬂanieninpmmu:ﬂ'd

5 AL cenep
% Open 5
Paas: Opens
=oure softw,
Spplications run in an mﬂ:: :::Lrl'."nablﬁ bullding a Paas whe™
arment

Fach af

'8 often paren 1 HIPPO =" e
“mh‘uhwn“mr I move m'::::;ﬂmn and ninning Paas ;pptkiﬁu?’l-:w

& concept called portabil !'!:“ from one Paas to another P

Puh“: Paas

E..s M :
ing apppe " Granted, Ao shortest path to developrent and 'H’“‘"#“”r
alresdy mI::“ + bt public clougs Eah"m‘ Olfex wccelerated spuec B #ﬁ
i ting and hei i Wiﬂnltidﬂnlamr'urnmmt o
peed ' ged by Paas vendors — twa ;dv‘.ni‘lﬂﬂ""t!:#'

Red Hat o 08, veith Ay % The biggest Paas
om0 AW Sl Bty Moty e AP

o dngd gy L

R Bhlﬂw Enging az the most visible,

Al Y Patticularly thos, e
ey o Mhﬂl = Wﬂ;ﬂ'm furger wendars, these Paps enl i J

RO iy 1-]“' Jor applications “+as applications from around the worl?

A T 1.t b aperyey, o 10 2 unsurpassed by P o)

itanle 85 public (aaS elouds offer the 537°
the firey ey Aplications have mass market ambithor® p""
‘hlﬂﬁpi;;tqb: either (a5 or PaaS-based ﬂPPwrt;
iy clowd but just getting atacted "'thif"

%“mmml ilstency pabili
of APls and pwedl
:l:mnp:nm and application Pﬂﬂu;-:lll!tr. Hes e
:hnrm,mm’“‘dmu ®* Bave learned that they can run th unt"‘#'
applications, 11 ut;. Pectarm o t‘:‘ﬁﬂﬁu to invest in a phm“pialll-;:; cent®! 5
Rty e IT and othir activities walng public ‘M
-ﬂlrpuhuccwmnheuumﬁl”‘

derstanding Cloud Modss:

18 perform their development activithes. Companies that an located in different
physical locations can collaborate effectively using the public cloud = 88 Op2A~
sturce campanies, with their widely distributed contributors, have long kanown.

Having said that, sometimes companbes have reasons, such as regulations, where
Pasts or all of their business may not use the public cloud. For them, privite Paas

clotids, which we discuss next, will be more appropriate.

Private PaaS

As with 1338 clouds, a Paas cloud can be installed in your company’s physical data
center. Originally, responsibllity for constructing and managing an 1aas private

cloud fell o the business itself. It was 2 uﬂﬂuﬂlmnmn'}rm"ﬂﬂd- because
a product in evolution.

the private cloud was often as much a rescarch project as
yhird parties are svail-

Nowadays, cloud installations have been strzamiined antd
able to perform cloud deployments and sometlmes rmanagement as weil, The term
hased an a third-party cloud

wirtwal private clowd (VPC) describes 2 private cloud
provider's infrastructure, with a private cloud implemented ovet it

Paa$ platforms ane generally much Joss than fxas platforms in their
s which are oftent handled by the IT, devel-

configuration and management, tanks
“F'"r?t. or operations t:aﬂ:: 1t makes sense that those organizations would be

clouds, as they're the primary con-
:;bﬂ'surrn.ﬂ.gwimwhmw&ﬂi .WmﬂmfﬂHMMFﬁ

d to devel ntain, and support intermna i
use the P:.IS- rurm;sﬂ:mppm agile I::;dwm::u eycles and deployment of appli=
cations. Operations will manage the \echnical Infrastructure, deployment of
applications 1o the public cloud of directly to customers. Fot € | "';ﬁ
DevOps (combining development and aperations respansibilitics), the Pass
must model the company’s business processes (07 development and ﬂplnﬂﬂeld;:
of applications. 1t Is, therefore, cxsential that these technical prganizations
responsible for private Paas cloud management.
js almupst certainly 4

Note: The infrastructure described in the previons

hybrid cloud, as the private Paas.fs used as a path for deploying applications to the
pubille chowd.

Although many prbilic clouds have compelling paas cloud %ﬂﬂ mm:
thmpndmmmmrummywhu:mlduuifnr e , campa
nies in regulated industries may be required to have their wmmt-
mmsuwmwmhmnmmummdnnpm;:lyu e mﬂﬂfm
which of thelr many servern and dlisk arrays are used By rﬂp'llm memm
Even if they could, they very sarcly aliow. outsiders 1o enler .
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farce campanies 1o EM:T’}::M"JM The rize of data sovereignty "pll:_:#ﬂ

And soine ot data in ph""“cﬂl d bt
1 ata centers in speﬂl
adequately, Panies still do mot trust the public cloud to protect thelt

| 3

Open Paas

An l*p-en. Paas el b his

=
i1

= P different than the vlond platforms d_lsaﬂ’d
Horms that alley, + Private, and enterprise Paas clouds end 10 %
and mrh_-:‘g w":"“ﬂ!t? of prﬂpﬁera_w and w-auutﬂ.ﬂwﬁ‘ﬁ'
Open - sotie suluu:_-, Fuctune. In contrast, an open Paas i intended
implementation . inm and environment that jjen't thed o 2

other words, it fosters multicloud stralejhen.

A

;‘;:.“r::mu But wherg o X i1 particular, s fundamental t0
Y woltware, open P,mnﬂ“"'!' cloud platforms bias Ii“.ll!if'Jf g
Paas favors Open-soiree software. This P "II‘

a difr, Granted, 2

[ frent culbire than thlnm e e s dueslopuincs

oy s the neg o y? mm:ﬂr software development, but most ™ e
o m!:' apen-sonree developments, 08

o oF @head, of thelr competition.

Reapin
PINg the Business Benefits of PaaS

%54

\

STzl vings of 1345 are
hw'“'!“l af :::'t -Fm has the l.lm:lut You pay for anly the compule
el busiegs 40 Pay-as-you-go model, but that's

tages for Paasg,

ftware deg|

differen; lopment simpler, by !

e Pags , but Paas apP

POTting alss iil::u tha mmtmmslﬂrm; Simplicity and ease of
b applications would require: B

Frhanicy uginess fp <
! Platformy. respond more quickly e lower cost (0F '

O Brliie SUnES S0ftwry fod?
L] hﬂit'l ml“tlhl i o T dﬂ'ﬂt’lﬂhlll.'r oan ulmr,;ﬂng yRIEms "dlcl':"’

Paas vendors we Persibiliy
Wi and coses 2
licenses to pay, i 10 hardveace » of managing a Paas platform 1©

and ne 1o procure ang “‘d‘f
ongoimg manage, no long-term 80
PMazform, Management to handle, costs ar¢ ot -

PART 3 Understanding Cloud Mogsis

the minimum, and development and aperations can forus on husiness iEsues

instead of infrastructure costs:

By adapting a standardized platform acrass an arganization, hardware and soft-

ware conflicts are greatly reduced, resulting o simplified service and support.
s to reduoe of

This level of standardization and automation allows o
relteus [ts teams on [Eaks thal move customer relationships ahead rather than

just keeping the infrastrocture working property.

A STARTUP FINDS SUCCESS WITH Paas

out a moblie applicztion for airkne

smapn st bring together brpe

Imagane a wnall sendces company prepating wroll
tracking. To create the application, the developmint
AMounts umum:wﬂm-twmﬂmﬂm
W—“Fﬁﬂ:ﬂmmmrnﬁmedbﬂtapmm_.
gt compary, the team doesn have an abundanice of capial to spend on Tnfrastrture.
et “Wrmndmmnmsﬂﬂmnﬂddaﬂ They chose to leverags ot

based sendces.

The team & very technical, so they dedids to U5 an laas placform
' latfern, they have 10T
taaly they'ne already famillar with. u:a-:: faa5 @ i e

protess wars takdng too long & o wies 10O cuATbTSOME.
mmmmi—mmwm

To speed applicatiors delvery, avoid Int prags platfort To sive
biri dmirdstraiu, the compeny deddesio e s 1
ring & system muwlmlﬂmmmmm

i well
both intermally and as & public doud senece. nstead of
integrated etnironment ihe

Infrasirucurc) Mﬂpiﬂd‘ﬂm s =

F ryirgrren erables 2 relatively srral
ﬂ‘:ﬁ:ll‘lﬂfllll W.meﬂhmlmwwm#ﬂhuh‘tlw
 furture]
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‘ Man}j]v wWork i L ) al I I l
_'iu:.ds.ll_'rnh Clovd senices
Ureder L i
e T | dati st l
r- L

o're enIECDE B REW e whert how applications e huilt and managed
i | is changing thanis to the adeption of the cload. To accomplish this
transition Is requiring that monolithic appications pe turned int®
mindular services. To be competitive, i leaders understand that the ability
i change applications services quickly is erucial o cvate new bisiness OO
tion. The cloud s a driving foree 1y malke: this transition combined with a

at, and dedbvery-

unified approach to software development, deployae

This modern approach (o application dewelopment
procesy, and technology. Many prganizafions thatare fo
on a cloud- first strategy fior applications development amd d
a focus on continuous integration and delivery of soltware
[Fcations development &

Jomands changes [o culture,
povard-loeking are focused .
eployment; jnchuding
, in this chapiet, we
o deplayiment thal

| explain the chanjing [andscape of app
is emerging based on Floud compuling and thie fmpact 0T Falbomns:
Bl
ering a New Era of DevOps ,
devetapment and deplayment is based
pequires that

The transition from rraditional applications
on a change in cultum within the buginess. This cultural change
developers and pperations anagement collaborate 10
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between develo
feams have to
bt practices

Ll o
:“"‘n:t:li:r? loyment — not an easy tasic dei:unlﬂ-"ﬁ
o acovlerat ‘This new era relies on a comblinatian
e the pace of application creation and M

The DevOps cyliure — ;ul*"
oo muich [gy oy’ llilr'!. organizmtions a variety of benefis that #
tesulting from the & IT environments. The i e
'ﬂfl'ﬁl':nrk‘tp:: tha ::" o8 Contismas Integration/Continues H#
5 ty h’“ﬂﬂ: tnd and correct defects early, Continuous W
ervices to engupe oy ¥ *74 Validating changes to software epde and g
Continoms g, 1V 47 identified and fboed as soon as they 1€ 940
Ing, functional ety "M% the software delivery soon a5 they o

B. secumity, deployment, and o on), ensuting ﬂgu::'#

the appi;
detail Plication is release

& of the !mpunamwmfmin‘ﬂldvlh. Later in this chaptet, We
VNG process.

The use of auy

and d-wl:pma‘ ni pm:ﬁ]m““hm for operating and managing | !W'“

rhl.! Gan I:..‘ d."' Imm“: Bt tcale more i
T revpanie 1o mmml‘;"- changed, and delivered much ':ﬂ i

conditions and potentially lowering

oD i i e Teteny

of agile development
s P o

opmens g “*prl.m;:"""""'h“"““ approach 1o sefiware e Fet

Devey (e O which are related to 5 number of soft"*™ L of

et e e s K. 0

B¢ 2l operagian. - A, ¥ that it supparts seamicss collaborati®”
mpfﬂﬂnhm'r}w |ll':mh Bave to [nelude l':-:l only ﬂ]ﬁ“*

=N e o
Muteiighy e neIples arg g
e !'Eﬂ:'f umnm',"’“, 1““':'% o Mdliidual stakeholders and their nr-i!"'"p”j
Tooln. T Wirtant than lherring 1o striet muthod™

Oy e S IO the resun Do and agilty as 3 wes i

g every Iting softwars 1o the forefront: o
e 125 10 be put on the hack burme"

mhm.mw E security

omally. Mloptiae o

i lermen TP of Devapy

lubﬁﬂlmﬁm m“‘“ﬂ?l::ﬁr:" ""‘“ﬂrh-uunnmu;f:

fasue 16 2 disdip 11 the gy o o0 88 the eng n"" vips approach, set

e e e '
SWars deval

i Al end users,

B0 pPamTa Managing it s Multhioud Wory

(going learning (1o raise
trenched in Devips
within the organization
and the empowerment of
et to emnbed robst spcurity into the

clonsds they support, Tools can then be used to automate security festing. detect .

Deviectps begins with a change in enbture founded In 0!
Wourity awareness with developers who fmay atready be en

Processes). the jdentification of secusity-savwy peuple
wha ean champlon the change in the security approach.
those working on security to determing how

. and
vilnerabilities early, and raise security asa gate to blocking forward progress, i
even the deployment of a release, i{ problems are fonmd.

BXamini |
nin
Devg g Changes for

“YUPps in the Cloud

While many existing applications can serve your
applications need to be mmiuﬂﬁi

nen pequireents, While some app k
tions can be transformed through moderm APls and modu
code into services

pusiness needs quite well, other
ped in order 10 nwﬂm m;p‘n;::i—

1 odernized, oUher ca-
s larization of existing

new eloed native

in creating
The cloud environment also makes it possible to begint ger it
applications that are designed for the unique character] sbes of thn:::tlﬂ? .
uted world of the clad. This new gencration of mvﬁ g VT chﬂﬁdud m"‘i:
application services thal are gpecifically b T g
environment, Modern cloud native w““mﬂamlm:mw mltlliﬂhimlﬂ

flexibility so that businesses can atld new

| [}
Over the past decade, 085 s '““wﬂmnwadq and gain nﬂdhﬂw:ﬂtpn#‘ww
ire oy reduce onsl, -
transitim to the clotd was moatly focused “mmmm npidm;h':
pud for a strale Lage 1 of
b Mﬁ:dlhm'}eﬂ“ hdﬁﬂuﬂﬁﬂ that can suppott 8 ""mm s, roduced caplial Ve
econaimic benelits of {he cloud if
ment, and greatet flexibility am

|
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msﬁ?\fering
lications

Amang organizations

al
®3pes. For example, %0 changes both the development and dmlﬂf“’“"u:

wi
or a single mm’:;: bybeld clouds andfor multiple public clowt
foes, creating and thic architecture s decamnposed into clowd et
com plicated tagic managing applications and data can s 12

Developers and i mdi"".r

Fruasig

tavigate this terrain, 7 BT Will need new rools and capabilities 10 £ g
applications an. bl k:!' Ul need o review and anmalyze their current "'““d
::"“ Management, and h;.:.,h relationship among I, business units, 379

nely, IT leaders neood these factors affect IT decisions. And, M7 J":y
Practices. They mus n::? wluate thelr current development and 97
together and the proces o ) e business and T lecholder
lﬂ.lli"m s, Iﬂﬂji_ and { Ha

technology that can help rlltlkﬂd‘

Fm'lm-d_hmh ga’
nE T leade sale
advan 15 ank questions about how they can ere "ﬂ,.dﬂ’*

URgagement 1o implement new 7
highly dec functiomal I approaches, and new dmmﬂﬁ:" 1]
orapased and distriin agile teams wsing cloud-hseld .,,glﬂF""ﬁ
el nﬂ;:innr.. In short, jna!umm'r# :l.,.dnl

biaseq bissinesa servi tie code and applications (0
irchitecture, mmmﬁ'ﬂ“ﬁ"ﬂ]h‘mdﬂmn.m et

An agile mj
Crosiervic
This transition 5 based approact al:
won ' 118 DevOps 5 : “gl‘l'-I
muichly, while mhm'hiﬁ-‘cn overnight. Some o mﬁll‘: ::: e
Teguire mare tin use of lechnical and BAnIES = ¥
_ organizational cuﬂﬁlﬂw'

the Value of Demand-Driven

As iore and 5
10 exiijie ‘M‘ﬂi‘ ustomere rely gn
and manage KT generalion o
D all o Dle. Customer - faed the customes experience as efficie o vP50
: nﬂlnmimmwlunﬂiﬁlﬂm must be sasy to “Em:m:\rﬂ ‘:I‘.f’j
i the - Intograte with o relevant at aiy point in time. Thay must b ™)
stam: %, 110 malipr “;m!ﬂ‘ﬂtﬂ, such as h“llngl. EI':E, al::d g0 0 "ﬂr
mi""‘""‘" re they phynically reside, need to work 91y
executed quickly as cusg high degree of Aedbility so

" T4 Managing ina Mutticlang Werlid

The new generatlon of aglle application development and

sofltware serviees can be developed and deployed wistually amywhere. Microsez-

vices enable applications to be developed as serviees linfed toget

lightwelght interfaces, Therefore, small independent teams can develop and

deploy each service, This fexibility provides greater benefits in terms of perfor-

Mance, cost, and scalability. Being able to bulld modular services, packaging them
and predictably,

together, and managing them consistently:
approach to software developrment and deployment.

!“"lning the Role of CI/CD in
€ Development .

develiopment and deployment in the cloud,

When we diseuss the concept of agile
it 1s critical to put this process In perspective with ci/en.

While continuous integration and continuous
together as though they are a single practice, it is important to understand how
sections explain the twe
on development,

thvese processes separately. The following .
they relate to each other, amd thetr value in dymamic applicati

delivery, and deployment.

Continuous integration

i
Continuous integration s a solpware ey pobrly

frequently cortmit souroe code

are eontinuously bullt and validated, ‘This practice ﬂ':: o ated anid
drvelopmint process where change= po the code may ke right
tiefore 3 planned release o & the end af the developmen cyele

Continuous integration saves time and mm-ﬂ?mliw

distely uncovered, closer to the point they were
corrected earlier and more easily.

Continuous testing

'Po meet the goal of cotinuous

m;mﬂdmlmhqhﬁm:du:r:wms o peine. By
Instead, besting must be an anitomabisd part of i pmﬂnmumayl ik

mﬂnualljrmt‘uw,ym:annpuand ;
posaible poinit.
153
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Bd  PaRTa Managing

Continuous delivery

thmlnumdr!muynmnds
are delivery process. With each change,
testing and deploying cog

Fonments, and eventwally into the hands of users, in a rapid, ¥
and reliable way,
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thon enwy,

leyment ts a process whére sofiware code chanpes 216 a..m:"h-’
deploved into p - 58 M”
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step of the delivery pipeline
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teamwork
that I:1n:-;.|:.:ﬂ'd collaboration requires these reams !-pvenrlumimv:tﬂt'“m"lflﬂ
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» Database
workisads: The: i

Wpplation nesds i = L workloads are the most cormman [YPe JSM
Wwned and ﬂ'l.'ll'hlL-T-d w‘”r and retrieve data A database workload st b€
:ﬂr‘._lm: tend 10 use I::"PFNIFI e senace that's IJ"J-II'IE that data m_r;b.lﬂ
SHabae, 1n some sJu,,"-D{ OF L0 finput/Output) to get data oo oF ol ¢
however, in other gt ons, daty workloads are small aned self €
T alions, the dat x !

A saphistoated ata workloads are huge, and rhetf 'UPEH#
workioads iy iy ..;-.-. . approach. For exaimple, rllﬂh-[l—r‘rl:urm.!ﬂl.'l-' phut

Blemented across many sealed. out dotabase

Tabile 13-1 :
Provides
mighy 3 summ;
teonsider using those iry of le;lj:l-.l.lul:rcnl types of worlloads ;nﬂ"“
ads e clouel.

Wﬂl'klﬂads in the Cloud

Miripse
LR iy
L MMt v
hth:nth; MW wilh back el E:::‘:f;“"‘ for enstamirs to r.urruﬁfﬂ'"d“
Repetitive procesae. - :
P ==
VOlimes of dore ¢ B0 -
: Y 4 data in the torge ::'::sf'mhﬂfamtnighymmﬂ;‘“ﬂﬂq
'-i'ﬂ:.u Fr = ——
Moad ™" oo me vk ot et s =
=k R e = b ::j:::uﬁ:cﬂl.'ﬂ:rr "Iﬂw.ﬂ’ld = rafe dl“";n’.l
—— oCS Wege = =
v s Al = - -
e . Nmaking ACCESs 10 spnciahaed Fardwa g
__“uld__ Mo et or tee L Able campute snd slorage — T
e i Ein oot 3 ——
WO 8y — n quicidy build |3 -
L 1
L e e T
& _ Epensiw Kimaschs that can v
. 'd*w;nw“m——d = EERNEDS ot hower demand e~
- i wm&mau.j*l T - = w.
of database types 12
ey haze i

POt 3 vartety of data, ing i o
— URSEHICt e data Iawlul-""/
Worklg
ug
ds not sujteq for the cloud

L 28 25
It poneral ¢ “otkloads 3,

ke=p in mh-h::h:w“ ?ghﬁ:ill' t6 1um the cloud, some are pot. M o

awmmie | COVironmenis 1p Clong vendors Peoddy suited for m;: ot - Urﬂﬂl'
Must i are offering = d.irinunpﬂcwd

e :paJaﬂ! e
fist
1g A

examples of wo i
ridoady that wuumdun'm of different types of
LWant to move 1o the chur.n:o:ludﬂ
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architected for the cloud: Oiger, often

» Applications that have not been
were dosigried lnrph-,m'ulumrnﬁi

large and monatijhic appleations that
Aot b able 1o take advontage of cloud capabilites, sih 28 wraling QUi

provide batter performance, These applications. should be rearchitected o
take acheantage of doud inmovations tiefore being moved to the coud.

» Workloads that need very high-performance starage: Becouet tata needs
10 be acessed very quickly, these wiridhtads rmay net b guited for the chad,
wherie you're dependent on the internet for network speed.

» Application workloads that require very o
workloass werent architected to run in a distri

Thaey rrany have stringent parfosmantes fequirame
sense to move thiem o the cloasel,
» Applicstionsin rqulluﬂﬂmﬂmwhﬂ storage MUt e secure and
rrast shyays stared in data

auditable: Because public cloud SiorREE sal 3
centers that da not allow visaors, auditable data must pye emred i an

on-pramises or third-pary data center sohal audhors canvisit the SIORage
taverity that secunty easures are in place.

puted campel
nis, and it may nat make

raction and wnrkluadé

Resource abst
Private and public clouds offer 3 virtual computing €
worldaads, Although the clouid i internally composed af physical compurers ani
networks, what is to copsummers of choiad  FEBOUTCES t=d
remourcer (hat repreREnt the physicsl Fesourett examgle, the cloud places &
workload an an sbstracted server called  virtual machine {vm), Behind i
the weeklosd [s actialiy placed outo physical seqver, ﬂﬂ'ﬂﬂ‘-"’"m
physical server is used (based mmemwmdwﬁwﬂ‘“:“] W;
widos the user with a means L0 conpect to their SEves This potien _mu#"m
5 critical for providing workloads with the pEsouroes run in theeloud-
"“The only way to create distributed compting o
fiple services in multipte locations is 10

deployment [mme
faces (APIs), and procedures a8
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| Workload Management THE LOAD BALANCER

| balancet 3 often
P - nte, such 3s the doud, a load i
W omputing environme . \ancing s the
@ WIL:!:;UHL meed 1o be managed throughout thelr life cycles mn"“%ﬂ Hep:snm?dm:h:ip ensure that o single machine |s M“,,mm. :::ﬁ:am:un
:F;li'ﬂml d:”d services are destgned and built, continues as they af¢ e ot procass where P traflic is distr|buted acrass multiple st in Front of hiee servers
I T Inads when “:?‘xl*r of choud, and includes monltodng and conerolt simple example of load balanang. ““";:‘::‘-!;-mmﬂ the same datatase. The
| and distributes the load across T & C0 0 o aerons the servers

F'I mmmrmmﬂﬂm FEsOUTee
Here are a fow things to consider as you think about managing M
plrysical of claud comtegt;

k Rusouice raquerts
# Understand yuur wotkinads needs. If your appiication is home grown & ;
e Archutect of the apphcation. Managealiity of a workload M o N wod L
wgnarj Initn the saftware, and venfied to be effoctive whie the w9 o ot
Hpoed. Application test sultes should be able to provide perfarmant |oad Balancet

FESTHITCE usagn hvformation, You need to pay attention to all gm.qtﬁf‘:‘hﬂ{

mmm will Foquine ltF'U. ﬂD’rﬂﬁﬁ. network, and so on. |1 youl Fu‘rp.?
ication fram a third party, it should be able to provide the N7

Yo you need,

¥ Undorstan » i
iLh;FMIEummn of your warkloads, Most application it L Server |
“m' dﬂ'pm" ultiple, coaperating workloads. These suls of workioa®s ©
" R ployed tngether. There may be manifiest or other configuration m'ﬂ,e
MEE YU need 1o provida o the applicatian' facnily af workioads W8
1o find each other ard work property

!
k-
D@ihrmu.tl'-ﬂﬂiﬂwm nesed in your cloud computing environment I '
u-'i'l':l'ltﬂ" SRIBLUNg resources fur your application’s workioads, remembe” - Bing
mﬁr.;v:gmfmmln haridie not just normal isage, but S50 e arWhere e 4
iy 1:3; tmes. Either verify that the cloud wll amﬂﬂ““""”:: S reods I T, g
L =5 are necded, o, if nol. overprovision the reseu Jchmrvers o
l o b e oaded o . n Vicnae s thee Jond balanest e ElT Pt w o 1he boad
3 o [ S Far
I' :ﬁmmmmmwhed‘pw.mm“dm‘mnwwﬂ }m_w-.d_itrﬂdi'bhl!ﬂ "mmmmMMMW TeduEst fO=F
"‘ﬂ;!'::i::ammsumdhrrﬂmdmmwﬁhﬂﬂm-"‘d"‘"h Mnmsmwmndﬂﬂ'*_" i mmﬂ;ﬂsﬂmmﬁw
: m‘ '—"Eil s Shgnated with & relnage number, Often, updasting softw e e e o - staTls e e D '
k . hr_alnbmlomanuemmwepm_ increasingly in the doud \o the first server, the e aggain wth the Brst S : &
. aw:ehr:::;::::;’ updated. Appikcations might be updated several o ::xm" reeqests ““”‘“E R
| - = . - Hine that can queus of
| I1| dﬂﬂu::-dh i R-aeu“ mmﬂ r;f:; :;:x:dmmsl et fr the load balancer to mernior m:r" 10
] et nslﬂnkeﬂmmtamﬂm of development andﬂwﬂ'ﬁ‘# i paa

| | -ﬂl'm:'lelllt Pegardiess of the development and deployment path that
BE ] ﬂithlhrm“u[ﬁrﬂlm.h‘mmmﬁﬁ

171
Jarhloasls
2 a4 gl r»"|||:'r.lr-.--l'l-'lu.hl i

CHAPTER 1

m PART 4 Managmi ma Multdowd Word




- Co
Multicloud Er.

m PMT -'I ! I.-..' o :.".. m

B Uz Mﬂﬁuhnﬂ.w
wihat & wis r possible. In the cioud, il
places the “:r'::‘::"'fnm hats cermer Th:-“:- :: ::: i: ot
on. Cloud Wwfin mdepiﬁtﬂr ili-llrier (o520 for de m‘dﬂ
these s, Work s simplified by providing Julunute-dl :p'mmgl
4 deploymem Dfmm can be automatically ushered mm“mm
be autamated fy rPﬂIH!-E:..md seiection of where to deploy 3 gad £
BULCTATING your mﬁ':;;:"‘ h!JIri.'.,-;.ui deline it computing needs. ooy ¥
germands of running m?ﬁm,mﬂ;:: :mﬂhh to stay ahead of the

» Ensure your

Services, mw;mﬂi wan be montored. Once your applicatons and

ENSure that these “::‘b!"ﬂ and are in wse by your cust you peed B

koS of failire ing} d foads are working properly, Wurh_hn ::;Isunmﬁ

o Bustsight fallyrm ¢ udif performance problems, incorrect results ‘Huw

the: health of thags G run. Organizations who run soltware llEl;d w0 moniio’

h!'lmr:u:.:mm_ :pPhinDﬂ‘.: and services, 50 they can, ideally. ﬂr#ﬂd’#

penbierms, yay c;-. h".: Dunter thern, Howaesver, f customers encoumiie!

::1“ e mﬁﬂﬂ:;!:{m they willcontact the suppeort organis®"
"<l custarmers when 'h;;ﬁTE ::E:'::’ deployud software o

Plexities in the
vVironment

The world is

: ot oo
with a single - e complicated wi ol
HeToud wor L r e Tises eom with multicloud eviconments 8587 gl

1. tiian Puting environ ihe
iipesaahoos ment. With the advent of ;
e g o e
Ce site or 3 m':rr:“mm and need to rit constantly. sﬂli;l'ﬂ;ﬂ
loads come ans oI manages 8 criticl enviro™
models are Nl g0 as needs require, Business
12 ey adkded inthe misx as well
mirnj Emvironineng, o’
'mur,.:*hr:m‘“ﬁ'll ingly o 'lsz witkloads may be running on differen! e
should gt 8 108=ther workloads from i o Tront operalig
HAVE ik thoupg) 'h"?'m:;:ﬂ difforent mﬂrnnnunp;f;#- m,,rfﬂﬁf-
Systemm.

Oper
H: ationalized workloads
Important
h & Workiog
Ve 5 el Petformin “:J""'“met in the cloud? 1t's erftical ensur® if
‘ E Mmlmml.muhmm:'ﬂrf“uﬂ‘

1 .
Ayl o Wirld

custamers, of if you're man-

service provider offering 2 public or private clowd o
and external customMers and

aging a hybrid cloud to benefit intermnal CustnmeErs
partners.

It Is casy to underestimate the challenges of managing a multicloud environment

that performs at a sulficent level of quality while meeting gecurity amd gower—
nance requirements. These are not static requilrements; from an operational per-
spective, organizations need (0 be able to dynamically change
management policies based on changing business requinements.

Suppose that a workdoad is being wsed u-lﬂ-ninnmﬂph‘uh:thﬁd;nmm—
eignty rules for where data must be stored and, sometimes, processed. 1f the data
his 1o be stred within the country where the data is used, that workload has to be

running

managed differently than the samé Wi in a country without this
h fewer restrictions, TT operations are free to

type of governance requirement. Wit

move worklnads to any locations that have the bandwidth or capacity to meet thie
quality of service required by the business. In fact, the ability o change and mave
workloads hased on business requirements Is at the heart of operational issues in

the clowd.

APIs: Keys to cloud resources

service (0
Application programming inteckaces [APIS) enablea sofwsre product ot
wotk with another product of gervice. More specitically, an APl s @ fumm
paint into mupplkuﬂmwwwhuu:m bEwFﬂb’nblil-Hlllpﬁﬂ bt
service 1o get some work dpne. For example, il you re;::l‘tﬂndlw

15 pictures, you

h“““m'-' lﬂszmm! ﬁgmlwm::lmmm:!wl by calling its AFL The credil card
processing service will uncumthwwumuse_iu AFL, A s

the credit card information, thie amoun 4
vy devel enenwr bowa the s

Ii]‘ll.llﬂ receive ﬂ"ﬂ' k. The e Eﬂl w i

dees its work, just the informakion the service needs to be able 1o complele

payment.

3 Programmatic AP are wlc*uudhtmﬂn ":F,::,,TM s
rH'iIhEﬂﬂmnﬂﬂ. mﬂﬂaﬂm

services that ace nun fogethe
i langUage wrsed by thie application and sevwice
WWNMM&M:MM "
3p MESTRIAPIS art used whe? wluﬁmﬂww:m_k?m::’!mm
running on different servers. ESTIul APLs are waiten in et
Wwﬂmrmmmmwmmhnxmﬂ 1
memm:mw
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RESTful - e
contexty g 1 Pticuladly important because of their ability 0 H:::ﬂ #
ety ] I'Iﬂgl'l.r-'l-ﬂ'llT‘l-t-Hc APTE cannot work (such as hepween Iﬂ"
#‘mm;"r :u'”' satelea” protocol (hat encourages siimple Jﬂdfﬂﬂﬂ#
call, A we PaLTETNs. Sareleds means that each AP call is inde of ﬁ'j
all = Aﬂm’“ L% g requined (o remember previogs APL calls and can “ﬁ:gﬂ"
OPetTation tilmel fequest which can be processed and then “forgote™ = o
tiple cally Mplifies processing and eliminares problemns that can artse
otherwise be needed to process one aperation (¢
A APT defi .
they m:lﬁtii I:Imldard Interface that workloads e o :luc'ullll"l ﬂ:li"\d
- :: o workdeads. The interface typically only specifs * gt
calles at'n ] the A f'"ﬁ“'ll'l.'lf hliden b e work is done WM
internal m;?”f-" shoukdn't know the details of how the servict I
¥ (i they did, the serviee might be less secure).
All cloud pegeq i’ :
hﬂi’.‘r‘l In."rf APIs Tor theis customers lo use ln I.'m.'hll'ld '|.'-;|n5 d“i-
rt:m: Eredt as lang as you manage your worldoad withi? " gt
UTEAIzations ape pagmen | OF WhETE you will deploy ft. HIEVTC o8
differen computi nring to find that APIe are nat always tﬂ“"wulmﬂf
resources fn g :;idmvlmnmmll- For example, the A1 for Wi
APLin & difforony ipgg e M3y be differenit than the storas® g
v L Applications can handle Lhis dlrriﬂ“#

awa AP, but the appHl gt
APL ‘Thig e of which choyg enviranment: it js cunnlng in so It yesis 11 il

3 ist {
ferent cloud n‘n'l-ril'n'.:n|ng~¢-|u| h'“'" limilts the albsility 1o move warkinosdi Ht‘*‘m

To better M‘*’Er‘
o { the Bl | sider dh“-.. A
Het® are thinee o 005 i the Amazon Web Services (AWS) 1aaS "“dﬂﬂ'

1 you try ta eonnect s
menmpatililithes o the net

4 balatl
¥ Working ke,
L 'I'quu‘-h!
aw.
0TS in mfh.,,m'm'hmde-m“wmdm
VDO 0 thi priyate oy S UNABNCY. You hiwve a third stor 28
n::dnnud. When changes to your application
2y 10 manage these three different sStrE

APPICAtion on ang g PETRASES the chance that e o)
MO of the ¢l Frofs are introduce
MI:H“I‘I‘E_
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W“"kload Portability

THE NEED FOR STANDARDIZED
ACCESS TO APIs

be used

&‘m“mlmWsdwmmmwdmﬂ:mu\:m =
‘“Hmpnnummmmamwmmmmpmm:- mnmﬂ'r‘-'il _
‘WMmmlmfmummmeWM@dcuﬁ w:ﬂandi examipie,
I sarvice oriented architectures a standard XML model ks Wmmmnu
“'Wh.nlrmmhrnmmmmmnddfmmmhﬂ

o Exam-
mmmmanmﬂplhdwﬂtumﬂﬂmmpﬁmm
nhhmmwmmmmﬁmdqmﬂnw;u SR
Curopean wireless onnecthity standard Wne#hphnl‘lw st m:mwmﬂl
Wmawmhtmmﬁ!ﬁ.nﬂﬂmmﬂtﬂﬂ nwm;rﬂmmnﬂ!
umﬂ‘“mﬂmﬂnmﬂshﬁdlﬁmﬂ ¥
Ui eiegalcry and migyrate workioads.

: hecome 3 de {380
* Cloud ARis are ol different. Although AWS APIS h:: far exmmple, thee B
mnda,ﬂ_mmynmreﬂﬁhﬂﬁm !nl‘.hfm I;;mrtMmdﬂ
Cloud Intiative, the Open Cloud Siack. the APt are compatible
b n:nrtmdmnnnemﬂﬂ.mnedtw cloud
Migro

with each other.

rerma fuand incam
The question i, e can you hr thise
agement (ools?

patibile AFIS i your r“nf_

DHscussing APls and standards o iciod counputing s

1. One of the goals of gnts at any
&:ﬁ::m workloads between '*’“d:::rhg a lipsiness ant bo mMEve
sons o business may have. BExamp
T a bus e {nchidi

their applications to other co

fAwaidin endor loch-s 1Fyou refly g prices
r nrhms!;unmmwm"““"‘”’m‘”,m
lice nsing: ments, ar lagaing yeur €

jnnowate as quitkly a8 competior

1
tulticheut] WO rdoats 75
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» T e
“{“"‘d‘"‘““ﬂ!ﬂl’hﬂ of breed technolegy: Your devaiopment N

r::; 10 e the hew technology for the task af harad. Addipionally theert ¥
Wl constrainty, and in many instances. you want o find ingxpEn

option. '
" that still meet the refuiremants for a wpecific workioad

¥ Incre
5 H:”:dp‘ orductivity by giving teams the tools they want peams &
ll:xurmp 2 and tools that they sre familiar with, You want them
sed on trealnaty and productiity, not needing to [sarm new (oo

f:::;: :m “,m”“ that meets compliance and governsnc® :f""
regulations, with vanous industry, govermmental, and intermal ”
differant | You may Reed to have certain types of data and workloadh

OTABONS. For example, soend data might nesd 1o reside in 3
Partscydar Eoiafbry ar h-l:hlﬁ.d your feewail ol

» Crea
ﬁtﬁl:&; fexible environment to support changing business M
Nexibiliy, F constantly change. and you need ta plan for change by
rmmﬂ:nf; ExAmpIE you gy be usinga doud provider that pegis I
5 EOmpany to compete againyt you. Youll want to have the

fréedam 1y o r
Your serkbnads 1 i [ ls g
&5 your competition, o & different cloud prowider tha

In tday's mulbiclond world, n lot of manual intecvention s necded uwd

‘worklong

.m.fm.hlmﬁ?mﬁ' However, we anticipate future standands and #“M :

reality. ol g W I make multiclowmd workboad portability and e "ddﬁ

mend bulld.lng'lﬂ vision of wniversal waridead portability is realized, *° "

AFTs from yoy YOur own portability Layer to hide the differences ""“Tfnr
Fworldoads, When APls are eventually standard zed, WRIL ﬂp‘

lo “'T“I-N\Tl.‘ wnr r
portability layer with the : havir
ﬂn“ﬂ'ﬁ o yoar anpllcations or Services new standand witiout

Y

N that contaj ddaid'
o= Chapter o m“:’;::-;rﬂh:mm bs mukding it easier to create portable W

Witkslowd Warld

» Getting acquainted with cloud
storage

» Implementing hybrid cloud Storage
w Preparing for change

Chapter 1.3
Managing Data Storage€
N the Cloud

= ala sterage s a prime P! hen
B expensive, There are many fmldeﬂnmﬁwhm bchudod
7 A small sampling of the A

mdﬂnhmmmm

» How often will the datz be accessed?
¥ Whan should the data e deleted!
3 Vhere gzographitally should the data by sEaaried
% Vwhat |s the data Basckup plant e
weay within a cloud ;mzm. miad;m::ﬂaﬁng
the movement o th;ﬂdlmﬂﬁ: el et g ﬁ; :i“‘h ot
::ﬁ;h::ml:lru:emim -'l;l'! private, public, aud hyhrid

o data STOIERT,

challengifig-
ppioach pivate

et imﬂ.fﬁullﬁl‘lﬂd L Jats in your P
While many Lsiness :f;nnmfil when should YOU 50 otic s
many questions mﬂ:::hm s ¢ appropeiate to 51088 4358 T00 L iasies such A5
cloud or data cenier: to

i i
ronmient? How are the storage upﬂﬂml;:!?
latency, availabjlity, security, and go

‘These concems don't go 4

s ATT
Iri [avka StrmEs n the Elo
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:I‘I this chapter, we explore the evalution of storage requitements jatling
oild clond Strategy approach. In addition, we consider how mﬂ:ﬂlﬂ

sreamiine their organizations' IT capabili i peble
i illithes by 1 sty both
vate cloud storage optione " el i

Understanding Cloud Storage
Fundamentals ¢

78

" dpﬂ!"
::,:xlm of cloud storage ks vory similor to other elowd services 11 wr il

s tlasticiiy, and scalability, Cloud storage is based on ilﬁtﬁﬁj’m P
starage with a well-defined interfoce so It can be snanagged i a sell- s cadd

ner. In additlar, cloud storape needs o use an architecture that pro

congtmer's cloud data from orher COnSUmers.
il

[
: one of the most impertant characteristics of cloud stor® . ol ¥
integrates with Taas, Paas, and $ans clouds. Today, hard digks are f"‘”f:: an!

Of couree,

grl l;:;ﬂ ol £ Using a SATA Interface, which fs rapidly replacing Sy

mnmuurdi,: ::I’mmr in the cloud, sealable storape services are VY aa nl‘;
ctly to i 2

Ethernet nmhurcummﬁ c2l servers, but use interfaces that transh

o
: munieition technalogies, We explore how atorage el
with plore
m:-uuﬂ machines in the choud in the upcoming “Elements @ 5l

;::t i ks, 1 sections address four key fundamentats of cloud st0/8%
el 1sge scenarios, functions, and benefits,

Cloud storage access protocols

E'I'::w“w'ﬂllﬂm Issiee In cloud storage is'fhe speed and ease of ccessing d"lr:ﬁl.'i‘"
daty l.lmHEm ?TEJW clowd storage to be a viable alternative (0 IIJ\“T at?
wl speed shat r;?“* to be ahle to access mrdﬂﬂﬂ;cmeﬁﬂﬂﬂ" ﬂ{.:l':'"d

= 3p ia i
slorape access mr;r;‘pnrd:p for the sitwation. Today, theee are four tYPe

| ¥ Web
' application programming interfaces (APisE These Ust

Hl:"'.ilTurmg,"m'
Wi thie e
Indegrats with appi principles of Represantational State Transfer)

3 Flle-bagy ;
h:m-a;: f These protocols are used to transfer files and pm'“"d?
neependent of the appiication belng connected. They alio

Eenerally prosica
e fazer service than web service APls. Different types 87
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o b
e

Metwork Fie System (NES)
Eamimon Internet Flie System (CIFS)

File Transfer Protocal (FTF)
Icaticn to
3% Dlock-based APIE These use BCS1 {interm=t sminma:ﬂpl e
storage middiewane that support servicessuch a3 X bases,

replication, and dats reduction.

» Web-based Distribution Autharing and versioni
based on Hypertest Transfer Prowcol (HTTRL

ng (WebDAVE This is

THE ELEMENTS OF STO RAGE

e savines H'mlmm,mwwrfﬂ'
mﬂ_uﬂw Wﬂmmﬁﬂnﬂmﬂ-
bz { their evoing “’wrmﬂmm

=mme companies found that
irgg the utilization of their seers
Fapidly gromwieg number of yikud
effctive and fexibie stnsage ﬂﬁlﬂﬂﬁ“::'im o n the appraach 19
manis So e we eipel e mahod :

Servel athat Hum#mdﬂ‘smﬂ ot
. B
r's local bus. In wirde your
' mruu:mum or an exiemal chrfve e A LF5B stonpt
accessible (o othef SEOVErS.

configiration and support 1 Inseall

yow I i e Chestd 1?9
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* MNatwork .
kind mﬂﬁ'{ﬂ.ﬂx MAS bz often imglemented a5 a Iﬂ‘w

of computer -
LAM. Iy mﬁmp: In:d:‘ file-baied siorage to other computers over &
beteren stall and not s highspieed as s SAN, The merere

@ NAS and 3 SAN { : i
"'“""“bhdm; F that  NAS provides storage for ffes, wheress3 5%

M!l‘ulﬂ'ﬂﬂ‘

Tt hmﬂmwﬂ#mdmufdehﬁmdﬂﬂﬁw‘dF
R meu mﬂw- trmmhrm:-m:mlmmrum:mwﬂ'“ﬂ"
n"h'“""h_"-ﬂ mmmmummmhﬂmmw F#
ummswlmmwhﬂquua::Mhamwrttnbtmtoﬂﬂﬂ*
m“" “h' s = Lester than the storage of all the data, Orwensise.
wﬂ!lﬂ“wal mmﬁ' tathe. For exsmple, atholgh rarely u:nlu rereschie BN
peiciaiey cempared to disks, but tiored Iots f data and was e 25

Understanding the ess
Applcations of Stocage. m.mmunwmmmmnﬂ'

Lt f
P MWdll:ﬁmmwtmm wsed very quickly (such &
wehen placirg be at 2 wecific price in a volatile market) must Use ¥

ek storage aned
e S e e £
A28 101 lorg: pdods of time. the lower cost is wellsited to storag= o

huuhﬁuhﬂ:dmmm

" Tler +: fints -
™ 10 dala that has boen recently accessed or is mlmmlﬂr"“#.

You wang L
ks, 0 havee it readily on hand. Its generally stored an b

Mnl’m,
bk
7ol menths of s dara, o r““’ﬂi'ﬂ“twnmmmmmll“""

- l'llr!mnm.

PRod of time fo arcessod. This data my need to be stored P02

fompliance reg

e sl Pty sons, In the brokerage industry, for

"""“h,,,,- Hored for up 1y ,.m""..,.“‘" (SEC) recqves that al runsactions A
Crnpary, mmmurﬁuzmunuw"’"

PART & rtanaging in 3 ¥1ultoua wang

il

®

L
“"::“

e most common method for accessing

clowd storage is by using web service
APIs such as REST (Representational State Transfer). Cloud storage vendors
implement this technology because it's dynamic and simple to use in the cloud. In
addition, because of the use of virtualization in cloud environments, there’s a
tequirement for a more stateless (no set location for a3 code) nccess protocol.
Web secvice APls support this requirement for statelessness. Th
s used by Amazon Simple Storage Service (Rmazol 335

noft's l::yuul F.f.nl.i‘:-m].pand nl:hE;. Howey rvice APIS nu_d to be inte-
grated with & gp:fiﬂtqp!lﬂﬁnnﬂm'ased htchnndmrm.whlhunm&
some challenges. 1f you want to avold the need to integrate with an appli muh:
file=based protocols and block-based APis can be used asalternative 3cceSS -
ods. Another connaction protocol ks WebDAV, 3 specification designed 1o crea

olfictent cloud storage interface,

Delivery options for cloud storage
How will cloud provider deliver your storage flpﬂlil.hl? You can use Illl
applianee mﬂrﬂﬂdﬂnumﬂ. o connect 10 iwhhfw:mﬂcnm“”ﬂ .

primary (tier 1) dloud straE= pasticularly

Alihough latency s a major isiue fior .
for ot aedfreqoently, vendars ave carsently oferi €3 e fﬂmﬂmﬁ
ucts called hybrid cloud storage solutions that may W ghout this book,
storaje. (Because Wit talk about hybrid clouds 18 ﬂn::lh yi5.) The ldea is to use
same of the terminology may be confusing, but bear assoctated with
local and cloud-based tesources (o adiress performance m&nﬁ v

storage in the cloud. Generally, these offerings consist of twe

riual server where Bhe the detalls

or
3% An appilance that ks a physical pcispy

m:unm@rﬁrmmw

M A connecthon 1 a eIt SIOFEgE Senvice
petween the local SOCES and

‘The appliance intelligently handles it be i1 one place.

mmmd:mmmﬂw‘dlﬂrm“"‘““

A cache s a block of memary for tem service. The
a high-speed buffer between your client and the cos e Jocal, EXpeEnsive
host of algorithms to keep the mast
mume.mnﬁmﬂ“"m““‘h used. For write Tequesth
accensed, time since Jast updated, and 50 08 B to the
appliance riay write the data localy 0% the smachi
cloud starage provider.

he Cloud 181

rage in t
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The data is

rally da
from the p ghe encrypied when it's transported. When you peue®

novider, the data is first deduplicated to make it faster [0 retiio®

Functions of cloud storage

The " ]
1¥pe of information you need to stare and how quickly you need m#m

both havi
lfplimhn.: impact an the type of storage you will use. You can use P“";;"J,
0 enable more granular control over how and where dats i

Cloud Mbrage can serve multiple purposes:

»
Genirral purposs Horage lor day-to-day or periodic wse

3 Data protection
' A continuity, which can
#nd restore functionality can includa data replication

B Archive and FRCOTEs i
FELEMLING ta ip

4 bat®

MRIgRment. meaning recoverable long-term it
oot compligng and regulatony requinements

Benefits of cloud storage

Som
e of the benefits of cloud slorage inclide

¥ Agility: The elastic
unlimited storage in

» Fower
data L-.::::‘!:;k“ fa purchase and maintain: When youre stﬂ"":;‘#
Horage seiution, M}"“ have to plan for the servers that will be part o
wm,mmEmm:nm’mﬂHdmplanhpqmaﬂmhm -
At yous v e T thee e cycte. Addimionally, yois must make W70
YOU don b 1 Ueh space and can meet pawer requirements. In the ¢
BSOS, The g e Psical devices or deal with e
ﬂmmemdmmwﬁ“m'"fmtm it pays o do you'
tE5 that your provider offers)

» Disaster racoven
o “*hmnnd.;;!: choud can servo a5 a good replocement for Gpe 2
ng]l'lﬂh:mu minimise concerns about your own data cante
B Tie S i, your backups, Instend of continiing to expand your
YOur systemg ;"—Wmfmmmm can be backed up to the doud o
S0 down, you can retrieve yeur data from the cloud.

SENIIEANt capg g e ¥l IPAPENSive, NAS and SAN devices roquir®
ummmmwmﬂw"“ The thoud storage model s based on
your telephome Wmmﬂmm-mhmnnmmmuu
Etnerslly speaking you pay for what you use.

e of the cloud enables you to gain potentiolly
an an-demand mogel s o

B2 PART 4 Managing in a Multidoud Wemg

DePlﬂying Hybrid Cloud Storage

- hitecture when you deploy
You might consider various scenanos for a storagE ::dd. some of yoUF FESOUTEeSs

a cloud, Remember that in a hybrid a nued el teloud
and assets might be on-premises while other will live in one ot more clouds. Hﬂ'ﬂl
are some possible scenarios: v
» Your appications and dauar:m—pmmlus.andwurwhﬂd Jeatais
stored in a public doud.
emises and

» “Sorme of your applications are in a public cloutl, your dita 15 on-pT
your storage isina public dhoud.
a
9 You have a praate coud within your enterprise, and youTe managing
private choud that's hosted elsewhers. a: -
mmgwrdm.ma

j thoud
» Someof r applications are in 3 public E ok
your appl’:auuom and data sre on-premises. Your stprage s both n

and on-premiss. -
ns in permd
You giet the dea. In a hybrid world, theee mhﬁl#:ﬁﬁ““dﬂ
of how you architect your applications. data, and storaje fpudarvphin
ieed to be thinidng abeut in terms nrnﬂapaﬂwﬂﬂl‘?h?

Interfaces sy

Tar store and tetrieye data, your ip the
system to the cloud -hiased] slOTAEE SYEHETR: oo eneont thet APls
clond mmdmmamdmﬁumm‘mﬂmd

cloud provider uses ane interoperable with rﬂﬂ”"‘; becaile ) 1n other o,
dards for cloud storage. (See Chapter for more en standad

thielr own APIE.
vepdors e 10 use B[P for

According to exports, . s wr,lﬂiﬂﬂ e,
the netwark med g m;ﬂnnmﬂmﬁﬂ-“'fmmw

each vendor may define its owrl ;
there may be similarities, but vendors won't D¢

Security

Clod 183

ia STeragein the
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Reliability

e 0%
Data integrity is also a phece of the hybrid cloud environment. Yo 10 oo
sure that your data gets from point A to point B and that it mifmﬂmmﬂ,
Your cloud provider might index your data. Its integrity als¢ ﬂ,#'
intact when it"s in storage. For cxample, if Indexcs are cornpted s
your data We talk showt the why and how of securily in Chapter 13

Business continuity

Manned and even unplanned downtime can couse problems fof youl '#ﬂn
Your storage provider necds to include snapshots, mirmoring, and -"’“‘_:
s rapid recovery so that if the provider's systemn goes down, youl'” er"‘"

You alse need to make sure that the tight service level agreements #0 "
Chapler 19,

Reporting and chargeback

il

. ryo

:.-T:en cloud storage iz a pay-as-you-go model, you need to now t:‘m -:Nﬂ#
at the end of the billing cycle. This will include any transact

the provider might charge you as well as storage cosis.

Management o

In a hybrid cloud envirenment, if you choose to store some of youf W
premises and serue in the clow!, you'll need to be able to manage the nnrl"'“:
together. How will service levels be monitored and managed across d"ﬂﬂ:,.ﬂﬁ? ;
ments? How will you know if there's » problem with your storage P
would be nice o be able to manage all of this together, in one spot, 17 ",{:M
“panne of glass." However, the Induatry Is not there yot, because it's €07 s

evolve its offerings in this space. See Chapter 12 for more on managiné
and multiclood enviromment,

Performance/latency

o
Oncs you put your data in the cloud, you are subject to latency (delays ':rl":gu Wt
when processing data) lssues. The questions o ask here are these {
explore more decply in the next section):

| 3% How quickly will your appilications need data?
¥ What are the risks if dals BnT svallabls in 2 reasonable time frame?

_ﬂ‘_ PART 4 Managing ina Multicloud Werld

fenoe L]
» Will your applications experi time-cut and thus problem ,
% Does the toud storage proveder match of axgaed your nepwork speeds

3 Are there any bomtenecks?

eed
Data and network Spe eed to address fatency

Once you start moving your data Into the :lnud.‘.:"ﬂ" may n and how often
concerna, depending on the amount of data you're storing t pur LAN af WAN
you nﬂnniltums it In & hybrid model, you're Rt -~ Il::;’.ﬂ. Sa, you really
for data access, you're now E"":l“ across the Intemet i i Ehe clond h.:w:“c:l
need to think about the kind of data yau Swork that you're dealing with
how often you need to got 10 it and the n;ﬁﬂ] ;:P;::dwdi (e, petwoohe 1 mat.

wﬂ:l:mﬁu conalder ane amount of dnta and 0

Amount of data m oHen
Say that you want 1o store a large amount of ther 3 Mﬁw dmmmam o it
It may n?:mln gense to actually try 0 transport i X

ghiain any existing i
idih of o trisck is greater £ ; s
mmmhﬂq sy hmﬂm: the data o the wendod 1 Wﬂﬂdu‘r:: :ilfﬂm leads to 88
m*hm’. - I:h: amuount of data you pyave and then
raies on

text point pegarding rtwnrk yperd.

twork speeds ork speed, Lavency 1
e : elsment that comtribufes e a8 tm
a delay i UOCESNE

asin
ther. Bor example, when :
1o maich, that's beca o o 50y

mieEns the
il petwark, which ration gets 12
A good corperale wm“;.ﬁxs:mmnsﬂ. afuex ""’"I":, moves o yOUE PO
petwutk might be fastes '-hﬂa pottiemect a8 the informat

# in the cloud

= L SOOFAE
anaging 0¥
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o take 2 whjj,
e o
el ur;;hf: the data back You need to consider this issue when 4
Sepbo el LruL For instance, you may decide Aot to ghore Hes S
IEtWOrk npeeds mary nol match your g inemedits for

Planning for Cloud Growth and Change

B6

PART 4

F]-tllnll'lg fﬂr f-ll,‘l,“
ud growth and cf I__rrﬂﬁ'
| 00 change Immives understanding your dad M

da Trrr.u[-rly o ieal
in this sertion, with the growth. and choosing a provider, We discuss

Understanding your data

e 3 claud envin
OTmend, as wigl F‘F
rate of data generation. of course 1 TE, You heed to "nmﬁﬂ’jﬁw_
with the g e n:}:"!”ﬂ“ I8 heing penerated at fasper and ['“w:sﬂd"l
dara as will ae the l‘r'rhll!rlal J::7|“ﬁ|5 like the Internet of Things (foT) *
WHILY to store all of this data .

In & multicloyg
warld, i L
and on-premigen, te data Is being generated in mitt iphe cloud '__n#j.rm‘l.fm"

Devising a growth Strategy
wi?

The siscnnd o
J L rp 'F I dt"l.rj
th 5 L &
ru: Ei'ﬂ'ﬁ't_ b of ata ang the mrl'l‘-:teﬂ 1o ditermine how you're going doal "
derstand how ik u * o the cloud. As part of this strategy, ¥ 7o
ueh you can suppary g B WLk you want to suppart intemally 3 gt
utsice your corpoarate walls, You { to do an an I-ﬂ!
g Hewd o £

= O invesy
strategy. This oy A COMporate infra;
atialysis fnclpdes the followsing: structure o a pote

% What king
off
YOS whay r:T m“mtht:;u 4nd data you're willing to store in the cloud
TEACIAE winly Fegrulasor e e i Tl SR S trhsue
May be thinking Py ml" COMmpBANCE and other risk fartors .mhnug“.‘l“"d
::k!:f BIIng olher ﬂﬂnﬁtd:::;:ﬂ:ll % And backup appications, experts atv5®
SUFe ghat =t may not be mission-crithcal. Howeve’
YOUr provider can adhpre 10 any regulatony o compliande®

LT Vil ‘tﬂfh.pl-:
Ty s I .
15 chan i place. You alsg nee .,ﬂ.llﬂﬂ
B2 ¥ sormthing changes in yoyr indugtry Gl | e

B Arisk
v E
1 risk Agidp fram i h“l ¥ Company has its own telgrance level when it comes
folagy risks, you Mgy alsn want i consider how you'

Wiy

processes might change in the doud. For example, you need to determing
whether there ane any pecple, procesies, of cultural Bsues 1 condlder.

¥ On-slie data storage costs; Include all costs associated with on-sie data
storage; hardware, software, maintensnee. emvironmental costs fsuch a5
slisctricityl and 50 an

¥ Cloud storsge costs: Include a8l costs asodated with doud storage, indiding
data migration costs and storags cocts sssociated with these applications and

data

Choosing a provider

When you've decided that you want some of your applications and data in the
cloud, you nesd to pick your provider with due diligence. Read the fine print in
terma of costs associated with the storage and what contract termination looks
like. Yous also want to make sure that the provider puts récovery-time objectives
It place, In case twre's @ problem with its service. Also, make sure the vendor you

select is viable. For example, what happens to your storage if your service provider
poes oul of business? Will you be able (o pocover your ansels?

Experts also advise to ensure that an escape clause b In your comiract, In case your
provider doesn’t perform as advertised.
These concerns boil down (o trust and doing your homework. Da w:J tr‘;‘-'l your
vendor and have you put tie dght contracts [n place i protect yoursell? fave you
done your homework? 1f you haven't, you need to.

zati that
The hybrid cloud storage model offers many advantapes ::_ullﬁmu::fhln i
want to malntain the security of storing their highly MIannu;ﬁry i
private cloud and then selectively store data with fewer o e

right mix betwern public and pe

ments in the public cloud. Ultimalely, the : . R
environments is one that maximizes cost SaVings while maintaining security
pengraphic stomge requirements.
. 187
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Developing Your
Cloud Strategy




Manap
ARe and a
integrate data in the cloud enviro
nirmerit

Indeistar b
ple I
Wl hae IMportance o
cloud secu Ty and

Estimate the e
conomigs of the cloud

Create
your F_Juu.d_ "
strategy.

Ehs e
NSuring Trustworthy pata

» Integrating data
» Working with big data In the cloud
» Creating o data analytics strategy

w» Ensuring that your providers secure
your data E

Chapter 14
Ilvlanaging and
Integrating Data
In the Cloud

g data in A hybrid prvironment 15 exitical tar yOur bisl-
gtomers. OnE all cqppheEities of data
of data withisn

wecessiully managlr
ness and the satisfaction of your £t
management is he variely il diversity
is highly structured {ransactional and cisomEr data, There is o
unstructured data that exists in documents and ima The ability £0 Mﬁﬂtm
integrate dala Sources CC0SS on-premises 4218 centors and frybrid clouds I8

core of any dati SIFALEEY.
- o AT f inforeEa-
In this chapter, we discuss the need to deal with the massive FMOCTEE

tion that defines your basiness.

e et
with the problest & m“:ﬁ:ﬂ‘ﬂm o

Ircreasingly, businesses ate rappling

bility and economics of the protecting thelr s

the cloud Is causing compantes of all giges and 10 all industries
oo it v CIOTR 191

4 think about ROW

wifEig ans int
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2

e

i.
compliant. Although cloud providers must have il 'ﬂhi#’
e proper cof I"‘"
ensure the security and privacy of your data, you are ultlmanely M
your company's dats, This means that Industry and guwﬂ'ﬂ'"l w"
created Lo protect personal and business Information still apply eveh Hwﬂﬂ
managed or stored by an ourside vendor. For example, the Europedt ﬁ#f

o keep business data that was previously secured inside a ﬂl‘”ﬂ'

has implemented a complex set of data protection lawsy for mmpude:r" -

::.l ;-tbl.::h ::huwi“ use EU citlren data, In addition, | b

i whether or not your data Is In the eloud, For ﬂmph’ﬁlﬁ,
urance Portability and Accountabllity Act (HIFAA) was ~reated 10

privacy of individual healtheare Information. Healtheare w&"’"‘#mnn"

require their subcontractors | : o
feasonable serurlty mm.—.um? comply with HIPAA privacy considerd

Controlling customer data privacy

Many businesses are rushing to acquire mare and momne data i 80 offort ]

better analytics models, i is i ‘ ’

2 prospct dc wilh Vo -ty i e o e e
logy vendors thar will help companies match custamer inlmpaliﬂ‘n’g

run"'flnm' soctal rmedia postings. The business ean also shop fnr‘ﬂaﬂi

specialized data brokers who possess data on individuals whao are note™

It has been o common . practice in marketing to acquire email fists ar 12 e

consurier data on social media sites such as Google, Facebuol, or Lot "t

EVET, & you hegin to amass more data, you must think about how you &7 -
that custemer privacy Is maintained.

Butinsises now must be aware of enhanced regulatory controls on dia%® IM
when reaching oul 1o consumess via acquired data. In most cases, p!
must be granted from the consumer 1o use the data via an apt-in F"#s;ﬂﬂ
Balning such permission ls difficult if there is no preexisting relationship TH

& business and the consumer,

Assessing cloud data risks

¥

mm";‘;,““ cemied about @ number of issues in hybrid and M

eyl t o OF Course, the lewel of clak depends o the kind of data m-;ﬂ,,:
re. Data can m:.- in type from credit card transactions 1;’!"",1

being social network slie daia. You need to U

th vern,

lh:::upmrdn:idu m::ml‘lm“mdm or having your data mmpﬂﬁ

o keep some data on- Store those different types of data. rwrﬂﬁ'wu;:

i PrEmises po that i
P Pl s e o T A,

PART 5 Deviloping Your Clowd Steategy

configuration when your on-premises appl
825 application, Here are just a few data-re

LTIV

% Data breaches: You need 1o do

jcation's data must integrate with a
Eated risks o think abaut:

lic doud, theres
jan Iy Chapter 15,08 pu

ot siored on the same gystem as other

£ is wall molated.

¥ Data multl-tenancy: As
a goad chance that your data will be
companies data, Typically, sach tenan 1
¥ Data deletion: | you end your :uﬂl.rnﬂ.:uﬁ'.hyuurm'pf.ntt o bathet i
to delete your data, the defetion may notbe mnl:f- st
sowmie of your data i sull be on fhe provider's system. s
m:twﬂtr;rﬁitdmﬂmd reloted
well socured, CUSTOME? data can be
| infarmmatian gan vary by

the security environment of your
slermants such 85 1he nepwork arent
stolen, Data pmle-ctiun'lawsﬂ\at protect persona

counbry and state.

Securing data in the cloud

Iﬂ[’mﬂe hﬂmi
Mlmmmutmwnnllwmnmumrmhm _
control, and secure Lansport oi your data -

ri et /e
Cloud pr:wltlnu m::; :m m::w’- data Industry and gove
uitimately respons

thony ereated 1o protect Wmmtnﬂbﬂ”‘m;‘
ﬁfmismmwﬂrstnmlhymmmﬂd el

mumﬁmhlmw ; :tn:h# Bighly ml.illh!d
It's important to note : b

wao sensitlve for Lhe Publiuﬂrg:ﬂ cloud. This e tho right

S o s Gt S ey o 2

pequirements e
m":hﬂam—uﬁw. and HIPAA-

1g stored 67

Location mnl!ﬂwdwhl:;l: u:l ppert

have
After data goes into the cloud, ‘.i‘““ﬂ:"l' “'“ﬂ-“h i P;.d’a .
how it's used uﬂmywspndﬂﬂ”?wmm“ | opciaped with uathot:
location for your data. Humerous is$

Tirg
| specil mtﬂ:ﬂwgﬂ'ﬂ' g
o :wn:ﬂﬂmumrsﬂﬂ may

ﬁﬁ%mmmwmwm sis 193
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PART S Developing Your Cliyg

¥ Transfer of data DCIOSS country borders: A giobal company Wil
Whsidiaries of partrers for clients) in other countries may be ‘ﬂnrﬂd
abowt cross-border gransfer of daty becauss of local lews '-""”-‘ﬂj‘w
rriakes this an especiaty tough protdem becalse the cloud ﬂ"“"‘grm
Rt know where the data i at a5y particular moment either

3 Optimired performance: There are times when you wand 0 M’#‘w

In clote praimisy 1o the et Users

TR
e shlky havve & variety of recjuiran

i o quickly optimiee application performange, I othir $05

sers need to be able te avoid moving dazs nid 9e¢

sty ingg ot performande d

3 Secondary use of dara:
b viilnarabile o alterms
Without proper contral
b Ll Toe s tirg

i
I puble cloud stuations, your data of messdZ '
thee or secandary uses by the doud senvice
% Of serace hevel agreements in place, your

Purpses. It could be merpsd with dazz ﬂﬂ'ﬂqd"
Organizations for such alternative uses =

The control of data in the cloud
"I"uu. may or may ot

s

have heard the term the Confidentiality, -’“‘ﬂ"

» Confidentiality: Only author
= Oy leed parthes with
ACCESE CRvtain data, so theres o theft af fhe
3 Invegrivy: tata i carrecy,
there i= ne tamparing wit

e
the appropriate pfﬂ‘”ﬁﬂ
data

it
angl na mallchoyrs saftwas has #",n-d
h the data, S
M Auvan,
sbillity: Network resources are available to suthored users,
These th .
wmmnr: lr?i;l;utu are diectly relatod to controlling data, Controls '"cl";#ll“r
. ﬂﬁm l::j‘: In place to make sure that data can be trustes. T "y
halds for duﬂd‘p mualltr of your data must be beyond tﬂ’""‘hl
You must understand wiy !
: ; ittewlnl'mumhwiubamai tai ctout!
*Hrmdmmhrhm these controls cam be audlied. i
Here ate some of ; I
— *ﬂhNIuym m:-uu deslgned to ensure the confldentiality, "““W

¥ Input validagjy
s :.n“ contrals to ensure that all data Inpit to any system or

mplele. accirate, snd reasonahie,

Stratsgy

Tiw

gyl Trom
» Output reconcliation controls 1o ensure At it €an b e

Input to output s
¥ Processing controls 1o endure that data is prosessed tom
Fately in an application.
¥ Access controls to ensune that anly thase
tsta tan do 5. Sensitive data must also be
Encryption can help e
data 15 ma
# Reidentification (the process by which anorymized Pm;‘a i
with it trus owner) controls to ensue that :u:::;‘:‘m = :
unauthorized access 1o 1o ormana
lntation o prevent ek d.,nﬂ,:dumur

and accu

who are autharized (o acCess thie
protected 0 SIOFEE and transer,

¥ Change management controls (o ensure
i it deleted,
3 Data destruction controls 1o gnsure Mwh':du:;.:lwﬂ:;nmgnm
it s deletod everywhare inchadingall batkup 2 rlan

i t that the
The concept of controld in the cloud i so |mp€:":::! gt e (oM} to
Alliance has put together a list controls mdﬂ:. g ing the
pulde clowd vendors and assisl potential clo mﬁ-w twedu!ﬂ* seations,

4 the comltl
risk of the provider. The matnx uu::l?:hal the control P -

d policies
sigtent set of rules an
o publish & cont © coss, SIOTAEY,
Your company necds to develop an ol ol sorage, o
regarding the creation, SpEITS, mm.ﬂﬁﬂm o #:'U“'”“ e

deletion of confidential and business cr!t: pechniques mend

and the kinds of cloud delivery o

ml‘ﬁ
tion and tolenization tn reduce whal
speaking to your closd provides regarding

Secure transport e
Suppose that you've decided to IO

data transport, ensuse two things:

int B in
srom paint A to peint
¥ Mo one can intercept your data as it moves

[
the cloutd. Mﬂmwmmmn
» No data leaks (malicous fr QlfEnsE] o
the doud. pe -
cancEpis o :,,.1,,, our data from
These ate ol TIW. The goal :Ehmm 8
d as iong as the lmmer,'rhr:;ﬂ'ﬁw:w have £4 ¥ ing
mtn another ato the same Kindds mwmt I-It ﬂ'ﬁdﬂL
data ffom a data center in plrrsburgh Miam o
s tlnuﬁ
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o
In thé multhcloud world, the journey from point A to point B mlﬂ‘ﬁj

mumnber of ways: within a cloud environment, over the public Interme
emerprise and clowd proavider, or even botween douds

The security process may include segrepating your data from l’fh"dﬂ’: I

data and then encrypring it by using an approved method. 11 additio?

want to ensure the security of older data that remains with a clovd ¥

you no lonper need it

Avirtual private netweork (VPN ks one way 1o manage the security dﬂp’;’

%

st

its transport in a cloud enviranment. A VPN essentially malkes the F"'hi:wﬂ

yaur own peivate network instead of using a dedicated physical
A vell-desipned VN needs to incorporate two things:

B Afrewall 1o 3t a5 a barmier between the public Internet and ary pr
VS Firbwnrk

¥ Encryption Lo profect your sensithve data from hackers oriy (he comput®’

send it to should have the key to decode the data

In addition to transport, in a multicloud world, there will be many “’M |

ok, |

between your data and clouds. Therefore, it’s important to deal with 2!

and retrieval of this data, It's important to note, however, that a 1ot of
has been doae over the past

decades on storage and retrieval of sens

- Researchers and
te deal with the ¢

i
tion. Seme of these techniques use a form of encryption to prevent mﬁ

experts in the ficld are now working on othet

eReTyplion. They're addressing issues related to data partitioning bef

=

el

hallenge of the server performance degradation m#:grﬁ \

o -premises dota and a service provider. They're investigating how 1@ ot

ted query processing over unencrypted and encrypted data.

mmgtating Data across Environments

196

As oo g

:':::“ that you have data that potentially spars multiple envi

ol ﬁ;:l:':l data probably does span multiple environments today, but It

that 1 How do you integrate afl this data? Mont companies very gV
They must contend with many different integration scenarios.

Three integration scenarios

The thiree mont common cloud integration scenarios are

PART 5 Dewéloping Yeur Cloyg Srattgy

wl
w“m“dﬂﬂn:ﬁthmndmd,pnumuiﬂhhlwwlﬂd"d of

o

s dl:";

¥ Onpremses dat center to-cloud
¥ Comnecinaty betwesn [of among) clowds
M Connecthity in clouds

We discuss sach of these scenarios in this section.

On-premises data center to cloud

d is 0

Co i the data center to the clou oo
“;dmt:jt:::?d.[ﬁd integrations. The typleal IT W“‘“‘“";I';E":iz:;lﬁ appll-
prise resource planning (ERP) system within its data tﬂuuﬁh‘.‘ and fnventory data
cation to manage sales leads. Data from sales, order, I"m“ 1;“]  This can be
sysléms must be synchronlzed for the company 10 ‘m‘wd“ e full control over its
a major cultural shift for an organtzation that's uxed to having

lime~of ~husiness applicathons

of the 5aas environ-
Users have little or no control over the mhlmﬂsmmm e Iniegra-
ment, s the legmi:zllmn,eed:mﬂablﬁh‘ iz
tion of a data cenver application and a clood b::d Wﬁ?ﬂ oplications
needs (o separate the data elements within M“J""W“t e & businese

from unnecessary dopendendes. Far mmj_ﬂ:rt A pe
that eontrols o specific circumstance that ifik

the cloud.
connect batween data sources on s affect

\I'irm‘l-m!“
g cloud computing e e value
ecific ssues related to oSing gains e
:Ir:lrm:ld!;i“iu:f' ilsil'ﬁﬂ‘ll-iﬂﬂ- For example, although your ml nt (CRM) systeim, F"":
from using a Saas-based customes relationship <tpred behind yout fire

mpany s I
the data center for additional security. This €@ mobility accoss €19

. Thi eompany i
ment l;m and transform customer data
private clowds,

Connectivity among clouds . i gt douts O

a private “\Iﬂifm a
Companies may need 00 IERTANEST0 L gny uacs SEVERR B namage dot
e el e o L ot

chis. .
storage or to support advance ction of 2 D=

instance, an entertainment nwpim-ﬂ . The
game that supports o e of intecest surrounding =
nity has’ already ghown 3 gF¢ (el Ig?

n
= arid int2grating S
- i
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The entenainmen

20,000 (o 3 |rmnm,.-.I COMpany Watis to test how its web applicatied :#'5

cycles and mare concument wers before guing live, They WM""" .

thelr environinent than they have available on-premises, 52

completed, mrmh? leveraging public cloud resources. Afuer 1

1 ensure thay the ; p"ll'h_' signed an agreement with a public clouid
application could scale a5 the game became more I"P"

Connectivity in clouds

A third type of in ngﬂ'

tegration

i occurs when you

-7 uum:ﬂ multiple 5348 applications tyn mﬁ; :::p::l: a

et umnnmmm capability itself is in the cloud. For €xamP e
sales, autosnation to keep track of jbs prospects ansd &

Saay

application to mang

Hons exlnt where a *m,n comrlssion and salary payments. Mﬂﬂf"
al

nity. “Brand sales team rollabarates in closing

LR

Ly

A

HI'H' Con sk Eﬂll r

= sham st be split amon s
e e
thiy .y o5 the ¥ ned the dial won't be pald .ll.‘:‘ur;ll!]'jra
wlkaﬁmm o ?Iﬂ!ﬂl‘ltﬂﬁm of the data between the m

Beriuse both of 1
— lhu.-'“ Applications are in the cloud, the most efficient w"ﬂﬂi

B Lo alata

aff, Isto

i i oy e T ™
or this type of sliustion.

Choasi
m:f an integration method wisely
A |
ﬁmhn:"m_t.‘.mﬂdmud.ww need to understand that you wWill o
e e e e
standard handshajce wily . ’
authenticats ssing X 509 mdﬂki.:n;f: ensurt 'hﬁ

e legitl mite,
tumnel, wehich o O U bandshaie
Protects apabnst process includes creating af © i

tn-the -middle securi
ty th
unicating with endpoint applications mhﬂﬂ-m

0
Ptions for cloud data integration

he¥
-
lﬂ:‘“#

3 Softwars solution: in thits approach, vendors can provde a preconfigured
mip-sLarts the effort of ntegration

mlegrathon pattert of peplate thatl ju

between applications. One of the penefits of working
termiplate is thal the same templaie can b
projects. The template 15 typically

reculnements hof a particular imegration, The pmmﬁusulnbn provide 3
wa to visually map the clata between soUrce and fargel Systems.

For example, in your efvpremises ERI system, your O
called i), ane in your cloud application, s
interface makes this easy 10

entity, You just draw a line between the v o specify thal ﬂﬂ'ﬂ-‘ﬁﬁm"ﬂé
Some packages also allow you 1o work with ore complex mappings a8 We

a5 provide & way (0 Setup rules for data Integration.

¥ Cloud-based tool: This pption ik similar |nmamrw=ptumdlmlmnh.
stich 25 connicions, that can be ciic applications. In thi
case, end users can buy differant £0 pmmdnfh.tmdmm\a'l
et sy @ component for tatabose

thery need to do. For exampie, you G

connectivity of to transform data going Inta a database

3 Clous-based solutions: In ENE cast, i
<ot of services. Far example, avendor mIght O a .
togy data from one saurce 10 twﬂaqnl:qrmdlt::.u-rt
might offer data quaiity and

fmm“hushrmﬂnﬂeliﬂhaumldﬂur -
Hmmnrwuuﬂernmdm.ppmm grver and database.

Hiering the
» Daumlnﬂm:uluﬁummmm e begun ©
Eption of leaving data in it arﬂmm‘lﬂﬂt#ﬂ'”‘"‘“”“

dau.msawoamnmwdaum mmwmd-wl'ﬂ caf
avoid pqunullﬂmw risks,

with & standardized

offes
m...mﬂﬂnﬂhw

ploce ihat serves a3
upon goldom masier.

nd inpegrating ot Lo ERE Claniil
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Managing Big Data in the Cloud

When we use the term big data,

i
: we are referring to the massive #‘h#
that is svailabie In many forms

and complexity, The existonce of Mﬂmpﬂ
new. Organizations haye lotig had to content with large volunies 3 of e ﬂ
of data, Ths diflerence with the advent of the cammerclalizatho? '
where the cost and efficiency of both compute and stosage ks 2 snall wﬁf"ﬁ
the costs in the era of the traditional data venter. In an earlies ":;ﬁp- Wl
mhmmﬂ by how much data they could afford to storage and P
hinits removed with the eloyd, organizations can now afford ¢ el

d-!.taa!rzvcrh._-furr_ Big data tecl I il
data in an effect & data technologies allow penple to analyze

_ ive way The ability to store and analyrze massive e
i lﬂ“:iuﬁ:&t:.i::;:h;:.my arganizations can understand data that WP ;wlw

tied the door to the renaissance in advad
Machine learning, and artificial |ntelligonee

Master data Mmanagement

Master g Mandgemeng
consistent and aceyrain
Soeticding daps silos 1o

(MDM) ie 3 technique that helps ‘“""’a'ﬁﬁwﬁ o
definitions of data acrosy their IT pasets. 1t u"ﬁ-u "I’
Teach a single version of the truth, For exampler -'“'ﬁ

But what 5 5 mum n your company, each contalning customer IM° |

omer? In the pha

:.ml't might refer 1o 5 plrr:i:imfln
P another system, it might be & ho o
; Eprital that buys drugs in bk 50

:Ir:;liﬂﬂ this daty logeiber, you nesd i understand mmﬂm'r! callif®

or you'll end up with data tha doein't makes L . :
Ena wihle
analyzs Iy, Thay's what master data js all about. =

Big dats characteristics

Blg datg BEnerally has thyes characteristics:

rmaceutical fndustey, in one F!"“'lﬂul;rﬂﬂ’"{

w

¥ Wai i
m:-n:. Big data iy big in Yuantity, and although the word bl b5 relathve et
BNy bt talking on the groer of ar least terabytes. Many big data
analyse petatntes of information,

By _
Filara, e clata comes in chtforens shapes and sizes, It includes these (VPE*

W""‘“ the typical kind of datw that analysts are used to deal
In:hmh FEvEnUR ard number of sader — the typie of data you 17

baut 1":"'trnaruhuunpl database, Siructured data s also being

M veanys in produscts Fuch as sensors and RAD tags
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another system, it might be 2 gm9P if I

think
pres siruactiste 10 i but ROt In thes wary Yo
i inchudes EDEand JSON farmats.

and audios, incuding any

Serriiatrcured difir hid 50
about tables in a database. |

Ursstruciured deole includes taxds, I”‘i‘llﬁi'- al {0 @ CoMmpany or on the
doeument, emall massage, tweel. of BOE BT o of all data
IntErner. Unstruciured data accounts - ﬂhmﬂ: not as consastently
o - o i+
{Mole that unstructured s a bt of i.::ﬂ::“ relagonal database.)
fits copwen
structurad as data that s S
¥ Velocity; This is the speed at wiich the data rl"\n;ci. Thi by e
tapturing data every rillsecond ot data :::Ht ;m“'m s0 it has 3 reabtme
poimed a1 you i
equipment. B data often
fature assoclated with it

compiie
af its scallable SLOFIEE: X
The eloud fs an ldeal place for big ::: I“““:;Im_suh; distributed corrput

model i ¢ this
Power, andd clastic rt;‘srﬂfﬂmwmim wechnologies have evnerged to SUPPOT
Lﬂﬂ and 3 number ol Ira
model, ineluding

Apac distribute
Hadoop: An Gpen Source
B et o ol
of comgriters. IUs really a distributed s with pro

de
was designed 0 ERS o cired,
ach with 2 Hadoop file ystem, Hm;: data. The data can be

STOSS gervars that
mmmeu'ulngcmur-tuf:::::dmﬂnmn ol :
wtruciured, ar sermistructired. ey’

:ﬂn't share mamony or dink. For mome infarma fataoy

Jew it
apashe . arg. ot mandigs Commp
dastgne 3 -groumting
ark frammewerk was Application Pros® k
- Spap Qe mppmsp avarlcty of languages 2nd :Em he Spark framewsr
at scale anvd su orieeof The benefits hat disOng
interfaces (ARI), C i
from other distriutied
rith I an efficent 1
mxw architecture that 15 2 :ﬂmw that s uitt on 199 Of
tions. One of the foundat
smathine lesrning Ny,

: i
Sllppnrﬁng an Analytics LA g w7 The lure of a2

mﬂlﬂm delﬁm‘“[
IlluhnI‘III‘L'-‘""ﬁ'm“ﬂm"\E::lwaa-tl“‘""""E it from the clovd:

mlﬂw mﬂisduM!WW' -,nuﬂﬂy"

h;uminﬂml[wumdwwmpunwm

I pata i tha claud

iy
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Big data analytics

Here are 50 L
me o T
nlljp]r: ol whey ¥ Ir}‘”h Rt hl“

s

and requift

¥ Finanely
| terviges-
s g i
predictive analytics 1o Bine using advanced analytics technolog’es
afakyze milans of credit card ransacoons 19 dett™

A whether wh

wch m

e it i drvsiinan rn.:f: be fraudulent. On the unstructured SO

tute Fraud, = h"‘“ﬂﬂﬁ-‘ﬂr-‘fﬂ o et e winat m#llﬂ#ﬂ#

Take a works
Br's [FETIRg
been r"'lﬂ"”"unrlt::? tion claim submitted by a worker who MY e
Lame fram 1wﬂﬂ.}ndj:w“| times by his boss. This data (or the daimd winkh
i sources, can be g4l
wsed wath structured data i@ Ifi

analytical system
. the symiem {M";mﬁmﬂm? ight Indicate fraud. As new T &
iMoo stigaled cally higthlighet the ones that may need 10 2F

:;:lh Just think abiout the «
- Theyve becaers ma

5 that wall book at wi
ol the Numenaus puyr

r’;H.'l.lrf'fﬂm_t-r:um:mlr: engines from Amazen and
re sophisticated. Amazon uses acvanted B¢8
rm:':r purchasing, and then, based on i
chases of ather people, make a recommindation

Mnuv;f LR
il
data In rya| mm?um{ff :; dvanced analytics gver massive .1r1'l-lﬂ-"""5""'JI
You're buying what es. sl your what
Profiles like you m\,ﬁT;.,m* bought in the m?ﬂ :::: Zﬂ::ﬂ“’ o
B Prichucts you mighy n;:: store will provide you with coupond® fol
'I'H_ Moy “m:
m""-'j“ﬂn-: blog Mmmm all the: data bemg collected across the N "
W tiersd dava e mu:.-:::m Teeds, Companies are rnbning e
ok bt COMpany might T i A a2
Lt andd whiathar phic « this cliaka to determine wht i el
Pasige lffnrwm! mwiﬁpmwnw B rr'tlﬂus
- this kind of servica In the cloud o
“-I" The cond
b ® 10 proe
hm::" ; mmmu;mu across clusters of machines require* H'E;E
o ce, the Safie Mapheduos di::rh:wmmmm With a technolof g
need fmym imalytic was developed to ru singl*
ofiage analysis of Processing power to a group of 1 u:;:;ﬁg. sy "‘
OF your clowd provi ta ar soclal media data that s streantl*s [
vt ¥ gt help do the o Parallel processing across multiple s
¥OU 10 insight £y _"Fwnsmrmmmm b2

it
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5 Devaloping Yaur Cloud Stratesy

®

T &
oples with your patential venilor.

TalL:
Slking to providers about Da

Other cloud analytics
ytics strategy when your data fsn't

The cloud can be useful in supporting an anal

that blg (by contrast with the previous examples of big data). Say you work at @
company that wants to predict what action yout customers will tale. You Wl to
use predictive analytics w do this, hut you den't have the skills in-house. In this
cate, You can turm to analytics providers that offier Saas-based services for help.
You provide them your data, and they provide you with the analysis,
Anumber of cloud-based offerings on the market Can either help you analyie your
data or provide software In the cloud for you 10 o the analysis yoursell. Maybe
you're using a cloud-based CRM and ERP system, and you want to analyze ihe
data thae's being generated there. There's & cloud senvice for that.

ul. you're thinking alvout using some of the data services in the ﬁhﬂ?&?;:l
= :
slgn the coptract, reimembet that data {especially -,rdmu: mﬂPﬂ"-;! o

clows assel, and Mﬂ!lﬂll‘nﬂlilﬂ!lﬂ:hwe
: o We describe thase S80S i the next gection.

ta Control
covered
in addition to Issues surrounding securlty and privacy of ¥7UC dmbwt
catlier in this chapler, we recommend talking with your POt s in @ clowd
the following fssues because when your data leaves 1o protect IE
madel, you need to ensure that the proper controls are in place
& Ehad
3 Data integrity: What coniroti does your providet m&ﬂ:ﬂ? '
e integrity af your daca ts maintsined? A% thare o complete. accurate, 3nd
supres that afl data input 10 2y or apphcation = sure that
reaspnalbile? What about process
ing Is accurate? Alo, cutpit e
ary compliance issues that yaur

» (ﬁm]ﬂliln:l:‘l'mﬁrtlpfnw gware of any
o make ﬂuﬂurynwpmﬂdﬂ'“'“ﬂw"'

your Industry. You el
those regulations.

» Lnsul-ufdll‘.‘l'uurdlﬂlslll
duudpm-\dnrumfhdum“har nnmﬁﬂ“wm“wm

does sommiething to yous dlata. |f tha cont =
s watwech, your repeec) Ly Sk SOTHE mare

a inthe chadid 203
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» Businets comtinuity plans: what f\q‘lﬂpt"n'.l-fﬂl"'qn!‘rrlﬂbk."'i-ll'l’d"w{ud @ MACH'NE LERRN'NG IN THE ELDUD

Vendors data center poes down? Whae ; s does yoU!

] 7 business continulty plan © : in K hasa
provides H""“Fbcf'.m"-l“"mhuwhlgI-,nﬂulr.glﬂ'uk*ﬂ*p'mﬁ# The g wmlhthm.u,m“mmmummlhidﬂhmhﬂ: W::t;[hﬂnuf .
Bt your data back up and running? For exampla, 3 Saas vendor 17! M profound impare on the evalution of advances ﬂmm of clata at a desper
that it backs up data ey cary, but it migght take several doys lnﬂﬂ“ o !mmmmmgm faen h‘l.“!‘ll.!-ll‘ﬂl-ufﬂl‘l’ﬂl
P =M Systems in another facility. You nesd to deteaming leved than is possible with traditional data analyss
THEEES YOUF business requirements learming and amificl infeligence

: gt T aching J :

Uptirmes viour proveter might tell you that you will be able mﬂfmjﬂfdﬂ Increasingly, organisations ant %memm orgamdations figve COMSRS:
99993 percent of the time: radl B et Dows this uptime In order to leverage data 10 Impfﬂ"rm e
ntiucie wchpduiadg mammwl ":ﬂ‘f VET, e . tenily used advanced analytics 12als optimire “‘Hm Wm massive
pe | of the cioud has made the ability [0 tse maching learing
|

[ amennts of dats affarclable. This has lec 10 an m:hlnh:hn:gd toals. While the area far

::;::r: EORE oy myou-go tyou Py Tor what you ) andl PO o
s vl 1t s o $04 e 10 reac the fine prink. For & well siabiished companies foaused o BEUT T L
hicidan int 7LYOU [0 move your data into the cloud? What abaut Pruschie learning and Al is still emerging. gt thhat 15 1
‘i ﬁ.umd“m casts? Then how miuch will it cost fo stone youT d’:,’w Ieverags the doud to gain true Insights from
need o hndua YOur own ealeulations so yeuste not caught off gard —
1S 0MMer a i £t haw the provider is charging for data storage. 50
bl e WN'"E LT T E.Aﬂlm[. Tor Emn.pm. f_hifl:ﬂ hrﬂll J.[d

SVEMEE SUTage used throughout the month, This indurdes 9892

Usta and mistadata stored in buckets tha you traated under your et

» Tormi|
uﬂmwﬂﬂu:ra CORETact: How will data be returned if the contract B
| - wﬂwﬂt&“”‘”—'wﬂ 525 provider and it has crested data 1Y
r T s i data be returned? You need to sk youirsetf if this i 551
et ‘h‘::"‘f'-*-'ﬂﬁjun want the data destroyed, 5o, you need 0 ~
bt YOUr prewidier vl destroy your data, in order 19 o
dl e to Noat areunt in the doud
Data svnershin: :
P Who owns your data once it goes into the clond? S0M°

] ] AL Broviders d : -
i S¥rma x L"wm'"“k‘-‘l"’“’d-lf!-ﬂ.ﬁmgn,-ummndwdﬂ"’n -

oghef

| Data acengy:

||I o " hihul tﬂl-"ln'.nb arEin place oy make sure ﬂ'lﬂj'\ﬂ:l.l' ;ﬂd ﬁ"’.ll.‘fu"

! forims of sncure FECRS ights) can acomss your data? In other words, what A
Bcends to primary goal i firotecting personal iy informaton 5

Comgy
I b 18T resturces, applications, data, and services is cont!

P e
haww in plags :' ment: What sofiwara and procedures does your provide’ -+

Comter a vy T [
data? This Inciujes intny m:ﬂ:n."’“‘"ﬁ tireats that might affect yoU'
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s Creating a secure hybirid cloud
environment

» Dﬁ@irﬁanhﬂ

hapter 15

b -
sr°m9tmg Cloud
ecurity and Governance

* geyrity is one of the most jmportant (gaues facing 17 lenders
%y, bejgin thelr (ransition 1o the clond. whether you at ereating #
et private clowd, Jeve raginjg o public claud, of {mplermenting 2 hyh
y s semething you can never

seciipity stralegy. securl
i consrantly evalVing. Hand-in-
Hir

mignt, you must have o
renlly relax abwut becalse (he siate of the ant
hand with this security strategy peeds 10 g

ur cloud depleyment.

engure accountability by afl prarties involved o ¥o

Managing security in the clpud ueeds 1o be
across the arganivation, Yeu can mplement ail the tatest feal “"f’"l"""':m'
trols and still face security risks ILyoUF end users don't aclear mdfzr; e
of thelr role in keeplng the cloud grviromment spCune ¥ = As
o gver thelr IT el wt than ever before-
iity, and pre

[l professionals wilh T CORLE
a result, the organkzatlon benelits from nere -
h greater Lihelibood TR
s of

duictivity, However, there j= alsp & mc
impact security il they don't undeestand the impli of thel actions:
{1 thiy chapter, we examing he security sisis #nd governantt th mﬂ“ o
companies working in hybeid and enviromments. THED is :;:; o e s
understanding security 1§ 2 moving tarEet- utimatelys 'd“nm. e he soles &4
g that everyane in the argazation has 40 understanding
respansibilities with regard L0 socurily:
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Exploring the Ri

in the Cloud sks of Operating

According 1o
the Natic
Eovemment gstandy Imhm; Instliute of Standards NisTh |
il and Technology {
ranging from loss of dy » POMpuUler syslems are ﬂlbi:ﬂ to =¥
natural disastor, These ll" o loss of a whiole computing Lacility hrfﬂ"""‘l M. ,:
Sensitive data can be sses can come from trusted employees of fo7
criminals, Nigy ﬂh'm:ﬂld:ullrcq-nud through an m:::“.m m,-_.,:-jh or sto! X
these security risles Into the follawing categod®®’

» Errors and
L0y TEEAR
»F “Juﬂh.: thata errors o
raud and thet Programming ermrs

» r""ﬂ'uﬂg wabo
»
Loas of physical infrastructure su
¥ Malicious hackers pport
¥ Malicious eode

Critleal Arpas o noted in its
M Pocus ks recent publication, “Security ST,
security rigk i e Ol it o SRELER )
in the cloud include ‘h"':.“m:m slgnificant ateas of oper
» Traditiona ]
because ey “ A Mot loiag
¥ - BRVIrS i
YRITC Uting -Ifl::: :.TF-H 1t3lly in contral, sm:::q“ "r"d.'"“""j o
traditional security YOUr premises. Mow, you compuling 35565
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End-user risks
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Assessing your current state

In a hybrid environment, security starts with psseasing your curgetil state. Wi
recormmend that you begin by answering a set of quiestions thal can help you form
your approach o your security strategy. Here are d few important questions Lo

consider

3 Have you evaisaled your own traditional security infrastricure reonrly?

3 How doyou control acCess righti to applications and netwarks — both those
wathi youl compiany and thiose oltside yoUT ﬁrural?mu:-haﬁuz flght to
mﬂsﬂrewcﬁ?uuwduym memtwtmmummp}n

arcess ta your applications and infosmation?

% Can you identfy web application wiilnerabiitjes and ks
wasknesses?

3 Do you hive 3wy af tracking your securiny risk gver me 59
share updated Irfarmation with those wha need It?

proleced at all mes from

and then earrect amy
ol Gan ey

39 Am your SEXVEr EAVIFONMENTS patornal secuniy

threats?

irtain your teaT bEYS: Hyuuamusimemyp&muf o you gt

» Doyou mi
S mwmgﬂﬂﬂapﬂm?'md

themm fram a nested, rediable
your dwdmdﬁrmam:-n?

3 Are you able 0 mmonitor and m.uu'u.lfhemﬂyrﬁks s el tme?

» ﬂﬂ.:ﬂﬂ“#nﬂtmﬁty palicies corsistently peross ol fypm of o
premeses wduda:wmmmﬁ?
» Haw e you protect all your dafa no
» mp:mﬂyuﬁﬂmand reporting rEqu
» fﬂ“wﬂnﬂtwmnpu-!mreqmmﬂﬂ of your inclustry? ]

3% Wha is your appiication sapurity program?

tar and mmpfﬂ?ﬁuﬂdu,w i e SEFVICE:

3 What ane your dise
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Assessing your cloud vendor ;
it comes o '
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security and governance. Hiybrid clouds wilize FoUur
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be connected to 2 more public cloud, which fs oing to affect the kinds ok
controly you need 1o have fn place.

Controls must be in place for perimeter security, access, data integrith 5:;

and the ke — neg onby at your location, but also with your cloud
;':‘r‘;;‘!‘ providers each have their own way of managing security. They m.arﬂ"";
s compatible with the compliance and overall security plan of yout © L
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::u:.. froem tise receptinn ares to the generator roam and even inspectns
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; & Iz it bn a high
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7
3 What sort of up-1o-date documentation does the cloud provider have in gupce

Do=s t fave incident responice plang Emergency response plans? Back

i
laers? i
:;T’ Restoration Plans? Backeround chedks of sectirity mm!a,ﬂdﬂﬂ

3 What comparies have

provéeled M
those certification your third parties with certifications?

Companies radighle?

3 Find out where your data will be
regulations it must mast abaiit
Important to know, Refar tn ¢
IsELpes.

sored. IF your company has compilance
Sata residing in forelgn countrles, this is
hapter 14 for more about data
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weanil 1o kmiow ”wmmmmmﬂhwmmumhel -
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provider handie application secur
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here are soire et i pointers
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0 rrrAnGe Strategy,” lator in this chipter, noe in section Cre

recovery systins in light o your secur®y
curity bresches can TR :ﬂh‘!tﬂ'ﬂlﬂ’p

Cloud providees are pow =

ﬂf'ltﬂl.lr‘“? This
x means st
hasidle on security than Y :::,: should not be surprised if they have a st

It 3 s
& It their business to understand the ins a:dp:w

Digging d
ee H -
Identity m.ag per intn 'dE "tlty ma“agemeﬂt
Nagement hel
in helplng a com, Vs prevent secority bre ol
i icant
ronment, whers ?P:;Dnﬁ n:l""“ﬂt? compliance m;:fam 1:1,?:‘;; ewi”
cations Bt I
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i For examgle, you n:,;"': ‘:m ldentity management In a alightly &
8 identity, Identitles 4] of identity as more than just an indi
exist off premises. A g 59 exist for devices, code, and nmlr:r:mrnﬂ e
security with & firewall |y me and passwornd iiwly'lﬂflt'l enough. Per .
Nl enough. For example, many ﬂ::r_ill! ﬁ'ﬂ‘*ﬂF
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companies are using advanced socurity techniques for access and identity. 1f
you've evir slgned onto your bank o credit card's ascount page on 2 new coMm-
puter or from a new geographic |ocation, you've probably been presented with
challenge questions. In addition, these AIM systems can detect ather characteris-
thes about the device you are using. il sumebody tries to log into & bank accoutit
from a phione that has beea tumed off for six months, the system may jnfer that
this login attempt is fraudulent and could completely block geoess.

In the cloud, identity and attributes (that is, facets of identity that linlk to the
jdentity) can come from many systems. ‘fhese (scots may fed into an entitlement
layer that contains the tules for authorization and access to the different layers at
a provider's site. These layers include the network layes, the gystem layer, the
application layer, the data layer, and the process layer.

Think aboot the cloud. Machines can e decommisioned guickly e then brought
up online again. New machines can be provisioned on the {ly. Data ean be
1o different machines when the pieedd arises, Yous company may WAt t comimi=
nicate with different partners 2nd cloud providers. All ol this can alfect pecutity

and ldentity management practices.

Understanding data protection options

some experts bellpve that different kinds of dald require different 1@ might, In
tection and that, In some cases i a cloud environment, i Enun;u
fact. ba aveckill, You could encrypt eyt d encrypt

ple, when you writeitio yaur own disk, when yail
when you store it in a cleed provider's datahase. You

cads comprehensied e ,muzz‘i;ﬂm advise ML=

Encrypling everylhing
formance penalty. o 4 m] do so, and that can

enCryprion pses a per
aging your own keys rather umamIL [
become compliates S o . , 1 you're try-
tionally, encrypting everything can ereate other 155US=- xm:ﬂ:ﬂ ia;_l:u
mglnmmtdauinzdanhﬂ.puu-ﬂlhﬂrl:au n:l“m! ;

} and plsn while ft's bem;_sm::m wumwﬂﬂ* e
procedure can be costly and complicated. Alsa, l::r:j:uu!_
encrypled everything and you're safe, that may nast

o ¢ |5 tha your datd

wern able to steal payment data when @
paint-of-sale. This breach tool; place before the data was

St ~lglh i and {-}-.frl'_trl.c{‘
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Maintaining a )
Arge numbe
archiving, and accessin r ol keys can be impractical, and managing the storing

Bterate and connyn ko he keys is difficult. In : coble
te ene . In order to alleviate this P
tragrove security. PULE encryption keys as needed to reduce comple e

Here are some i
other available data safeguarding technlques:

» ymizing the data:

the data fealled m
e
Socil &u|r|!r number

When

aj ks re eata is anomymiloed, all the data that deserite
o add l'-?"'!”-‘l'hu miight include someone's n3me >
e cioh rews. Although this technigue ean proted 597
rilifica VAL peieacy. you need ta be really careful about

St of |I1,me
atien you str .
out wha the data pertains in, P OUL I I¢s 1t enugh, hackers can stil 8

n: Th
fandom tokens ur:t::nqm Praiects sensitive data by replacing it with
Unauthorized access in E:E that mean nathing to someone who gains
Thm Coutd do anything watt ta. This technique decreases the chance th!
hioemation, passwords ' the data. Tokanlzation can protect erotid gard
AT Uit ity err » Bersonal informatian, and the &
Wi o wmcure than Encryption. the fike, Some ﬂpﬂ‘-ﬁ
Illhlﬂdma“
databissn in n controbe in ths ¢
ot L]

rder (o protp .,rme*: étjue, access controls arg but into
10 b Y obe databane <o that :
ErErypted, = each piece of d#d

- rity res ibili
hyour cloud proyider "

U you are using the paabilic eloud

with other !
COmpRties, This con Your compary is sharing common in[rnil'.ﬂ-":ll'ﬂ?

copt of sharing is at the hea mﬂﬂl’
rt of the cloud ’

environ your busines
ment, IT users alsg h“rl:ud;m a mﬂw:[:vﬂ of control over thelf T
greater control over provisiondng IT 3

Your Choud Stratepy

Creating a Cloud GO

users have the potential to easily provi-
rity. You newd to
the same attention Lo security as
af clotd virtual machines need 10
v security

Without understanding the risk invalved,
sion images without providing the right jevel af attention to socu
manage resouICes provisioned i the eloud with
used in your Internal data center. All users
imderstand that all provisioned instances must adhere 1o your compan

standards.

After you have provisioned an fmage, you need 1o trke responsibility for the patch
management of that Instance a5 well as additional images you creats from that
{n<tance, For example, you peed to keep up-io-date with vendor bulleting and
apply nequired security updates, fixces, and patches to your software.

Having an inadequate ldentity managemment Process cpens up yultnerabilities that
can impact the security of your environment. You can also put other customers of
your cloud provider at risk if you have 4 weak identity management process and
create yulnerabilities and open paints o youwill need 1o havea

process for

{ entry for hackers.

¥ User 1D request process
¥ UseriD approval process

35 User 10 revalidation process

% UzeriD FEVOCALION Process

3 Password management pLrigie]irves
» Password swength puidelinzs

the right lewel of security,

your cloud previder MEY decide
m.ﬁk?pﬂ.m J

i you (ail to mantain
yoid 4Tt A oot ¢lslc and can vefuse (O P

vernance strategy

m:ﬂmm:mdmmvsmmmfmq

Iy, .
I where w'“w Ly Nﬂ:huﬁ::nmim how A OrRA

the organizing principles and rules i world, Eovernanc
behave — relating to uslingl mﬁm] 'Il'llllhf du multiple pasties across differ-

define how multiple
ent companies will be part of the goverpance plafl
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al
really 2 combination of policy, process, and contols. Th¢ '“::n,

to knplement, maintaln, and continuously lmprove
manice does the following:

IT governance ks
rrll'l'ﬂ'ﬂulw“'

:rﬂlﬂd Jﬂd

N Ens .
.ur:: that IT asets (systerns, processes, and =0 ) are implert
teed acoording 1o apresd-upon policies and procedires

¥ Enau
» TN dravs are progerly controlled and mainraned
Ensures thar these assers ane previding vilue to the orghls -
IT o et
and mnmd. therefore, has to Include the rechnigues and policies tha! "1'::'!“:
Eemance "W Systems are managed. However, IT doesn't stand alone fistic:
Ir‘l.‘“llﬁhThumm . In order for governanie 1o be effective, i st be I:;“HH
organtzational issues and how people work together i

bl;ﬁl.tﬂiguﬂs,u“i!m'

echnology. A critical i nee is est®

N erganizational telationships between hmﬁr}rﬂm as definifB o
People will work togeth ' gind

et across organizational boundaries. So, the best
Fvernatce ocours when IT and the business sne wu:j:;i::;m

U :
nderstanding governance risks
Each industry has 2 get of

competitive environment ag Rovrrnance principles based on its rﬁ;.mmﬂ o

k-

i 185 view of risk. There are different levels 4%

L P dre erent

m-.."ﬂfﬁ e o nies, Information cannot be shared across mmﬂ“’ﬂ}:

woftvware dewy) o SSIVICES, certain dﬂlﬂmﬁﬂkﬂn-u:dmbtﬁ-‘u'" ¢he

mariet o lopment, there ile risks assoclated with getting the product *

l-lnl'ltl'nlhehﬁlﬂlm industry, there are patient privacy (s

Although P gl

st rxtf‘l.rh: :r::::: i mﬂﬂqm;w work with the business to put tngi'lhﬂra c i

To make our point gpmn Fwryone in the business must ummnddl:‘“

a ! you have 3 o Y

o Sippone T (0 be tsed by rbiuscnord e Ao ﬂali:::hnn;h:ﬂb ﬁ-“'ﬂ.
s L the CI0 discove

mformation. In this case, incovers that the marketing analysis system u‘-"-'d‘ e

the business i
Clearly, not is put at risk, and IT governanc®
ﬂhhhnﬂmmmmNh‘mmmhmwmﬁ

||\°‘Jhsnﬁunl’ [hhllﬂf“ldtrilm meve Into 4 hybrid model:

» Audit and comptian
prance: Inciude lasues around data jurisdiction, data peces®
b Paintaining an audit rai, e

* Include data integrity and data confidentiality and pricacy.

PART 5 Daveloping Your Cloiye ftratmgy

el af
ormance and avallability: include the lev
el o4 10 successTully operate

st doas the
m&ﬁs and provides business continulty mdﬂ;ﬂ-
pravider have forensic informatian, in gase som does 53 WIoNE

% Intoroperability:
posed of muttiple serviges. Are you &
continue 1o SUpPor your
changes? What policies are In phate
= Ao ol your contrac. far

i with ot reading , sl o ol
& m"m;rﬂmm:{'u your data in the dloud? if lI-_ewvﬂs:;
:Ua";‘ﬂmmﬂnl ;.lltd?lu'mlhappﬁﬁ-mhpfwﬂﬂfmﬁ i
o
% Bilfing: Associated mmmmmymmuﬂad correctly
(ESELITES YOU COnume.
3 Other Include protection nl'I1-|l:|!-!1l!"l:|1h’-~'\‘q property

3 Understanding busingss
» aubmlngbﬂwﬂiﬁa‘ﬂ

i

ch as program
iy responsibility far Hngs = A
y ﬁlm ri:lm, cpetifications. and manioring 2P

ment,
henyou move tnto s hybid 1o 9T oy yesourees O L " nder

how your £t
w0 deal with issues retated 10 o provide
ﬁ.nwdlnlkalﬂu‘:;wrdm services

standing the bew quire i
nnmngw“h'“ youe oFfpants coquirs 3 REEOU?

agreemen
involved in cloud governance.
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Your governan,
Ce sirategy needs to be supported in fwe ways:

¥ Understs
: nding ﬂ:m w:xilm- and risk measures the business must
wmhrn" rneh :: [f:: ; fniess require o meet IT, corporate, industry. o
At b FOr kBN, Co youir e dhisty 0atH i
ers? These requirements must be supported through

techinical Conirods of procosse e
¥ < Ll M mRaroe el
i b v ltnmation, Jnd Strect o
and wisridiows r I

Unetsrstanding ¢

sy Wlu'":u"::-_-m":' goais of the business: Perhags you

stock price, quam;* H': performance in terms of sales revense, profitabli:
product or serace provided, and timely delivery. YoUr

tlood
provider needs Lo b

- Al 1
your butingcs, Deriormanes bie to suppon these goabs and lmfplynuﬂﬂllmr"

Making governance work

We beliewe that .
effective rt
p - it management of the clobd will be po u""m?h.
Ml part technolagy, 1t°s roally a three-parl solution:

o :Lm DUEAnizaton needs 1o set
SRS ane {0 put processes
'-':'l-""?"'i:nr'rn: {this boy
This baosard Wil harve o
Bl s
Praciices.

up & governance body to deal with doud
T hnh:v o work with the business arcnind
oversghs rj:l.lr E‘x.la-hﬂg povernance board, ifyou )
ok bt ponsitkies nd Vi ellatescsoe with e
usiness members) It can also develop best

Your arganizar
0 Meeds
With 5 10 have governance bodies in the doud that dedl

stanctard ieation of 5

need some sor un“:rdﬂl::hmde shared Infrastrueture issues. Yo!

on your thiz group. Yo mils
your level of imvnivernent iy thi dm: ur hevel of imsplement depe

Your arganization W0 Paad

QIEEnNzation austomaticaily % 10 have technology in the mix that halps yoU!

monitar what happens in the cloud.

You can measur
e business ;
stock price, and eu Parformance by comparing preduction, gales, :M‘-"’:’:E

: Sormer
I’ performance by m,"”‘*‘“ﬁ" with your goals. Likewise you can M
mesnlit ng server S et
on time; budgets: ang , application, and network uptime: #
mﬂ.ll'!* fmFl!ﬂdn dates with your mﬂll Huw-‘ﬂrl

d monitoring governance

| I PARTS Developing’
2 Lereoping Your Cloud Sir At
sirategy

;—'

¢ program is much mare difficult. At the et

the Fibes that you put in place should help provide guardrails so that
in trouble, while also giving teams the flexibility to innovaile

measuring the sucoess of 3 goverane
af the day,
teams do not get
Of course, your awn intermnal EOveTTance committes needs 1 aNSWEE the following
types of questions to get stirtid:

1 How can a glemance 5Lrat¢mrne1plomppm1m bissiness? Can you oeate
o policy that keepi your grganization safn while 3l50 BVINE 1835 frexlbiliny?

3 What should managemant measure sl manitar to ensure successiul m

gonernane]

3 Are iniermal and externial users of [T resources griting thelr guesions

resolved guicky?

3 5 customer daia eafe fr What parsons within your

o unautherieed accessl
o= do their obs effecely

rEan|zation can view customer data? Can prmploye
while also sesing less specific customer dlata?
isiness manageme i that wmm‘amncaﬂ
withaut domagng austomer loyaity? What
dimess of & panner's Bystens
handie securiey

3 Can you demonsirate 1o
recovar from anticipated oulages
will happen In a worst-Lase gcanagrio if your U
are breachad? Do you have rapld response plan to

[ncidents? .
3 Areyou able 1o monitos syslEn proschely 10 m;:rt oL Can make rEpETS
{efore faulty serices affpet rukes and regulanors’

A% PO
W Con iy your IT Immummmﬁlmwmﬂ
-mmu ngmm. TRy, and securlty mCredst, do you need o

thinik about Hey wWays o justify the costs?

i pod.
hese questions meed to be nswered whether of not YU re using acl
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w Explaining the reason to balance
costs with needs

» Defining the hybrid cloud sconomibe
advantage -

» Unﬂmnﬁuhwﬂnfmﬂm

» Examining the costs of the data
center

Chapter 16
Breaking Down Cloud
Economics

faces when moving o

confuning issues that @ bustness
hie conty aned the oo

e of the mos!

cloud services is andesstanding and planning for t
! pomic impact on the business. jit Is Nt sOCPOSING:
First, costs can change dramatically
for a limited set of functions, such a8 (esiing,
data in a cloud service. These Initiad sonts con be
matically lous expenshe thatt using data center » "

often taken by surprise whe expands 4 e,
#'here riny be a logial reasan foi t

Billia\nu::ing Costs with Requirements

the costs and
it ts Imperative that wot be able b0 -,mt!unub:l:m y it F procoss ar 3 the

different models of compating yrou

cconamic impact of the coud, you reallpe that theee A%
have lo consider a va
The costs of running an ap
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than lesakin "
CRtiE At jusg
mkmnn the requi TH“T::E“ you pay for the software and the P ol
o as conling, floar space. i;:;"' the application. You must also conshder s cost savings and aglity. However, you need to do your homework. Fer
the &t goes on. The reality ‘Ij t capital expenses versus operating enpenses ~ example, it ks lar mare eipenshe to e an aging mo apglication 19
largest global ertes that organizations — from small and mid-ﬂ"m thae public doud. 5o, before you siarta migration: mwurmnmr* ga that
Iirreise Nexibility and cost off — ate moving toward cloud enviponment? » yau undersiand yaur own applications that mmﬁulmmedq“m'd!r'
pubilic and pefvate cloud =y ickencies. Correctly balancing the use af penl cpmmn;plwhmnmamﬁmmﬂup’ﬂﬁ
Part your e s in eritical 1o creating I " u‘-‘lﬂF' ander. While this may
variety of comput £oals. The hybrid cloud ge-term longevity © o, 3 Yourorganization may become 100 ruliant on a single
order to gy mputing models bacee ar e ud allows an arganization 10 5 give you clout and econormies of scale, [s may a0 laave YOU al risk, Susiden
Ppoet changing cuse rrent and future needs of the b riging iner i Lo buchget. AL, if that vendor has.2 sudden
OMET regui remenis, pricang sEE aj'lw;aﬂyﬂ : me
o L putage, you have No NEGaurse- mnmwnﬁﬁﬂ:"@
Stl'lklng the R.i h choutds in order to reduce ﬁnumalﬁwellutﬂ:h
for a Hybrid cfmtclnala nce of Environmen®
. THE ECONOMICS OF THE.ONLINE
Overatona performancs GAMING MARKET
:F’I'r on an miuﬁi;“ulﬁur”‘r' economics, and (lexibility all have a ‘n'ﬂl nﬁﬂ!fﬂﬂ"mﬂ“
Public doud servie £ clowd strategy, Striki amefE I Comsicler an example of umﬂﬂ#ﬁm'”“ﬂ#ﬁ‘ jajenily 100k
i services, pevate cloud, and the data cemer veq pognpe mrmmmwmwmﬁ#“’ﬁ“”“’”ﬂ;m
s e 5 i "-"n'"“"‘HTmuf take [ni mier requires 4 P - . et Thas CM mu"ﬁiﬂhmm
el well asan undeestanding of o acrount the noods of a variety 0/, the market by storm. sgh ¥y g to mainiale 15 {pad. The tippnE
Ty athin of envigon g of the future business strategy. F1#/"¢ th dlisrriand for 1bs COMpULE rESOUITES fromzere e o 10 rilart
vl wher creating ments b critical for your o " ehigve I it carme wrher the cesmpbes/s rwe st OniTE game ioar that he ST
a hiybrid clayd ani atlom o ach o five manies, 1 wers alsundantsy
stralegy. Consider the 1 IIm'Ji hmmh;ndﬂnmlinﬂbﬂ mwmm X
¥ Pubbc clouds offar e - 'S O PIEmEses hﬂgﬂmllﬂrmddMlmmmw
third-party tools -in:":mrﬂ capabilities for scatability snd & vari f storage, and ruebatideg bantdidth,
third-party service o Pplications Heswever, just beca : e wﬂﬂm urd:rﬂﬂd
BOverTane GES N0t mean that AR YOU 7@ 4HSH Judiging by thé experlence of some & Its woeake? o Ui cload 320V
ha i oo Tt o e R the ok for sactiioh muh.dmmrmwmcmmnﬁﬂ"*w‘“ N o sICoESs
ve the right services i protacr efore, youwant to make sure that you e g pesk e e flist year
placing data i i 0 protact your assots and en {hast wouikd 2 : g casts woild e %
o8 ¢ appropriate location sure that you are Wmmp‘mmmmwwbﬂw O ot o real 3 TW P
r::m"\‘h‘!uwmumu,m umupruﬂumnhmmdndm#ﬂ““‘“’# i Tris Pyl
fieed 19 estabiish 2 sataf me F cloud services to chance or whim, Rathe! mdﬂﬂm_wﬂml‘d i handle compue m.‘dumhﬁuh“
. B e Buidelines that appies to centra T as well 35 T epedthe compiny beorce P60 C e
ﬁrmum &n nw“'mi;rx; i your policy on the type of data that YoU ﬂmwmﬂqﬂm privat dotid that
! Which ot ity to rm::'ﬂ".' Whilch data naeds 1o be b#hk‘ﬂl ,-ml' mobile MWH'I‘ workinads.
Hmmmmmnmmmmm in the country of arigin? Are there datd . ‘m';bhnﬂ'ﬂ#‘“w
| s that everyone will agr Immediate access for anatytics? Dont \ A e sime time, a8 the comparry became peer Bk RIS based
Unications plan <2t with your plan without a well executed ofindepenent software vendors (Rt €0 e siomen growth. O
' - You have on it aming platform. This Drought o s vty o
W Mdmhﬁw"m‘“bﬁnmapmmm lhrntkztwmlﬂhaiaﬁﬁﬂrﬂlntglﬂlwhmﬂﬂ Wy = nis /
A mandate to move to the cloud m"':‘"‘"';,r*“"daum:‘lef publc dowd services that entu(e and prediciabis
can offer you poten
6 eart
5 Developing
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¥ Asyour
buinpss

provler to your ﬂlﬁ:w evaheed, you may decide to becamée a savice
““Musm;;; 'welw-lbm-er'. Ins this case, you need 1o lrum'flhffﬂmd
are you able to char public doud to delver services (o customers, what
robust intemal T u.ﬁh,ﬂ”'_cu"“'""" for your sernvices? Do you have &
viable sivvics provider? -.-.rp-.umﬂ that can transform esell into & commerd
provider or creating you are the risks of elther using o public doud
¥ou need 1o weigh 41 th f l:rm internal cloud? There lst one right answer:

e factors and eeme to-a well considered dedsior

Computing is not 2 =i

new technologien '1:?;-':@ v:n:-immnan It is dynamic and rapidly changiné o

vendors eifer their servi available and as standards emerge |!|I.:1 iransform [

emeTges that will ,..M':"—munn change in the blink of an eye A now 5%

enough to simply set a ¥ou to tethink your execution plan 'rl'ne:tdl’oﬂ. It 'l
ftrategy and plan in motion and ﬂc{'u:tﬂ hlindiy: !’ul.t;f

to be Feaidy in
reEvalual
et matures, eyour plan affen as the market for cloud g

Reapi
ping the Economic Benefit of the Clﬂud

An L2 TFRT T
t
thata cemier, and H?:i‘:?;;iﬂl Ay different types of workdoads to MANaF®
;:;::?ml. Therefoe m“;m{h;m'l”'l Iee @ Detter fit than others fiot :dﬂl
TEl e g YOUE e f
a pood understanding “rwurm:“;:i:imlzﬂ Ch“'lr

Commndisy

workloods

Applications, are » Buch as everyday emall

R o inimisnsielern A5 Wi, it 4 S
eeonomic beneflt for workloads wllhlthm m‘n‘"ﬁ!:‘

tics comes from
levera
tiom, and g cloud capabilities such as standardization, OP°F
O

- “"MIHI'.I A
native applications see u gond 1a :
are a good it for the ﬁdnuh as crmall, analytics,

A Customer - fac
ng financial

£y may be applicatio )

well du{gn:;l ;:;;i:;‘h'"r a private ',:l::,,“f heavily regulated financial mﬂf:ﬂ

i nvironment. While there

ﬁmlmﬂ EOVErmance r::;ﬂ f-hui:t can handle the task quite well, there g e

o and compliance fssues. An it from the public cloud is outweighed by S

= used occasionally by a “h““wtmm may have specialtzed T eilonds 1hal

il Tty fie Eroup of users. These speclalized worldoa%t may
economic benefit many years in the lized

in moving them (o the internal data center, so there
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wﬂ.'iliwinlny_dhuﬂﬂﬂl

x of weorkionds, howewer, you
eloud can deliver out-

Adter you evaluate your mi
whete the standardization, fixibility, and scalability of the
stantling econormic benedit. '

e to the cloud is fikely to deliver 4% econnmic benefit if you need

A THOV
» lﬂrrﬂﬂdnpadtf:‘n’ﬂfurﬁnmn |5 ramiping up for @
perm initlative, afid you parmporarity pend some extra

estra SOrage-
» Ahhmr:unﬂviulsaﬁl el
divirsiliad, evaryone oh your istributed sales farct
different version of yous in atian toal. You have
out on sarme big deals based an giscre ies
d-uumplemﬂl::il

across diffenent sales @ame faude:ld:“ : s
L ausbai theat a members
Jury yOur Sakes ation will gnEure mm!ﬂuﬁ!twf?

e consistng antl aggurate informaticn when
for more on Saas)

» Mﬂappu-ﬂ-hmﬂn: mnn%uymnndl_sﬁwﬂ requ
more sprvers and lots of SyStem administration Bme spent e the
and upgrades. You deciia that a applicanon
cloud will deliver the perf
<kifled adminisratan g 1o o

ﬂnumﬂnﬂmrﬂmumwﬂﬂ‘pﬁﬂfﬂ"-

T
a

Filling the need for capacity e
udurnlﬂﬂ'ﬂ'

Some pragmatic workioads fit pe:l‘ﬁl: inte s s

model. These inelude basic comptt
o Lest and development pequirements.
ds that are putside the day 7

Considering 18a5 for worklod
ks sense for thess

wﬂheathtum-.purﬂm
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5o an a8 model i
they need righe :-.L: l:i::m ic choice because organizations can access Wo
; i having to buy new handware or gu:hrmr.ll the 'ﬂ

process of manual provis
the Ipwng P ioning. In practical terms, this means you st

¥ Software: Bulidin ©
process. Typleally E;::hm is both a qumbersome and a long i<
development soft peers e t acquire servers and specialized
the bottom line of rm':nht:”m this 5 3 nocessary process. it doesnl add 19
Evaiinie niw software :::-..L can be time-consuming and expensie 19
thorn s mare lkedy 1o try i ot software s available as a service, an orgamiel
Ir aeklition, riew ...W%;:Wm software because & can cuickly evaliate
teployment ICCD) rnuum';f: tontinuous integration and continueLs
sonoiric rmaded of the cdoud & Chapter 11) require the flexbility and

¥ Cloud-native
applica
Erneration nm:.i m::?“ services: increasingly, divelopers are wsing next
applications, Thens are ;.m-h'“" Pads ermironment 1o creste clowd natve
Uelmed APis. This fhean ighly modular and containerized services with wel
PUbsC and private riu-uus that the services can be moved across dibferent
louds based on circumstances. With this architectur® 2

businsss, ca
N operate certain :
Privite cloud or data canter workloads in the public coud and others 0 §

» Enpanding
need for i
they need 1o storg ",: '”"W A arganizations expand the smount of 4352
S=reces. Consideriog the B2, It's loghcal to use inexpenshye cloud sioragt
b, e et "‘:ﬂl'h’ﬂw of cloud SIOragD ServiLes 1] makes ﬂr'lﬂit
. businesss storagn MT"::E:IM costs. However, In some siuations. 3
eﬂwnnmentm b ﬁmr;:npi‘;m tha & Iriernal chn..pd storage

» System
testi
| , refatively thnﬁui:“:; F o 30ftware evahuation, respurces are required /%
I 0 o their cnam reegy AN lesticg 4 system. Dospite this, testars pypricadly walt
Frost of the L, [n ﬁd;lilﬁ. which fsit cost-effective becausse they will 8T idie
|, he has o epend much on, if someone |s testing a fast-growing workiod®
via 3 service for s fractio © monay 1o achieve the same th|n;gﬂml1ef"“m
n of the cost. Testing as a service also means that

i IT eepanirati
. O Cam test
the dats ceritar, for situations that cannot be easily replicated With'®

| #» Semsonal
i or peal | e
deud-bursting wm;u Soima companies are alrsady Lsing laa5 [of
flexibility of using laas re are unexpected or planned high-load periods- ™
Mmieans that the companty dogsn't have 1o overimest

i
hardware. Th
ese
Shaneehins Comparies must be able to adapt to higher loads to prﬂh!d

- =
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Selecting a Saas for common applications

Not all Saas applications are the same in pems of costs to e 4Eg

applization ix fairly independent of the averall applications and information envi—
romment af the company, 5aas is an economical way to quickly Implement core
wervices. Also, hecause many 5anS vendors make their application

interfaces [APTs) avallable to other vendars and Cuslomers, hey are able to work
offrings. Mores—

in conjunction with thinl-party SasS alferings oF on-premises

ver, $aa5 has enormous benclits for organt nsmtdm'gwmm:upwd thele
own hardware and support envirenment. However depending on the number of
users using the S3a8 application, costs may v Therefore, it i Imgartant
to analyze the costs of the $3a5 application before signing an agTOCTET

niling the pricog model

Make sure thal you undersiy
{h? Does it offer

¢hatging for each user per e

dor have a free version of the product 50504 can test whether the mmm that
‘il be iseful before buying? There will be vendors that create pricing T
are not obyious at the putset. You need 1o do your omework to make SUIEYEE

anticipate fulure cosiS.
penelit, bul you

Raducing your hardware requirements pray
o o e st ok
rechyetions in support and malnienanss er you :
exampie, when you [mplement a Saa5 application, you shift meﬂr:pr-::;zﬂg:f
managing new versions and upsdates to the sans provider. Yo

peonomic benefits as a result of this ghifk:
3 You can cut back on T wialf Of reposEon

other projeds.
3 Endh-user prodictiviry [Mproves with & Saas model
Hion ard seamiess ugaradas.

miare freguent appica
s (mproved data maqahﬂﬂunm poarsISTENCY
thas cined availability of the 5an solupon:
crl

However, one of the economic mrplﬁnﬂl_?" of Sas mIMM+ imapot -
moe silos of applications and data in " Sofoware 3 4
ot (o evaluate the Saas approach and cholces batad fmmdm and in
cervice noeds 1o be [ntegrated with other application® casts if the 1T
{ie data conter. A Saas application o &
organization has to go back and rearchitect the B
prenises and eloud applications.

mmbu'iofﬂveruﬂﬂ'[ﬂ
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OpEx VERSUS CapEx

Whan the value of
Cloaad warhut
arpund thass mﬁcw—:"mﬂ‘ are discussed, the corversation oftun rVONE

* Capital expenditures
m"“mﬁkﬂ!&m These are investments made by a company ¥
Pl i s upgrade sesers. These sssets could be vehickes real estile
B et = ':#'R"S, ralwarking equipment, or servers Companks elthet
ey mmmmym!aupIMEmmrﬂmmwt'

Fight cawm the resourn: assal
il . The comparny can Then deprecite the value of the

Operating
Expendes (OpExk These are funds that must be pau'rnrw:!ﬂ!”"’

Cparation of 5 husiness

el sness. Examgles include wage P
: s choud services Hie Infr mmb:‘“ﬁ'\mmﬂmnnmm g7
Saftivare 03 3 Sivvice, sl & Service, Platform as a Senvice,

OpEx wersus CapEx b § ¥

ﬂifmf-ugrm,::: Nt bedavse companies are bmited in w;mﬂufﬂl’#

that do hot prokce 'wmsmﬂwmm'ﬂnmgumlmmw”m
mﬂﬂ“&m Thils = the m”““f‘?"“wmnwnhscr;umﬂﬂ'“‘“

FRUERS ard ailfver vebsictes, mmwmmrmpﬁnﬁdmhﬂﬂﬂr

redect Capkx to oiher Theey ity =0 pirimarily Tor twe ressons Flm“mpﬂq::n

Brojects that it be more lucrative; sscond. wﬂﬁ'ﬁlh

BTester apiky — g ¢
m“”"muan'.-mh:;:ﬂ“”[“ihmﬂnprwﬂ is ot suceessful o &2

he CagEx verun Opex disussion
perica aften leads over
o~ nm'mmm” _ mhgﬁmﬂﬁﬂrﬂ*
P Ut Al S e e T Ak the fact thatyou might 7>
£0583 for maintenance, .d-,.,.d.,a dz: 365 days a year: the physical mverhasasand""d
O I o oo The S WA has add0o0®
UL Cloued services i '”““"“l-mﬂﬂmeiﬂprmlummrthuﬂ’dﬂ
by st mokes business sense because that cholce frees ¥

fapil for other peo)
- PrTjeets like
0 flesbilty and agiliy. | search and development or markating and the s

Selecti
e m"ﬁ a massively scaled application
earliest cloud adopiers are large companies that wanged 10 7 p

finding that ;W;ﬂmtm [nuch as ernail) and put it into a cloud. compani®® e
to be a more cost-effective approach. In essenct, this e

55T h'il:-!-l'-_.|l

type of clond application where the econamics can't be mmatchasd by e data cen=
ter. When applicatlons support this type of massively scaled jnfrastrociure, the
clauid will often win out. Because massively scaled :pplkamumﬁn emall and

social media are relatively simple, a vendor can casily standardizé and optimize 3
of users ata low cost

platform, making it cost-effective 10 support vasl
By taking: advantage of the economies of scale in choud environments, 3 massively
scaled application is awin-win in the cloud.

When it's not black and white
I:-tnnnmb:iui thie choud

sot all situations are chear—cut. Accurately forwcasting the -
cant ba complicated. The problerm far many organizations {s that they don’t harve
an accurate ploture of data coniter costs that allows them 1o conpider clout prope-
sitiois on an apples-to=apples hasle. For example, beguse companiss pay per
user per month for a typical Saas application, the casts over time may appear to

X mi L Trﬂ'ﬂlﬂeﬂ“mnl
be greater than the coals of owning an application & a unit of work by

for
could be made about 1235 seryices where the gusiHmEer pays e
o consider the flexibility a0 agility of

valume or timne. Fowever, [t's tmpartant [ A2
the organization to dhange hased on the af cusmmers and partners,

companies are willlng o {ncrease thels np'l‘lt!n.l,{niﬂl .
their capital expenses because it gives hem long-term Hexibillly:

THE EMERGENCE OF ON-PREMISES
PUBLIC CLOUDS

A new moded af compting 1552
structure and capabilities of the p

AMMWBHMWNWMW e
rach of servers mnnumnnummaeumh-ﬂ“‘ s e controled 2
uumm-smutdmdmt,mmw#’““'”"“
managed wm.mmwnmwﬂ"“
-immmmmﬂmummspﬂm s

ng shape. This
mmammm-ﬂﬁ”

" ghat want

hi mmmwwmmnmﬂmﬂﬁ_!ﬂ“?_ pend e
m'mw._ i 5 early in the develnpment of ths mode! =0 ﬂmh
muanmuurmw-ﬂhww
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FRAT 5 Develapin

‘Thete are other s

wrll sulted for Il:’i}::: “TIMH an application designed far an earlier €% i 0%

:Pﬂiﬁﬁm in the data n-'m hese applications often have dependencies o &

t usllt s v e wheve code ¢ ;;T The applications are not optimized since they

Ing environment. 1f tha el be designed for a specific hardwate anl spwork”

EnTinGis ameunt of m:rrplm“m fis simply moved to the cloud it will "
pute, storage, and netwotldng resources just ' opertts

e

Only when
the a
d pplication is %
oud. modernized does it make sense to MOV L

ing the .
| of the Data Center Economics

it's hard for moat
o b iians ta ascunsly el the 4ct48) U of ransine
Port several different g © data center. A particular server ma pe used 19 P
many personne| rmuﬁllﬂllnn!. For example, how dog you ﬂl.'i.'lilrl'ﬂi!’.'l" judfhmi
may be & particular mmh“:h'i:“fﬂ'rd t0 a single application? AlthOUE™ thelt
mm:laﬂ members may be ir your stafl is updating one applh‘ilﬁ“' b
e I" . wome rganizatlons ':1_":1““'““""5  difforent apphication ¥ anothe?
o specific departmants, but if : TI::I:;IW Jbﬂm attempts (o Ue ﬂmf:fl;ﬁ
' " ¢l §s likely 1o have been Ve

Comaider, an a
e slmple ex
:-Iﬁn';vnimm others hl:cp[-;r; II:huf.u of emall, Boene departients are very P2t
-.m:u r:;‘,'-'r”“““"‘“"wuh T:;I-m“ﬂ] :;; all. Pockets within a single dep D“;L
iTE-m0 cally you can mo i
e e e L
d:ﬂﬂe‘m impartant E"-'utum“ when they forget :twlr‘pnswrwut of O¢ ol
of run EESAR Ca i i pY
ning an application such :_qﬂr:r expectations and add to the overal

Latency ks a key eonsid
::En There may h:r:::iwh‘!" considering the cost and benefit D““'“w“tr:
tn ,.h"-ﬂ“ problems, Take .he""“'nu instances where using @ clov! gﬁt"
o qualifying exarus eve example of a business that reguires s ﬂﬂlﬂd
&xecule on the festin ¥ month, The online service is jgned =
people in 100 many & However, there are often peak p;uﬁ::l::'?:“ X o
:ar S mmmwmm e are all daing the testing at the same time- T
m:: formance or ou cloud service to handle the load. This @ g
ha:dﬂ“'mn handie mﬂuﬁ't Mot al! cloud vendors have a well designed '“ﬂnﬂ:
© evalians your mmmu of its customers. The bottom 1in® is ”
on your own needs today and in the furor™

g Y iukir )
e i Str "
Aty

cml‘ﬂ'mﬁti-fﬂl.lnﬁdt.ﬂlmi

premises data
pelated ta the application or type of
}. Some of these indirect

To prepare for your evaluation of on-
at the costs that ane direcily and indirecthy
workload you want to move to the chotid {pubillc or private

costs are hard 1o evaluate, making it difficult to accurately
of running any given application In your company. Here

list of the posstble costs, with potes:

s Sgrver costs: With this and all other h:ﬂmwcmﬂ‘ﬁ-mwm”’?
h!urﬁmﬂfhmw;nnuﬂmﬂn{m:m nmhmrnuﬂnonﬂubf
the cost at hardware support plus some amortizati epst forthe purchase
of the hardware. Addiionally, 2 particulas SEOVer iy be s te support
several differont workloats.

costs: What are the management suppolt
jrel for the data assockated weh this mmtlm?wmﬂ
sy e very high far carain types of applicaiont. such a8

i qusch as emal

» Network costs: When a wwih application you
ar collaboration, is maoved to the cloud, the strain on yout petwork may be
jry i that rsuring that

riphseed, However, keop

have on-demand a0ess from a 1o choud LerViEEs equires
pandwidih, Consider haw the cloud vendor wil charge far
qprices, When you mave data or W hw“‘“ﬂmﬂwmwm

thya vendor charge for that annvice?
o backizp casts depend &1

¥ Backup and mmmmemaﬂw
e wihian the el i Tl
of moving Jorm=

predict the actual costs

¥ Storago

Thie same is e of At
wiorklgads 1o the public cloud, Wil al fackug be done , .
your organizatioh ool b requ of critical daba
There are many different options for storing d
el storage, you should fip to Chapter 133
3 Business continuity and disaster recovery costs:
servien will have Its own rﬁwmﬁmﬁmm”“‘
aster rRCOVETY. Howeer, you e 2 ‘h.rh'
ste recovery Aty = i

consequential sayings uﬂ:ﬂ;

wntierstand what your

cloud providers e the same definisan of oS0 recovery, T MAECTE >
st cletermine the level of support the £ providar wil &7

ey added cost from the providet oryoumight seek RIS e
vordor o handie daster rECRE Brocedores Mo OB T
have  dundancy and diversity bullt intey thair € strategies

business contnuity concema.
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¥ Data center infrastructure costs: A whole seres of costs — Incuding
electricity. floor space. cooling, bullding matntenance, and so on — g9 180
the data center. Because of the large iwestment in dsta centers, moving
warklnads 10 2 publec cloud may not be financially viable If you're ooly

40 percent of the data center's compute power, (0f course, you can depioy #

private coud 1o take acvantage of the undsrutilived space and the advantag®
af the clousd, |

However, if your data center is B0 percent full and lias been expanding 2

10 percent a year, youll soon need my
v A new data center. AL that poink, you
have to build a castly data center. The cloud will be a muth more economic

cholce in orier to divert workioads awdy from the data center.

Software maintenance costs: Whats the annual maintenance cast for e
lmfmam & you may move to a cloud:-based senvdce? Although tha arvowner IO "
TUEsTion may seem simply, things can aaslly get complicated i 0 spech

Soiftware bense is part of a bundled deal or if an application is integrated
other appications in your emviromment.

:';?'hﬂl Support persannel costs: A whole set of duy-to-day ﬂﬂ""“w:
that i associated with running any application, Same costs are eneral 915
by il to every application, including staff support for everything from
ot and archiving, to patch management and natworks, to tr ¢
N and seiurity. Sarme support tasks, hevsever, may be particular 1o 3 gVe”
applcation, such as databuane tuning and perfarmance mahagerment, Co5t5
Miay be offset by emengzing doud management and automation ooks.

mm” are cosky: A whele set of Infrastructure mamﬁ#“""”"
£ & 0 use n any instadlatiomn, and it has on associated cost. For

(e mpie. management software & typically used for many differest appha

tlons and can't easily be dvided across spedific pppications.

Evaluating Costs in the
Hybrid Environment

Tn order to male 5

et
Fmart economic cholee about running workdoads In .'l"“"ﬂ:w-

an-prEmses, ur prviate
ene doud, but instend multipht i -FF . Hﬁﬂ::l“
eloud, and on o if mmmmm Hfmmwrmm
whmmﬂl:lﬂﬂﬂ“ﬂﬁ‘mni'

Bnutrmmﬂmﬂumrum zay frpm your
tian in a public chaut, costs are ; bty
your data to the daud Theumm:mqm:mmwu‘yw m‘:’?mm
of data requiring lots of bandwidii. Furthertnone, depending chaurd

A diffesgnt
vendar, Yo can ineur pistworking feas when nﬂ:lii;:‘h::ﬁ .
WVivis wilhin the came doud {lor RSN during .htl‘liﬂ~

Custemization: If youTe Mg mmmﬁlumuwmﬂiﬂ:ﬁdﬁr
““-ﬂﬂﬂ!ﬂdﬂﬂﬂwhhﬂﬂmwmuﬁml el
mﬂﬂltmmwﬂlnmhﬂdumﬁumﬂmmm wﬂm,m
oot pok I g cloud orvirgiment
hummﬂhrwhlw
jts current farm, and It may _ "
integate varou
WMIH.WMLMMMMILnWI ¥
wﬁmmmmhyﬂrﬂwﬂmﬂuuﬂtﬁlmw;ﬂwm
with yausr on-premises huu.hﬂsimrlripm:eapn Mlmlpmhﬂhfbh'ﬂ“
mhﬂxrﬂmHﬂﬂmhnﬂumml s,
mmrlmwwnllwmihwidrmd!. S
ﬂwﬂi-pﬂummdﬂumdwﬂrﬁmmaw#ﬂ.
hmmhﬂmummkmﬂwwmwm

an
Compllance r,mpuu-»:nmumal qr interal can e e

» Wendors and pa

. Customers: Customers may requiré g

reeniis.
repot 1o M:rnm:wﬂ'i'“””"

: pization ;
« Governmental vnighes: Yiour 7E standards. These
ot internaional compllance o mlm-l_.-.usalww

nal data center versus implementing a public ar private cloud, you need W“"ﬂﬂgl

;‘E‘L‘m of the subtleties of the cost factors. You also need to consider PR s insurance Portabiliy and ACCOU mhﬂﬁ'
nmmw with lhttkmdand.lnpanjcuiar.ahmﬂd““d'w mx:#mﬂhm“‘m Wmﬂ“’
A cost o change, including the following: atvce: Vo may have COmPIRCECCl it than
o e O e estaiished, Thess moy B0 1
% Managsment: Management of a hybrid ervironment brings addltional :::ma!b' required compliance. . a3l
2. You no longer need to simply manage the data center, or V&7 & Brasking DOWT clegd ECONomis
CHAPTER 1 :
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* Server; i an appiicasion s relatvely small, running in o vimal servet
peerhaps only runining occasionally, it's unkely that moving i to et
Cloud will result i sny server hasdwarne Savings.

» Storage: Similarly, if wery litthe storage i consumed by the application el
miay be no reduction in SAN o

3 Data center infrastructure: The loor spare in the data center will #08 e
redducend by thie remaval of o few servers, and it may make Ligle d,,k,.:m-m

confing costs. The changs usually reeds to be significant in srder 1@ Bring
et thewe Lol

4 ational support persannel: Savings oocur here ondy I there's p-ﬂ‘!"'l’:1

&
ﬂ“ g thee cost of a stafi person or delaying the recruitment of an
T

ANErUCLL 1]
gve S 2 re software: Infrastructine management sollyware costs may o
e with the movement of a few workdoads inta the doud.

CALCULATING COSTS: CLOUD BROKERING

Cloiod pricing ¢} -
h:w e s constantly which makes it difficult for a business to be abke &
fype af financial planning that management roquires.

> services. For . "“““"mmmhhrmummmmnﬂ“
B Example, a caleulator mEght 24K yolr a series of questions
of compute instances, Worage needs, data transtar, load balinci "
1P riesded, sod then . ol
provide you with a monthly estimate. Of course. you'

P'ml:.ﬂ' Ehwtarore, th ehargei. may vary irom the estimates that the &3IAA®

Mﬁi&?lm“miﬂmmmm;n!lﬁ Ttﬂ&lkul"'u"l
mu-mm::w‘#'m'mﬂﬂwmnummrrmmeulﬂfw .
'P"'thlur T of sefvers. storage recuiremients, and load volatility (lor £
ind of dismand you hova), Then the calcutatins will astimate how U
W“ﬂ*hﬁhherMammrmMmmwhwl
calculators ook at such Tactors as derver wtllization; facility, power, and 13

eosty; the cost of downtime. reduction | : !
choud adminatratie eosts in deptoyment. and provisiening Bme

Wharning: Of entirse, you sheudd not base oy 6
Thess Mrﬂmmmmmeﬂuudw
calculatire. Same of thase calculators are marketing tooks at best. Howewet:

mh#?wmww:mmmHNMMIMW‘mmm
in the mave to the doud.

ur Clowid Stratepy

v a pali Fpective, companics sho
ﬁns d‘:‘:n:rﬁw peed 1o have a policy o8 what mnﬂ;:f“ sl #753
center o in a prvale cloud and why (for exampie, lel bt i
stngularily of the workload). You shiondd have a che able .10 el o
and sell - provisioning will support the business quicldy

lwhm:wpdﬁultlﬂn
spportunities. There also nudsmbeﬁPﬂ“Wlh"':mﬁmcﬂmmm

— amil whethet .
Iy b moved o @ public cloud — an s s
zfv:minml. All &mquﬁthmmmu!mwr decls
prOCEss.
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» Defining the starting points
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Chapter 17
Planning Your Cloud
Strategy

=y lanning yeur hybrid giratogy s a ian to be
1o geiting yoer an
gett th strategl and the

planning efTaiEgy I8 imperativ :

yon need 1o loolk at the technical cpmponcnits . e ‘nui::ﬂ e
ng &

o have to focus on bringing el rﬂﬂw = ...,.musml

mon understanding of how the cloud provides an oF e
pemember that clowd computing can offerd dramatic d““’";:,g'f ; :
of computing a5 well as business srrategy. 1 , alt = j S
contrse, e imperative, think abodt the be!! D trid of
transform the custome EXpETiEmee.
different types and mindels of compating plal
forward.

I thils chapter, we BivE youanl
along with the {mpottant issues youl
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At the Beginning: The Move to the Cloud

In the initlal decads

M“’“"-uﬂ:’mﬂmﬂﬁﬂ .:Lmnd computing, very few businesses had strate
with the resources they “ﬂ"-’fﬁhlm tired of having (o wait for IT 0 provide
‘These capabilities were in S0 314 EWE N e KL £ p“hﬂ:d"nd ,.wdt"-
This apgroach to com utﬂ:ponﬂw. elastic, and based an a self- o
While this ad hoe .pplsthfnnught on acrass organizatians across the & s
cause problems, uskng the publle cloud was pragmatic, it beg?

Pecauge

Mputm:u ill.mnjntu occurred, financlal managers bejan 1o ee the ;as!'l:

an appication in the While an irdividual developer wasn't paying mueh 12 b

costs hegan o n ZH-‘ cloud, when all those bills were AW"‘] togethets the
spiral out of control. In addition, there was little mnuﬂl:ﬁ'"-'”ﬁﬂ}

ity and guvernance.
inicreasing pace, . Basiness units began to use Saas applications at an

IT imitially i

uwﬂ'ﬂ?ﬁ"““" and assumed that its use would not 1ast- M""”;

business. Tn addition third-panty service as a threat to the role of 77 - ',,,

publie cloud was fi » many business leaders were concerned that gecurity ¥ Ili‘d

to zabotage the and would put the business ar risk. Some ™ e it

Teew techeal acceptability of cloud services. This approach was typics! of 39
ogy that threatened ‘“tmﬂﬂlhesnm?ul:}

What changed? In sim
: |
began to notice .h"m':: termms, the pace of bissiness, Well sstablished hﬂﬂ""f:,
cloud and would therif, gence of a new generation of companies that - i
ing the lead t are create new business models without having 2
imarhets ﬁ-u-,:-l-rnLn to create a new physical knfrastructure. In. rEany competi™
i was anily one option: Move to the cloud.

Starting the Plan

252
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PART 5 Doveloping Your Cloud St Ay
wr

Many eompanies
stagen, M can h:h:v? either begun their move to the cloud or in the PIM::
i) mlmh'"h“ to come up with a strategy that end :h"
workloads, and the right services, the clouds that are best suited 1

v create an environment where change Is the norm.

It = not
Ot i o s o i
S 40 bl e A Ytk Ay el S0 F 0 of your e5540
support all of wm::pﬂ“ll clowd? Do you select a single public dﬂu,;lﬂﬂd“t P
thinads? Do you hiee a staff of experienced TT p‘rﬂl‘f‘zﬂ;
¥

o bulld 2
for you? private cloud, o do you hire 2 consulting firm to make all the

LR L]

These isn't simply one option that will handla ail of your business sltuations and
all of your workloads. Therelote, thens best approach is 1 come up with 3 staged
plan that will belp you achieve your business and rechnical cbjectives.

An overall cloud computing strategy i
planned within the context of your business grals
bl your joumey o the clond, we supgestthat yom
a5 stages, described in the follewing sections.

Stage 1: Assess your current IT strategy
your T Strategy

Tumﬂ:slslnphmuuﬂ:lwcﬂ-fﬂﬂllﬂﬂﬂ anplanned

mmslh:hiummwufpntuﬁﬂnswqp Em-nmmmw Iy oz

fashion. Although they likely began a8 well-
into

software, over time they have grown - ]
i ’

&
noday, is your TT infrasiructure 12 that garage,
well-archestrated environment? Does I provide the

anageability that u ts e initiatives and MU
Smiltogit N et secvers, dﬂ'“’“‘]i"ww: epartments
Siscannected tools? Do you ave WY wwudm?mw"
advantage of a yariety of public d‘_'“"" services peeds? oSt likely YT
alceady use thicd-party cloud services 1o e penls
hnﬁnmbat;muﬁnnmnufd! of thewe EN 4 =

are Y

vwrﬁmmpt:uﬁns'mhﬂﬂ“ zfmﬂ;‘:ﬂmﬂmwﬂ'“
waun;wdlmnmmwnswﬂhﬂ thuﬂﬂ

isolation; you need (o create @
leaders along with those who wil

‘i.'ﬂshnllliluﬂtnlm

which applications no langer suPP e

gider the of yout

P e niiatives? Tae 100k
5

s uwiﬂ as cloud applications mmﬂ“ﬁ.ﬁnﬂw

nudtumﬂwﬁHMtH:mwl

(ig Yout caud siratvEy
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data reside? In i
TEsart
oo parts of the :\ﬂ:?n;;m:ﬂt application? Da you store your data ﬂﬂ“ﬂ“‘m-
at? Does some of your data reside in public © privatt

clouds? You need
o tmn
oomtrod thar data derstand your data and the process that you use

Stage 2: Imagine the future

Once you unders
i in executing ;:‘f m‘ you have today and how effective your IT envim®
Dusiness look lke in abx tegy, it is time 1o look into the future, What will §0%°
twe years age and whe manths and in three years? Who were your mmp:tlh“ﬂ‘
indastry is changln druu- your competitors now? Do you anticipale (hat Ve
collaborate? Are lhrEr ‘::Eﬂcﬂfy thar will impact your abiil:t? 1o compee ard
are starting to implem elnjrical approaches that your emerging E‘ﬂml"’mw
te of Ter mew business enl that you will have to embrace? Are there UF'F“"""M“
be that your indus ’i"m“;""‘ that ane driven by emerging techne 7 1
will not be able ¢ i - changing, and without new technology Pm.-ﬂ:llf"
0 #listain a compet|tive advantage, o

This process, whi
egy- You will mu;n ||is':|m':,m”" to planning for a hibrid and multicot? =
private cloud. You will y .,dm workloads that live in your data cente® or in 1
are ready for the llrl..:u-n‘]"lh[L 1o prepare for your hybrid cloud strategy = that
process, both the bysi icipated changes In your busingss, Throngh the anlﬁ
of both the changes u:fu and IT organization will h.a'u'ej; doeper ““d‘.ﬁumﬂl’f
that chiange in a predi the business and the terknologies hat sl help TG
that future 1 i mnti:im“ manner. This process of imaging the future and tying
xlmm thist yau will “;é'::ull"t“l"lﬂﬂ ian't a one-time effort, Rather ¥4

rhet and as new innovative -:mmﬂﬁ::;f’ oo i i

ot Y09

s H
tage 3: Explore what's out there

Armed wiih thss ki

ledd .
Ing T infrastructure and w of the current state of your business and the "ﬂpp(:-;-

2 and whe

ment with cloud te it is headed, now is the oot
o ; t e 2

happy to da all mmﬁnx OpPHIonS. Mtht;ugh plenty ::ﬁrﬂﬁmﬂ will ¥

stancing the Jamd ufwh;w* It's important that you spend the tme i

options thot can help e busimens T T T+ e 0 S

3'P¢'1'l-l| 'leg '.d“‘l
Yuour pecrs
ﬁ'f‘ typeof dividends jt*
o companles in your i

:"& see what type of cloud strategy they have M“F}::
e paying. What are the best practices thal hav® wit

h“"““ﬂm marlet from yau ustry ar of your size? What are the new muﬂ""‘”‘t

usiness that will allow young companies? How can you offer a new apP =

YOUT Thrien you ta effectively . P g in
2 comprte with ml.t:hlargercnmpﬂ’“

Al pen

ne

The wonderful thing about cloud computi mmiumdhwhﬂﬂ?ﬂ"
thing a puting m’:umtﬁ'

are free to experiment, Almost nwmnpan!.'in the clomd 5
1 of its technology, There ane many open-SurEe offerings as well that will gve
you the opportuniry o test out whether different aptinns will serve yout business

pow of in the long run. This education process vl
questions to ask. Even if and wlen you tuin L0 3 sesvice provides fior belp, you
be able to make better decisions about how you

Stage 4: Create a hybrid cloud strategy plan
qual plan. Ag3In. this d:mi&:

At this stage, you® to start creatl the ac
mbeynurnu.ury E n,:gmdrr.ﬂynulﬂ ."'fh'“

based on A joint effort between the busi
about your technology

planning for & different woy to think
e bublding

applications. Rathet: you wil . that el

You won't be puilding monolithic
pcks (o create new creative

icroservices that will be bl lding bl
lwep you ahead of the competition.
While you are spending your time rethinidng F:;w
{uiure, don't lose sight ol what you actually know 5
ness, Take advantage of the strateglc youl

pusiness and |l!!#“5 the
:wwiﬂﬂw and busi-
already done:

Always leverage the Knawledge and £XPE
paint. it's also a goead Idea to get
cess, Your best partniers, suppliers. A

hyow they want to collaborate with you in the fugture, Use all B e than S
for your hybrid coud strategy. We use

you will not leverage deployment mndel ﬁ"“i"’"'m
some publie elowds, some privaie

talie into account where !,rnnmunﬂﬂ

Where you deploy yout I. 2
reliahility. At the sarme Hme, you Thet

% e to aThert
and governance policies that Wfﬂ'ﬂw i1 your COmPAITE: o exatuples

become part of how you
different industries hawe different
£ame countrien have WS Mﬂmmmﬁmd T
manoged and stored. This must h:cnmduﬁhfw"
n

stage 5: Plan for irnpiamentatin i

1« ot practical 10 6V 10 e
Mew you're ready for action. However, IEF i ahybrid
ance. Most companies will need & staged mmﬂ;w““ gl the it
gy inwhich they deploy parts of the averall plan phs=s

o Cloaid geratesy ﬂﬁ
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phase might be

t
collaboration with busine all of the existing public clovd workloads by worki®é n
security, for exam w“;m“! units so they have resources for 1'n.-7trm['.l-'I"f"‘t and
menits and 1"‘""-"5*1:4]n :“::I! want (o determine, for cxamplhe, how MY depart”
better financial terms. sing various cloud services wo that you can negotisl®

If your compan
¥ I3 fiew to the clow
Projects that a 2 clowd you may want to Jecti a few e
that is useful ;‘:::Ji;::ed to the cloud. For empmh'zifmﬂfp plicato”
with creating mjﬂmm'“’ departments that has visibility. Begin experimertife
es and managing them within containers. You ¢an :ﬂ;

select @ software
develo ;
deploy it In the public clod. penjoct that has a short deadiine ane bul¥

whilﬂe;
you do, thi :
will include eve |:Lll'lk of yeur hybrid cloud strategy as a malti-year effart that
rything from a set of private ¢lowd nnwl;ur. f 'i.upr:;ﬂﬂ em
: ot

internal dewe
lopment and depl
In conjrmetion with i"ﬂll-rdm.!rmm needs to a way to leverape public o

Sta
ges of Strategy Planning: An OvervieW

Consider the five
preceding. Mﬂfun.‘?ﬂlﬂ:&: averall cloud computing strategy, deserived 17 o
t the process in temms of the impact vach atagt will
pow 1

have on
Forir business
Table 1.1, #, an well an the value each stage will bring, = *
Cl

You nesd to thi
nk holistic
wuch as iﬂrmmmt:'“ hu':urh_ not just about the most Elﬂjﬂhmn\fﬂd “fl"li."'ﬂi
genient issues. The 0 about data integration and integrity and clon?
the current stata of IT* an :"’TT you stage these cfforis will be directly gled 10 th
U the business strategy for the next siveral years.

TR E TY.9
Evaluati
ng thE Im pa ct
and
Strategy Planning Stages P LT
e [T
Yious rimed
(08 10, o S LFTT] to unterstand :
r your level You will be
A af maturiry, hmmumﬁf;”::;‘“ ‘l‘f:lhwll st the stage
T : Lesiness and
1T eollaboration. =

-

Liap the future, FF
Yo noed 16 wnd —_—
hearded. " .:f::ﬁa""" £7 prepared _I_\'ﬂ;;-wfgu.rm:.!;!
i your chouwsd
) ‘“hﬂhﬁsm:mm i cholces based o #

TS Deveioping Your Cloud Siraten

Krow your coud. Understand the choices Without this knowiedse. you 1 Heu yeant 0 salert DO
el you havee, waill verioak emaTEFiE iriockandtrue ind beanth
il optons. pitw TachDIOEFRS.
Create s NG = g Yo orfl b rmacly 10 €XO0UEE
o parpenon Dot B
T e e r—— __t"i”"_“‘_"’_“ﬁ"____ L ——
Pan for Get ready Tor action. A coordnaed process of A dhynamic Fpproach i FrEv:
Molermeraticn mmnum amd @ uwrd.
e — ﬁpﬁmn!m. __-__._.__,_._-—
;ﬂtusing the Plan on Providing
ervices to Your Constituents
b comsider-

undersonding ol the j.-cnrﬂﬂl and pr;:-sﬂ'jl i

Onee you have a poncrete s
atlons, |t's time to put the strategy into @ i
pical plan s mirror the poquirEme and chanpes fn the bsin nﬂ?ﬂ"m‘ﬂﬂﬂ

nfi.‘l.l;lulﬂﬂ!'-ﬂrmlﬂ-‘ e Your

Iihﬂ}'ﬂlllluthinliihﬂlﬁ wiul iype

It Is aiso important 10 understand where (e services will mm:mm with
organization may provi i
commerdal service provide
how wou will create of gelect thase prov

plan for three different types of SCTVIEES: we diSCUSE

Cloud service consume

gat touch your pmplayesh s services

ﬂmmdwmiﬁll
" e services und=tinE L re envices

Alihough there are S5
business process, Saas applicathans, data Mduﬂrl‘l aﬂwbﬂ*llﬂ""“m‘“
they are hidden I:nmﬂwcmwnr-mﬂ*‘:"" e demanls ty-
urwhlmt[rdﬁ&truuurthdjindit may b The &0
rvices

Comprehensive cloud provider se b
Cloud proviers typically offe? pmrdmd.mlrﬂ s nﬁ““;:,__ i
some cases, the services are demﬂ::"hﬂ"' wpport for clowd 7
for corpotations. Therelore, ef e sErViCES: ey will alse
fions ranging from Paas, 585 cll ab Infrastrect " These
create thelr own service form and "":4':“ e leved of 367V
service providers often offer 2 range of services depending

Y.
required by your comp? < ar it pa— 247
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ﬂw‘i

Cloud creatl ’
innen Live b::g:g:‘::;w offered by service provides as a way o cpeale
or mmpany, These rur ttﬁ from a variety of platforms and [P from yout | ry
tilos: dhat o o % |-; me services can be designed to create BOW fnow i
or within your Pri-.rus of a yervice delivery platform either from a closd P
leverage both public 1n;!;t-'mmu}m' It's comemon for these creation i1

3 ivate offerings based on busin

et sLFAleEY

- :
upporting a Successful Customer

Experience

248
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Nowe that you

about |1,,,rﬂ :?T"i: :“‘“ map for ereating a strategy, take a step back and ll"“'k
experience. Everythin T:-wl: ta cloud computing can transform the & r
ness through the :Iouﬁ e t you do with this new approach to i nking IT and pusi™
horw you ean expand th i;_:"]'l focus on expanding opportunities. 50, think aboct
euvironment ta n:m-m:i’ l‘:::? o innovate, satis{y customers, ;|;|1r .-p,umir:f T"'"
clements that lead to an 'f“'“'i:fn:::iﬁ,m' In this section, we (05 on fH8

rienee.

Supporting innovation

Most of the exeltl
B ot
transforms the ng in Industries et
s o . e e T
customers more freque t;““' companies might have Lmlmrat:} by shmpl¥ callinf
where business s co nily or packaging products differently. But i the
online edniiiierce are ;::ﬂm onling and whern: L-'.ll'l'l]'l‘ll.ll'-l::l'!ﬂ‘ collaboral® an
Intesnet-driven lmﬁ nomm, companies are discovering that th aan st
logles to support nmovation s

Cloud computing offers
retailer wantin amuch richer set of : A
e i s o e aloptons o compies o 2
it nerves, thus reducing lat select a different public cloud provider in each j
another company m?ﬂ::::“? and improving the customer .:q.:::;w Hhﬂ"“"#'
PRI (0 Ml T e s T I e Vicks VAR A U ype o
(ata to be managed safyly tenaiires tht Inellectunl propesty and hE et
cuillura) ressons, the . Othier companies are discovering for privacy "
standardized services private cloud is thelr preferred model. Now that the
are available both inside and outside the firewall, e

zalh

viile elowd |
v & becoming another deployment model based argant
on

saint®
pr-
nﬂ"L

sbes
eEfing Yousr Clowg
- Siratae
B
Y

Supporting a

perience

Defining the optimal customer X

Although most companies will first sk about the technologY and businest
mode! options offered by clowd computing vendors, ji's important to put the o~

yame first, The greatest benefit of ihe hybd

eransiorm and optimize the custamer experience. Mgié and moTe compmrties 35
interacting with their customers online. Qustomers will judge your company by
how well your entire clond environment

strate that customers who have a poot online experience rarely
socond try. Therefore, 4 hytekd cloud Imp
datlon can help enhance the CustommeEr

Optimizing for workloads |
offerings wan Deo¥El-
th of cloud computing TS many

Thinking about the depth end bread e
whelming. There are Jifferenl business ol different z
ut at the cndahhed'!'-"“‘dmrmuwt

different typis of services B =5 your various
considerations s how you landle marigE L
computing ervironments. Remernber, 4 workload |8 3 unit af work that yoU
eule to complete A task.

pusipess activity

sa, from A hysiness-srategy perspective, _

being supported by computing workioad. Usifg this p:pm';ﬂim“:‘ 2:[ g

firmer handie on the rlght clised service 10 support ¢

you'e pranaging & worldoad that i

clond environment may b ot Apprope e pe

that will offer security warrantits lhﬂl:ll ‘:ﬂwbr shle w0 % et
g pred by commdify

security requirements. O AT S
storage capacky noeded for a day o= lr;n;ﬁ Wypu‘u = wpﬂm

puiblic service. BY focusing on the nat
o creale a siraegy fhat matches Lasiness

Dynamic Life Cycle

ol
As your cloud compating stratey &0
important differen the old way of 7

style In rracitional o e ek i
rations inside and outside of IT will € ety
17 initiative. T then M'm“'m:ﬂu P

fgies to suppot any gIven -
maldng sure all these disconnected components :‘u_- urified envvironmest
mdmu:fmﬂmtmtymaﬂm they Were &

plar ning
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Accomplishin

have become ﬂiit::;h has never been eagy, but the consequences of failered

on database cunnm“t_"ﬁ*:. For example, several different systems may

made across the T o e and T must make sure all of the correct chani™ wr

implementation of .;F:f:::lm‘ 1f sameone forgets to make a changy on the

serions. Systerns can 5t version of a database or tool, thi copuequendes can b
stop working, and customers can be seciously .ll.lﬂ'ffi

Abstracting Complexity in the Cloud

In &

ﬂhﬂul;t-tﬂ:;ﬁ“ﬁwﬁ?d of coud computing, platforms will be paac 1t
mamaged at an infrast complexity will not be reduced, but the complexity will D¢
there will be & centeal ructure lovel rather than at a tool level. This me™ that
more centralization nr“r to manage configurations and versions. iptere will ¢
ments. Fewer moving ﬂ funciions that are leveraged across hylrid envieo!
intoa smoother com Fﬁ “T‘_’ hre siibject to human error will help pransfo™ 5
will not happen mwﬁﬂnﬂ utifity i a much more dynamic fashion. THEse £ 5
gles that promete the am:' but looking forward, IT must adopt goals and g
sequences and errors. mation of the complexity that leads to uningrnded ok

Balancing Costs and Benefits

How you plan your hybri

""""fﬂrr.pnnd lathT::Tndt:::: TUHWMI oo mmln::d
will be worthwhi of the total costs and whether these %
cloud services, |n]:h:3 the long run. Achioving this balance h:i"l simple-
mionth, or per. yrar m:“ laaS and Saas, are offered besed on a3 per-
Balancing costs mum. Some ather servicen are designed for ot -
=15, Emerging private cloud you in negotiate volume discounts with your prot!
ured with the same clogd ﬂﬂlmd:h are deslgned as appllances Lhat are I‘""""“ﬂr
model, the cloud vendar ﬂ; found in the public cloud. With the wP“‘"H
behind your fizewall. No si provide all of the support and management

ikiné the okat vt ot “*!:"'Pal!' formula will give you the most op e
long- term goals. erhip or whether a clowd service will accomplizh rn‘l"

al B

Defi
ning the purpose of your cloud services

Because of the oc
onomic
impact, you have 1o look at cost-benefit issues mnu::‘ :
1

different lens
than in a traditional data conter environment. You need £0

PART 5 Developing Your Cloud Stratery

ot |

abaut the purpose of each service you & and how it will affect the
business. For esample, 3 ve in yeary
Bernse fees, but save the company money
feniance, and support requirements.

needs of the business. Perhaps the 538 enironment means that Youe company
can be more proactive in addressing customer or emplayt= T

wice could pesult in better intermal productivitys

on the ather hand, in ather situations, @ pubiic cloud A e
nomi= sense, such as when your eompany's m“dlw‘ ﬂ:: aset

vices, T this situation, your company i% in reality, @ iioe
'rherefore, bring these services i -house, because 4@-;&:«:!:-! clowd

model will provide the most a0
If hig enough, the company mmight
a less expensive way than & {hipd - party. company could, TIKEWIES; 2
mnbctnaguudpmidunmmpmm . cloud
model so Lhat it produces the right workloads In thi gight =y

In yet other situations, mulpnnt::ﬁ‘n will 1
and private is the most u:ﬂimal ancial ’ Tic stor
storage capacity three times 8 wrﬂihhlluwﬂwm“ﬂ
age service than by purchasing gxtra SEOFAET

post of pwn
et % nnunrlinl 1ot}

i ¢l
ership or your retufm on jrvestrrent in @ pyl et .
ke B dipectly affect yaur 2hillty

ot planming [rIoOCsS | b Lale inbe b
wihien muvingg to the ybrid € What me ey
atlon s 1 . e wary Wil

When you are pl:nnlnl;::lwfﬂ"'
s Hliat yoo arca’t Inold pusines®
from the :usptcm of flexibility and @Wmﬂ,#ﬂmum
b umderstood from & well {hought-ouf
. aml W iy wisat yO

that plans can b it pat
success with the byl cloud will yoil alfect the
gpend and what you e,

pranning Your Cloass=

cwiznl?
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=is =

nﬂeﬂrﬂsﬂﬂw

s Finding open-seurce initiathves

» Discovering free rESOUrCES from your
favorite vendors

O S
- Chapter 18

Explore ten cloud resdire
e

Ten Cloud Resources

‘ou can find many fesources phiat will belp you find out M ey
computing. There are stapadards nq;an':ull.:ml fhat enpy wide participanon
ioe i the clood There are argani-

fram the most important companies i :
inn of companies on §
anil that ang EAECt ta

gations benefiting from the partici

pmplementing yyharcid cloud gepvices within thiir companies

Delp puide your way. In addinon you can find ﬂp-rﬁ~wﬂnﬂfﬂnl‘ th
ful I myving the marhel forawand. OF criaree, all the
resparch, papers, and best practices that eyttt Bag Py
offier you some practical kless o whese to go 1t S OUITeS

o shame
that can reallf hedp-

- —.AJ:.
L2
~t
v
3
Q.
L
ﬂ
[
i
O
q
aQ
o

=
N
1Y)
=
=)
=
w

X ity of #nf=P
For cloud computing o mect mquE!ﬂ'Lthmﬁm"h"-_:‘ l:;n::;mn arganksation® an
cvolve. Her= 2

industriis, it neeids srandands. Lackily, ¥ o
woriing hard at hrdnging vendors togethes 10 Jaelp the I
two you should play attention o

natianal jprstiqute O

T —
—— .

|
3 National Instiute of standard
geanclards and Technotog | TS .5 government & e
emerging ctandaids aiforts. THG ntpnlrmn g A iz et e
amount of wark defining and provding good irsfurmatsar &1
uit | wwehaita 22 e gavf | pifcleud.
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¥ DASES: OASIS, the Organization for the Atvancement of Structured Open_50u rce Offeri ngs

Infigr Star
W:H“::;fn;wa,lﬁ = *.ﬂubd consortium focused on the ereation and
v iantoitine: it n-ru:; or electronic busingss. The consortium is 3 nonproft | o
OASIS ”m'ﬂﬂpic-s-.:; contributions from |is member organizations. Open source has become — " v s al im
commguting Check pecific committees that are beginning to focus an dout computing. There ls consistent support, for cxample, for Linux 35 sm“h,ﬂ:ﬂun‘ 22
ot IS5 STe Al www . S 1 S-apen. org for most of the cloud platforms. Therafore, open - LouIee alfering®, .
.ia Creating standards takes a lot of = foliowing, are playing an increasingly lmportant ol
waled " 2 of work — often wrun:-m. ﬁ“a:nr'lai il =
:mmﬁ:‘r:vm::.:l;ﬂwl peaple determined lo get things rght m::;g- whe sit 00 » The Apache Foundation (ASFETHG g mrpu;ﬂmwnhuhﬂdm
e YOU, Standards ees deserve the undying gratitude of the rest of us. we thank 1599 to support a varety of projects for the ope Wﬂmwm w‘““‘l“"
e nity. The group affers summEMrsMhﬂd_HﬁH
Ligense. All prmpgmwmmw:@
: » MUHHWWWHWEﬂﬁ'ﬂﬂ“ f oSt
Consortiums and Councils T Ll o o Uit Founded V2000 2L
Foundation sponsors the work of Linus mﬂ'wfﬂﬂkﬁ Seundthe
e wwmﬁwmm#uﬂfjmmm
i mﬁ;“:swﬂam organizations that are not strictly standards bodies. THE world. The Lirix Foundation promotes the F:h“;"“mw AT,
PO Ui wurk closely with vendors and standards groups te move g™ ummmmmww oy Jmdation
i ﬂLFIi‘.lIml![u.rMilT.lm.ﬂlﬂ.
o T » m:mmwhfran:cmdmn:saﬂ%” i
CHOisa mmhh—.cmm Councf The Cloud Standards Customer (041 ity focised on providing avendor-neutra! ﬂPEwH rganization and
extablished tn foc ation of vendor and large corporate customers. it wos applicatien fr < for buliding sowar= i mﬂ R i
T 05 rLlEa. on cloud bess praciices T’D@j‘. the nwbuﬂ ’rﬂdﬂ hﬂﬂld FI'MFHW ﬁmwﬁ;ﬂ mmmwmﬂ
Mastin, Ceigr of the worlds lading organizatiore. including Lockheed elobe. Th Eclipsa platform 1 VI¥HL I B ptaris, QN Max OS and
aperated by rmp' State Sireet, and horth Carolina State dniversity. i 18 opecating < inchiding HELEK, w;“w-m
= Objeet Management Group [DMG) Check out its webste at el ﬂtﬁ“ swlmﬂ.lhe Foundation i
-cloud-counci 1 .org. Eclipse rmwmﬂ mw
» Cloud Com Intarface: Computing :
ﬂMEl:Iﬂll!ler.anptTm-I:IMGUnu:anrk&tgGm:ﬂ{CWEJMﬂf-"' mhtw fﬁﬂ-“”'“mﬂwﬁﬂﬂnﬁ:ﬁawm
spesificatians though the Gpen P e T
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th j
.in::"-'h;;m" ?r l;:drﬂin ﬂn. OMG-managed program that laumehed in 2011
e prerabies ouer the course af its operation, It publishes

verdor-neutr. 5
K h!g:EEM nf impatan considerations for clotd com ocawasorgnally it
R g ey for standardazation, coud O cex, alpseng for the devRIopMERE 0 o g L it
P o nt3, and best practices to faster an ecasystem of 0P mw“w“ﬂwm e P,.ﬂmy.ﬂﬂﬂ""m
wakirar nu-..‘a.- and update these papers. For more informatian, watdh 11 and innavation. while still OffErnE< eract is compatbl=
m » Introducing the OMG Claud Warking Group. mmmﬁmﬂ,mmﬂcwmmﬂuhwwﬂm
@ Dpen Gr | aas. in

achlewsmeang ;:;—h Opar Group Is a global consortium that anabiles the many othef el n adduion % grignated by Rackspac®
it ine<s shjectives through IT standards. With mere tha? > Wmnwﬂﬁw“‘" pla nsmﬂ“‘*"""m
tha 'Tmmumw"_ﬂr:ﬂl: has a diverss mismbership that spand ail sactors of e ASA for buiing both and private ‘MDMI'HH“"" m:m
vendars,integr Gifers, systems and solutions supplisrs, ool than 1“:m|ﬂm!ﬂm w.“u.mﬂm
The grtiip has ""f'"bt and consuiltants, a5 well as academnics and researcher 1S Mmummmmwﬁmﬂu qenstack -0r0/
i ac dmmpmmdeWHEMdd hnqwﬂmlt.huﬂbﬂmd"m’m:”" b

. Chack out its website AL wwwd  opengroud . afd. i 15?
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The Cloud Security Alliance C10.gov

p.s. €10 (chiel information officer) and the Federal

The Cloud Security Alli
tices for pm,,m: ﬂax:]:ﬁz‘""’ established to promote the use of best T:; C10.gov is the website of th
penple about the uses of clond security within cloud computing, and (o eucs- i st al TT. By show=
Puting. Check out its website J[“:mplullln ta help secure all other forms of f:f.,{.m;.'.:; mo'ﬁ:' ;q;?tmb;ﬂ?m:;:nmlmm n:]“'d": :""w‘;:: o
tips -/l elouseeur i tyall lance . org. for ;,:h_.ﬂl I'ﬁ:ﬂﬂ,"ﬂﬂ_gﬂ“:.hcﬂ;i the public i!;!l'dl'm\'-‘d about harw cat govern-
hetweeen the private and public sec:

mient I working to close the technology gap
{ors. Check out ks websiie ol wew .ci0. (e

The e s
Cloud Storage Initiative
The Siorage Networking Industry Association (SNIA) is a trade organizat®® OPEI'I Data Center A"ia nce
5 prganization that &

lcused on the netw
the needs for rinul‘.:ﬁ:'*::gtmmf?. o closal tocage inkiatie S
industry worldwi 2 ede. fis strategle poal bs 1o lead the storaf® 7
wide in d i Data Cenle | ODCA) i an
educational services io c:'ﬂupm S pesisoting sk, taielopes ?::II:T:@ i mll._ﬂdl :r:::nll': E:Inud requinemenls — paticularly forsed on
B Check a1 ¢mpower organizations in the management of {nfarind” K jon, automation of clood
ot its website 2t www. snla.arg.

open, Interoperabile solutions for seTure cloud [edemtio, e :
infrastructire, comumon Ml arency of cloud pervice delivery.
Check ont [is weilksite 1t s .

mm, ﬂﬂ prans
nmﬂd:-u:mur:lltm:mﬂfil-

Vendor Sites

AL e '
major clowd compoting vendors provide preat resources online: we
sk

revgpmmetd checkin

Micrusoft, 1P, Cll:n“ ;’;’:"ﬂm such an Google, VMware, Dell, Amazon,

and systems integrators Horce.com, ServiceNow, and Oracle. Cansulting 1f1C
, such as Accemture, Wipro, Cognizant, and Deloitte, #

offer comtest. that will
ha provide
and industry best I:"l'-ml.l:t.-::.j PEADRCTAR DN ClonE compoties

This is onl

this list: dﬁi?ﬁ' l?t-]:IUndrrdu of vendors are It the space, so don't glop with

firad otk tomesvcesn of all the vendors we mention throughout the book, You <
on systemy integrators” sites. Take advantage.

Cloud Computingl Conferences

One of the best

ikt e ways :“ Tﬂsllh about what i happening in clood computing s 10 5%

ﬂ"m'"’ "‘"ﬂmmh nce cloud computing has become so ubiquitous almo®®
nfecences provide lots of meaningful sessiuns about cloud computing. Ther™

are loeal mest-
fﬁlinseidm.uw that allow you to get together with other interested partied ¥
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Chapter 19

Ten Cloud Do’s
and Don'ts

any companies that have hegun to MOVE into Uit don't do a lot of
\ /| planning. Executives in different buginess units pegan 10 U=

i ol frustration pecaise O fEciencies in the 1T

the way the ayerall

cloid services 0U
organization. Over rime, the closd
buss lrvess i approaching is future of computing platforms
L is inicreasingly cleat that It is o fanget good practiee 12 sheriply Mo "
Aoud services without 2 plan. without careful planning things Wil | dably B
wrang. In this chapter, we pive you saine Hsa:ah:-ivﬂll“.f““ should 0 pnd et
e bl

you choul awold as youl hegin your jourmey ot
Do Plan for Cloud Native :
i
As your clopd strategy nut:;:-: you lﬂdﬂﬁ: to think mﬂ;‘; {s thal
e o wﬂ.ﬂ]! im the Em

hased on a cloud pative &
are building services that are dosigned i
modular and amt gherefort it

A koy benefit of cloud pative services aEe
microgervices amd packaged in containers.

g pa's arl e

1
]
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You will
=ant 1o focus on a continuous development and deployment approach L

that your applicati
ations ;
CUSIEMEE needs anil services are constantly cvelving hased on changing

DOPIan for DataC "
onsisten
and Manageability <

Ironical

e m:l'-s;;:: :: :I:E reassirs eompanbes look to cloud computing ks 1o move awaf

Aty figd ta, In the highly distributed model of the cload, data B ,mr‘ﬂd

et “'.I'd“' 1-1- ::::L:lwlnﬂum and services. There are many issues confront”

0 hate h"""'“‘h i for ways to manage data 2o (it can be effectively
isiness understand results and plan for the future.

Mlhl;lug:h mamy ¥
than it may BMT['::? data o be integrated across silos, it i mere ittt
i et iposnait e, 25 R comuson 47
Hisalon wiidarviaads are defined and managed. 1tis important that the 0B
shissed or are the the nature of stored data — for example, can data be ¢

efe restrictions based on privacy I'Hltllrtmt'm;’

Your also needd & =

aned changs IH;LLT:;.“ ym haw the data can be used and who fs atiowed 1 265
Por sxsitiple, certain r; also have 1o consider where data needs to be lpald
reside. When you need 3 r.:;:ﬂ have rules that restrict where pemonal daf2 can
where queries are taking place. Se “Ilm mary want to place data near the
lmmes for mmﬁl‘lg data in 'Iﬂt- ;:ﬂmr ty, governance, and “‘-‘“ﬂnﬂllillw are o

Do Decide and Plan for Cloud Services

2

Pubstic chouwd

services ag nﬂm :I'qunhh ense of use and Nexibillty to add and guibtract
moee than one public clogd :‘:WWF. businesses are finding that they're
opers may have s d across the organization. For example, one set of devel”
unit may rely an o m"d:"“'m" on & specific public cloud while another busines®
as many 25 five publj t platform. It is not uneommaon for one campany 10 U
hundreds of dlﬂ'mc dlotids. In addition, these same businesses may be using
el vt umm.,. applications. It can be difficult to keep track of all of
can divcover what sepvices being used, It is therefore important te use tools that

are being vsed and by which deportments.

In some cases ' ;
: ki chudm u l::: 2 good position to negotiate advantageous financid!
s providers, When selecting public clouds, it will be important 1@

PART & The Fart of Tons

focus on those that are using standards guch m:mdm n::
ing some
that you have a better chanice of having ato ¢loud services, review the offer—

vives. When you determine that you fused peiv:
Ings that e the ﬁamrnmdmdsmms:mﬂaﬂenmh!pﬁﬂt

will make planning and execution much easler in the lang wean:

Do Have a Service Management Plan

Do Plan for Portability

of different
As the hybrid cloud that gonsists of many :_-uu.'lllir.h'llﬂ'md

deployment models, you need to prepare f0

agement. You do need o start thinking about all rul;dpu:: . y
form services, Saas applications, private clouds, - contet FEEVICES
applications as a unified compoling l?uilﬂmﬂﬂl- Mmm Mmu b7
af management (hat you need o considet ?nd plan detide pract
1o do right away and what ynu'lldnﬂunrmwut matures:
that g for

initially, for example, you fieed (o be abile 10 mnlmmrﬂ :dl"‘“' e
performance and gecurity. Test pEw seTvice o ""'""'1' %
they beenie svallable so you'ne mad!' when 1 services Pl:"’m““““ hat pri-
support your lang-=1erm plan. Begft evatoating prEmagemen . the Iong
vide you with visibility across
rum, you'll watit 10 understand
were ane compuicr.

jntemial Cstamners,
mmmumhtmwumtmmmuﬂufwﬂ‘?::wa““mm
sxternal customers, and partners that ok can peovide
compunting caprerience.

putuse, inchding
mmmhﬂtmmmm1‘mm#swmwmw too exPE 10
erﬂmpﬂﬁmdm « L

what happens if mmh“ﬂmfﬂ“ do il you

Another lsue
saas vendor oho i

Ran for how yeu can 2

et
way to mave your data. You want O ote likely

microservices and containech s mm:::mwuﬂw
focus on portability. 1t may not be 25 £2F

fox the future.
mﬁmmptrﬂﬂ! or DO




Do Plan for Security

LLL ]

Securlty can't be ignored in a clowd environment. In fact, foar of security breaches

erf of the prifmary reasons that management is hesitant to move ey sarvices !
the cloud

Security is more than simply putting workloads bebind the firewall organizatio™
have to make sure that they have secarity across all their assels acnoss 3
cloud nervices they'ne using. One of the biggest risks is to make sure that yonsitive
dam is protected through encrypien technigques. Do malie sure that you have 2
witll-constructed plan to protect your data o matter where it lives.

Do Execute on an Overall
Hybrid Cloud Plan

When you're ereating a cloud strategy, it's important to think about an averdl
plan for the services that will live across the public and private clouds and the 42
center. Many clnud services will be shared by developers in your company
with cimtraciom, These same services may become prodict offerings that
provide to pariners and custosseis. 1t's therefore impartant that services are
tested, memitored, and catalogued.

weell

At the same time, you have to Ingw what your company’s 1T assets are sa that ¥
can create a hybrid envitonment that's aceurate and efficient. Unless you contro!
"'*f quality of your overall enviromment, your company will be at risk 1T you'r™
using & public cloud or a Saas application, does your management care wehethel
your application and data reside In a puldth-tenant environment?

In mast cases, H.'Iillli- tenant bs a secure and well -managed emdronment. Howeyer
you may have circumstances where your management team wants to isolate yaut
compaty's Intellectual property from those belonging to other businesses. Whiie

itmay not be technical ey ot
by the business. y £y, it may he a governance requiremen

Don't Rely on only a Single Vendor

It's tempting to find a claid vendor you like and stop, However, that can be a mis-
take. Do plan to work with mere than ane cloud vendor so that you're not stuck if
something happens. Anything can happen, A vendor can have a catastrophic fail-
ure and be out of commission for a few hours or a lew days. Eor utmpl:. if Fﬂu.ﬂ

e Part of Ter

\mportant application, you may WL 12 pameiLirt=

i d deploying an
developing and deploying  everal different clouds.

licated in several pefjions or O

L hgie some EXPE
You won't understand these distinciions gntll you

'pe war
dloud computing. This 1s Hp;ﬂ iﬁﬂi;ﬁﬂ: Seqie the
gloud environment. You may iha ’ _
ties of a high-performance penwatk. Other T::-&:;thr = 3
sophisticated performance. Yol newd to plan i

Don’t Over-Invest in Licenses

by in
ractive for thelr CustOner®
mn?clnuﬂvl-mﬁmampadmﬁmm#hﬂl—_l“m of pice.
bury in bulle 5o, it"s l.ufl-p[inx_ o oy m::uw f’”“ﬂ:a -
However, this can be 2 02 il your OVE Y. M
[ TTTET [hll-lﬂpd‘! pet psRr pet nﬂﬂmm
For example, a vendor might al‘fﬂynul:rr;:ipmﬁm Mm e
sign up for 100 USELs over three anly 25 lsess. gentio
plunge, only to discover that you really ace ﬂ?ﬂ”ﬁw Rk yosir enfract
going to let you erale down those lic "F“';wap )
pohane 5
he same time Ww“[mmwﬂmmm.ﬂmﬂ APIx
:1::15. .J::u these l:.HJ]-'I provided inﬁF'-*F'ﬂn? i determing it
Are the teols proprietary 0 thid 1?11“"“1“ g b
approach is going 1o service you bast
to
Don‘t Overlook the Need
Manage Infrastructure w1
i W
2sons comipanies 2r° atrzected 10 ﬁ clovd | “mmu.;:::nm
one of the NMM of mauﬂlﬂl”““"ﬂ £ bl R oud services: yuil
mr:;;?fm iff you're using gnly 2 ‘““FI:“:. i T you'Te usl!“E“ ;;:TW'W“‘I
st m-n[ the prmance o m';nl u’:.umnﬂlhh fora i i
b andhlp manapement S335 PSS e, yof et (L rformance
::ha:i;tubfnmc’ﬂ'ﬂl'-‘l“ “"""l,:"t R o, 1T will hawe to provide
4§ ﬂlpnw::hml. m“_,. m;uhl i ervices.
governance, and securl
265
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The Pare of Tens

- —

Don't Leave Your Data Center Alone

:'m"l:;rr::t:ir::uu? se cloud services to gel around some of the inconslstencits

Haraha bt ok 2 e l':lrf.ml?. data center. However, it's dangerous 1o 255

Mmany years 1o come ]r;:‘__:“h” and dle. “The data center will remaln wiable ot

work in ':'-"“-lbumm}a i -_1: you need to }'nnlmm- to transform it so that it

dark Begin to plan a 51 A Hug u”"“_"- %o, don't leave your data centes in the

applications Hmi‘lasmh- '.‘“"F'l’ tu ?IJ“IM the data center so that it handles ¢
it"s best suited for.

Don't Ignore the Service Level Agreement

All ! ; ;
public cloud vendors, including 1aa$, Paas, and 5aas providers, will offer somt

zort of service level agreement that \ v
explains what ob L
and what risks you have 1o assume. sk obligation the vendor asst

Mo werudo

o Mmrﬂ:i:::: an ubligations it dossn't have to. So, it's up to you 10 pead e

it vl h:imhuﬂ;.:md exactly what reality looks like. For example, ne elo

tiemal, The vendor m, 1’:’“ if you lose business because the senvice is not 0p¢™”

vice, but that will be ay indoed give you the money hack that yoo spent on & $¢7°
small comfort if you've lost an important customer.

S0, you must decide ’ acceptab e

determine which r.ml-::}:amwh i sslsiog predumfion i,

o can ;L\gﬁ?g with a commuodity cloud servics limﬂh.!ﬂ.

whibch services sha with a provider that effers a highst level of service: e
3 should remain in ysir private clowd,

Do Move Furward and Don‘t Look Back

We think th mavEn

theat you sh:tdﬂ“:d P 1t to the cloud is inevitable. However, it's not a stratesy
cloud that are “W:ﬁrrmlhum careful planning. You must deal with issuts In the
Kot Hicrad m;:“"” than those you encounter in i traditional data cent?l
tecting your dat and i are different. Venders take some responsibility far pro”
ity will lend with your e performance of your services. However, the responsibil=
weth the gk hfnmnT“ company. Therefore, you need to move forward armed
the right steps, we mm and With the right level of caution. However, if you ke

Ps: that the foture can be quite xciting.

Glossary

. . mmeﬂl{ﬂh
absteactlon: The idea of minkmising e =W'M°T:M:E:'*M’Pﬁ“””
and just providing the relevant 1HT|ﬂi| T':;?"h;im“t wwoeks. In the doud. f;'r

atlesr th af detall 8 e LI
:—-i:':Pluj: E':f;:;loll::ﬂ model, the infrastrucure s absirasted o
gn where i and haw.

sccess contral: Determining who of what €0 ;
crabiity, shieh

iy, COMEATEcE Foketan, and

wansscion procESSitE: =
je and private oy serite aperated by ChinSE]

.'lﬂ:thﬁﬂ"-“'

ACTD: An acrormyrm o4
seqLirements for proper

Alibaba Choud: A 521 of publ

wendor, Allbaba Group. i
m'ﬂ.ﬂrﬁm")ﬂﬁnﬂﬂmﬂm“‘

APl tapplicatian program ming |
computer programs touse a e

f rrymita
application il cycies The prooess 8 :
andl predictable a% its chaspod b0 SROT pusiness e

arehitactune: In infarmanan technoiagy, e design approoih

propram or aynlem

caleloits preed
archiving; The process by Wheh amsbane o1 e 90 L0 chosper 071
bt 1hats required for pastorical o n.-dl“"“’:;f':mu.
This staraje metum may be anline, t2p=.CF s ol formation 2251

Lo [0 el e
¢ 2iles QrEAME \nfarmatian, &
B e ﬂ.ﬁ"ﬂi sauch w"“‘"‘"“"#",.mmﬁ:qm marageT e
kel A eformation selangs 0<%
I

i devetoing &

or putdated
inrAgs

database, Sed alsn CM A
o £192
auid itz A check o the ifectivanassof & |k arnturnﬁks-ﬂ"’
managet and dorume nﬂ“#
did It
audit tralk; A race of 3 SEQUERSE of events I0 ::knui or COP dt“""; Lo, Whe
wsLally ldmtifles tha um::r- ar A ehement
i L = ot cemputet process 18
auithpntication: The pre<ess fy wtnich H-ndn‘ﬂ?ﬂ“ perst
werlfied,
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Claud f{'-rl}luhn'l'; Far Dumrnides

AWS (Amazon Web Services): The se1 of wib servces that Amazon offers to help web
chrvelpers build wab applications and ute Amuiron's cloud COmPLUTINE envirorment

Agure; An oporasing system for cowd computing, from Microsoft, The hasting and
MANAPEIMENS Sfrdironment are maintained at Microolt dats centers, 5o there's no
need 1o e internal data center resncrces wheh developing applications in Anse.

bacicup: A utllity that copies datobases, files, or subtets of databases and files 102
sturage mediim. This copy can be used [o restone the ata in case of serious lalkire.

bandwidih: 'Hhﬂlﬂj‘h thie rasnpe af Trecguestiches ower wehich & devien can send of 0 Lr::‘
sgnaks. The term i aka ysed 8o denote the mdmum dsta transfer rate, measured 0
por secnnd, that & commineaticns channe can honed e

bartch: A rof-intsractree process that rung in g fuisue, uaLally when the syulem fnad i
lowiemt, generally ised for processing batches of information in 2 serial and usually
fficient manner. Hatth process can'l be used if you want insights from reak-time data
Early COMPULDTS were capatie of only batch processing, Today, batch is frequently used
o process e data wets lor H.;dmj,q ]

best practice: A proven and affective way to exseite 3 process. It can relste 1o anyting
from wiiting program code to 1T povernance,

binding: Making the necessary ronnogtians among soltware tompenents so that INEY
fAN interact

biometries Using a person’s unigue phybical charactorisies to prove his ddentify 1o 8
campuier — by employing a firgemprint ccanner or voice analymar, for example

Black boe A component or device with an irpist ared @ DU Wi e weklnEE
nreed nat be understood by or accessitie 0 the gser

BPaat: See Buuneny Process g3 o Service,

OPEL (Business Process Execution Languagek: A computer languago based on W5T%
(Web Services Description Langiage, an XML format for describing web services) and
dasigned for programming business sendcey 5o abo YL

SPM (business process management]: A lechnology ard meshodology for canarolling
the sethvities — bath sutomated and manual — nesded to make a business functicn:

broker: \n compastar programming, o program that accepts reqguests from one softwal®
taydr or component and translates them inte s form that can be undérstood by anotnes
Layer o companent,

brower: A program that lets you aceess information on the intermat. ﬂ”ﬂ"*"‘fh'w?:
could only operate on 3 person compuier, Howewer, naw there are browsers that suppt
meatsle devicos and sensnrs

busx: A technalogy that conmects multipls components so thay can communicale wlﬂ'l:"“
angother, I essence, o bus i 2 connection capablity, A bus can be softwire {such a5 &
enterprive service bus or hardware fsuch a8 & memary bus), See also E58

practies that constute 3 BUsE

sineas mdzdaum:t

Bu Humn.undnuma-wr-ﬂ;;mﬁ. prOCESS (5

iwnhang e mone than a zoftware intesface, pulltﬂd'lh'lﬂllﬂ‘fﬂ:mma

business process modeling: A technigue o ummmhnmﬂﬂ

podified uumm:minﬂﬂllunuwnﬁﬂﬂm s )
o werld

businoss Miﬂﬂuﬂﬂrﬂil?:m aammn:m ﬁ:ﬁdm e

rapsulated In sarace Finess |
nged 1o be enoaps e appi: ',

business service Anindwicuial fundtion af activity ¥ s
fumure for that data ran

cache: The storage of dota 50 that requess S

: annfﬂﬂuuﬂﬁﬂnﬂﬂﬂ‘

center of excelience: A group “Wﬂ;zﬁ:num provdes SIS o diceable
tions that focuses on B Pl sivantage of proven Pethofs S iy oy gromini

!:mﬂt; Tl:';mr?h" begamesd
knowlodge (6 help busiress Lnis be

change management: The managerment of . iEatile
apphcations, - sﬂ#‘#ﬂs

ting maciel that fannar;
cloud computing: A S IECC i self s4rVce i chocd

as sefvices o busines ’dhm_mnﬂdmﬂpﬁﬂ'

cloud mn: independert SUREL L 1o customers
providers 1o oreate a g

business process: The codiication of nues and

operationdl processet 3

of sevviee
om management database) i general, 2 1epoOSIy
cummmﬂ::a T ramenorh
manaRmnan -

comiT (Cantrol “"’“"Mm"umd managng !

capacity jnfrastr!
u#ammenﬂmﬂﬂﬂmunﬁ” Wﬂ;nmwﬂ
within its ECZ Service, Amazon 53 €L, compute U i

by wirtusl server |LTANCES Eﬁn.?"ﬁm or 2007 Xean B

capacity of 8 "H'éﬂ 0 O ource 4
el “'ﬂ?ﬂh“r,mwf:dm'w

= -

of & er:':m:h:t ar mysie be

; e chankd AN b
.Trﬂ'@:l'auaﬂdmm a databate o that [
eodding ©al |
' | [Ei Ry 259

U
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container: in computer programming, & data struciure or alyect ued 1o ManJge
collections of other objects in an srpanized way, Ofen microsonadtes are stored intie L
tontakner. There are a number of emerging container spen-sour ce offenngs, gl
Dockeers, CRI-0, Caritamert, and frakil, Kubemetes has become the die facta stantard
tortsneT archestration

contalner erchestration: A typical application may (nekude 4 number af copanars that
are irtegrated 1ogether Uwough contamar orchestration = or @ process for mandging
how conlamers &g lntended 1o B uted (o enttule 4 profess

CAM [eustemer relationshlp managementk Software inended to holp you min your
sales force and customer support operations

data deansing Soltware wmed o dently potedtial datz-gquality prablems. If customer
i listed matiple tmes in @ cusiomer databae betause of vaslations in the spelling o
e marne. the data-cleansing software makes corrections to help siantiawdize the datd

data fabeke: The pan of the comyputir metwork devolod 10 EFanSEnm.

data federation: Data access o a variety of data stores, using consistent rules and
defininont that enable all the data stores to be treated a5 2 single resgLnce

data profiling: A technifue or process that helps you understand the content, si Al
and relationahips of yoor data, This process alse halps you validone your data agalns
echnical and bursinews rules S

data guslity: Characteristics of data such a5 consstancy, accuracy, reflability, completc”
e, thmeliness, reasonableness, and vabdity, Datsqueiity software ensures that dats
elements are reprosented in 4 consisten) wey dcross diferant datn sIOres of gytems.
Frikeing the o sty rooee thustworthy acods the anterprise

duta transformation: A process by which the format of data is chbsged so it can be used
tryp dtfarmrt applicationsy.

dacy warehouse: A Lirgn data sior contuinkng the organization’s hiatarcal data, which 8
usesd prnarily for data anabsis and data mining

dutabase: A computer system intended t stare large amounts of informatlon rohably
and in an organired fathion. Meis databass previde users convenient acress to the L
il o withy herlplul search capabilitiog,

desicated hosting: Cedicated hasting is where the custamer is given full control over (e
server that's hiosted in thee cloud. This contrasts with managed hosting, where mansge:
e i the responsibility of the hosting company

dedicated sorver: A dedicaled server b one the customer donsnt share with other et
of the hesting dhoud service.

directory: The word ks used in bath computing and felephony 10 ingicate an organized
map of devices, fles. or people

mouting Far Dumrre

rmation-processing appacstiafn
distributed processing: Spreading the work of an

among several computErs s when the
early biding: Making necessary connactintd :
sofrware pyshem Is first put together of

1 ie Comp Iﬂcmmm"ﬁ"-l 4
e b seryice that plongerd toud EoTE

Gervice (Aas) we . .o
elastichny: The ability 1o expand ar yhwink 3 :ummmm-ﬂﬂ
need. mmww
emulation: When hardm:ear-m'r:;vﬂa: i
Lﬁﬂ?ﬁﬂ* :nl?:Tup:c&M pevernlile thi origind
alsp wirtualisetad, .

resource Flmlnﬂﬁmmm“w ssingie integy a4

ERP {entarprisa data management inte

combine businass iUt process. and
emdronment i supporl &

serylce busk A dtributed M
ﬁmmmmnmmﬂlﬂmmim sedat ogie Meion
rcing Capablllty wﬁﬁlﬂ!“‘“‘w" mlﬁmﬁ"u”:
O (e v best pracioes MO 0 )
sustomers and suppliars i 0 p i 202 mim;{:!
Load): Tooks for kst ’Fgf;ﬂ“ ivcan be et Y o
g7 (Extrace, Transformb =00 o e “":nuuulhaﬂ"’”m
Ietata nlmm""‘:‘:['m pransformationt aid
bursiness appics

retartized Wy

tiot) (data load), antmll:li"d“'w
oM | Mld Telecom DPH wﬂ;m
Ly Mo
::ums mndal for the telecommunic imteerupted sarAce despite
: 1o provide
s The ability of # BYSIET P00 oty
Eﬁ'ﬁ:ﬂ:‘;ﬂ mm:dmnmmﬂﬂ"“ “huﬂn"ﬂ”“‘;ﬂ
of desparate things 30 001 e sare that 3
faderation: The combinatien o =i
Iederated slates. data, oF
rutes A p—— prolucts-
mmmamﬂﬂ“'”‘““wd L aien NS
u
Goagle Cloud Platform (GCPK GO0 e peniawles 20 80
w-munmwﬂﬁm and se0 %
rnnl: Th;f':"mmm s combined Wi
are conformed z
camputing nviroAments:
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granularity: An important software design concept, especlilly in relation to componenis
irflfﬂn;: to the armount of detoll o fundtonality — from fine o coane — provded (03
sefvice component. One software component can do somathing quite uimple, such 4%
calnudate & suare root; another has a great deal of dietad and functionalty (o represent
a complex business rule o warkfiew. The first component i fine grained, and tha
second iy coarse grained. Developers ofen aggregaie fine-grained services o CorRe
Eraned sendces 1o create 3 buiiness teryvice

grid compusting: A step beyond detributed procesing, fvebing large nuembens of »
netwarked computers {often geographizatly drpersed and pesibhy of different Gy a
capabilithes] that are harnessed (o solve a comenon problen. A gnd computing midel 61

be used ivctead of virtualiration in sinuations that requare resl ome wihete latency i
unsccnptabibs,

hardware partitioning: The act of subdniding and [olanng cloments of a pmpdeat aprvel
inito fractions, sach of which cin run an operatipg ystem or An applicoton,

HTML (Hypertes: Markup Languags}: A data-encoding schome imented by Tin
E::;";:-*r"'-‘ in 5991 and the basic way thal ivfarmation i ermded over the World
¥ 111

HTTP (Hiertest Transport Protocoll: The bask way thal information i linked amd
Lmsm:um orver the Warkd Wide Wab, HTTPS i a version of HiTR with encrypton far
ity )

!}‘,rbﬂll claud: A computing ervironment that inchsdes the use of public and prvae
Elerigcts ot well 3 data center resources in @ codrminated fashsan,

hypervisor: Hardware that slvows muliple operating tystoms (o share o aingle hoit -
tryprreisos sits at the kwes lavels of the hardwane environment and uses 4 thin layer &
tode In software (0 erabile dynamic resource sharing, The hypervisor makes it seem IK0
el apEratIng Salem hit the resournces. o 5o isell

1aa%: See Infrostructure os o Service
186 Cloud: 1BMS pubilic and private cloud senace

identity management: Keeping track of a single users (or asset's) kentity thioughout !
Tngagement with i systom or s01 of systamd

Infesmation Intagration: A process using software o ink dafa SOUrCes in VInoUS
dr'wm LS GF fejpons of the N'Ei-nlﬂ“ﬂn wnth an overall gml of creating s fl‘uﬁlh
eosEistent, and trusied informatian,

ra The fundamentat systems necassary for the ardinary operaticn of
o mn I’ or an 11 deparment. The physical infrastructure that peopie reely
mur-pummﬁ sy wiring, &nd water systems. in [T, infrastructure (ndudes hasie
< lior hardwiars, natwerles, operating systoms. and other soltware that applications
Fun an iog of.

Infrastructure as a Servies (lazs): infrastructure, induding 3 management lnberlace and
disociated software, provided 1o companies from the daud a8 a service.

comrsiing For Dumimles

\ these Seraces
infrastructure services Sevices provided by the infrastructrne. mr‘im”‘m

inciudie afl the softeare pesded (o make devicrs Lk Lo ane prvother,
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